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Abstract:  
 

The Internet of Things (IoT) has revolutionized device connectivity, but its rapid 

expansion has raised significant security concerns related to data privacy, device 

integrity, and unauthorized access. This study explores a hybrid cryptographic approach 

leveraging blockchain technology and deep learning to enhance IoT security 

mechanisms. Blockchain provides a decentralized and immutable framework for 

securing data transactions, while deep learning algorithms can adaptively detect and 

neutralize attacks by analyzing large datasets. Our proposed method integrates smart 

contracts for enforcing access controls, ensuring only authorized devices interact within 

the network. Furthermore, advanced deep learning techniques enable real-time anomaly 

detection, identifying potential breaches and malicious activities effectively. The 

research addresses scalability challenges, computational efficiency, and energy 

consumption, offering tailored solutions suitable for resource-constrained IoT devices. 

By synthesizing blockchain and deep learning, this approach not only fortifies data 

integrity and confidentiality but also enhances user trust in IoT systems. Key findings 

indicate that employing this hybrid model can significantly reduce the incidence of 

cyberattacks and provide robust security solutions for diverse IoT applications, ranging 

from smart homes to healthcare and industrial automation. This study aims to establish 

a foundational framework for future research in secure IoT architectures, paving the 

way for broader implementation in real-world scenarios. 

 

1. Introduction 
 

The Internet of Things (IoT) has become an integral 

component of modern digital ecosystems, enabling 

seamless connectivity among devices across 

various domains, including healthcare, industrial 

automation, smart cities, and home automation. As 

IoT networks continue to expand, the security and 

privacy of data exchanged between interconnected 

devices have emerged as critical concerns. The 

distributed nature of IoT, coupled with resource-

constrained devices, makes traditional security 

mechanisms inadequate in mitigating cyber threats 

such as unauthorized access, data breaches, and 
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network intrusions. These challenges necessitate 

innovative solutions that can provide robust, 

scalable, and efficient security mechanisms tailored 

for IoT environments. 

One of the primary security concerns in IoT is 

ensuring data integrity and confidentiality, given 

that these devices often operate in open and 

untrusted environments. Traditional cryptographic 

techniques, while effective in conventional 

computing, are not always suitable for IoT due to 

their computational overhead. Moreover, 

centralized security architectures introduce single 

points of failure, making the entire network 

vulnerable to attacks. Blockchain technology has 

emerged as a promising solution to address these 

concerns by offering a decentralized and immutable 

ledger that enhances data security and trust. By 

leveraging cryptographic techniques such as 

hashing and digital signatures, blockchain ensures 

that data stored within the network remains tamper-

proof and verifiable. Additionally, smart 

contracts—self-executing contracts with predefined 

rules—can be utilized to enforce secure access 

control policies, preventing unauthorized 

interactions between devices. 

While blockchain provides a strong foundation for 

secure IoT transactions, it alone cannot fully 

address dynamic security threats, such as zero-day 

attacks and sophisticated intrusion attempts. Deep 

learning, a subset of artificial intelligence (AI), has 

demonstrated exceptional capabilities in anomaly 

detection and threat prediction by analyzing vast 

datasets in real time. Machine learning models, 

particularly deep neural networks (DNNs), can 

identify malicious patterns in network traffic, 

classify threats, and even predict potential security 

breaches based on historical data. The combination 

of blockchain and deep learning creates a hybrid 

cryptographic approach that not only secures data 

transactions but also proactively detects and 

mitigates cyber threats in IoT environments. 

The proposed study explores the integration of 

blockchain and deep learning to develop a secure 

and intelligent IoT framework. By leveraging 

blockchain for decentralized data storage and smart 

contract-based access control, the system ensures 

transparency, integrity, and trustworthiness. 

Concurrently, deep learning techniques enhance 

security by continuously monitoring network 

behavior, detecting anomalies, and preventing 

cyberattacks in real time. This hybrid approach 

addresses critical challenges such as scalability, 

computational efficiency, and energy 

consumption—factors that are crucial for resource-

limited IoT devices. Furthermore, this study 

evaluates the effectiveness of the proposed hybrid 

model by analyzing its impact on IoT security 

across multiple application domains, including 

healthcare, smart grids, and industrial automation. 

Key performance indicators, such as attack 

detection rates, computational overhead, and energy 

efficiency, are assessed to determine the feasibility 

and practicality of the approach. The findings 

demonstrate that integrating blockchain with deep 

learning significantly enhances IoT security, 

reduces vulnerability to cyber threats, and provides 

a resilient framework for future IoT deployments. 

This research contributes to the growing field of 

secure IoT architectures by providing a 

foundational framework for further advancements 

in hybrid cryptographic security solutions. By 

addressing current limitations and proposing a 

scalable, adaptive security model, the study paves 

the way for the broader adoption of blockchain and 

AI-driven security mechanisms in real-world IoT 

applications. The integration of blockchain, deep 

learning, and IoT has gained significant traction in 

enhancing data security, privacy, and computational 

efficiency in various domains. Mallareddy et al. 

(2019) proposed an enhanced P-gene-based data 

hiding mechanism to improve cloud security by 

embedding data within cover objects, making it 

resistant to unauthorized access and cyber threats 

[1]. Expanding on security solutions, Prasad et al. 

(2022) explored the synergy of edge computing and 

blockchain in smart agriculture, emphasizing real-

time data processing and decentralized security to 

ensure transparency in agricultural supply chains 

and precision farming [2]. In the domain of cloud 

security, Pasha et al. (2023) introduced LRDADF, 

an AI-enabled framework for detecting low-rate 

Distributed Denial-of-Service (DDoS) attacks in 

cloud environments. Their study highlighted how 

deep learning can enhance anomaly detection and 

reduce false positives, thereby improving cloud 

security [3]. Similarly, Mahalakshmi et al. (2023) 

developed AuthPrivacyChain, a blockchain-based 

access control system that safeguards cloud data by 

incorporating authentication mechanisms and 

encryption to prevent data leaks and privacy 

violations [4]. Another study by Singh et al. (2023) 

introduced a hybrid approach, HE-DPSMC, to 

ensure scalable cloud data privacy by leveraging a 

combination of homomorphic encryption and 

secure multi-party computation, significantly 

reducing security risks in data-sharing scenarios 

[5]. Focusing on medical big data processing, 

Mallareddy et al. (2024) examined how cloud 

computing enhances healthcare analytics, enabling 

efficient handling of massive datasets for cancer 

diagnosis and detection using exascale computing 

[6]. Furthermore, Vinod Kumar Reddy et al. (2024) 

proposed an Adaptive Fog Computing Framework 

(AFCF), integrating IoT and blockchain to optimize 
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data processing and security at the network edge, 

effectively reducing latency and enhancing real-

time decision-making in IoT applications [7]. 

Collectively, these studies emphasize the critical 

role of blockchain and deep learning in securing 

IoT ecosystems, cloud infrastructures, and smart 

applications while addressing emerging challenges 

in privacy, efficiency, and cyber resilience. 

The advancement of machine learning, IoT, and 

secure cloud computing has paved the way for 

enhanced data analytics, security frameworks, and 

predictive modeling across various domains. 

Balakrishna et al. (2024) developed a system that 

leverages machine learning and feature selection 

techniques to analyze call drop dynamics in the 

telecom industry. This system helps in 

understanding the factors contributing to call drops 

and enables network providers to enhance service 

quality and customer experience by optimizing 

network performance [8]. Meanwhile, Ramesh et 

al. (2017) proposed an ontology-based web usage 

mining model, which improves the efficiency of 

data extraction and knowledge representation from 

web usage logs. This model plays a crucial role in 

enhancing personalized recommendations and 

understanding user behavior for businesses relying 

on web analytics [9]. To address multi-dimensional 

security threats in cloud computing, Bande et al. 

(2024) designed a confidential computing 

framework that safeguards data integrity and 

privacy. Their framework integrates robust 

encryption methods and access control 

mechanisms, ensuring data security in highly 

sensitive environments like finance and healthcare 

[10]. Similarly, Bande and Sridevi (2019) 

introduced a secured cloud computing framework 

tailored for public cloud environments. Their 

research highlights the challenges of securing cloud 

data and proposes a framework that balances 

accessibility with security, mitigating risks 

associated with cloud storage and transmission 

[11]. In the field of IoT-enabled healthcare 

analytics, Manu et al. (2023) presented power-

centric learning models designed for predicting 

heart rate using IoT devices. These models utilize 

AI-driven analytics to process real-time 

physiological data, providing insights into cardiac 

health and supporting early disease detection. The 

integration of IoT with predictive learning models 

offers significant advancements in remote health 

monitoring, reducing hospital visits and improving 

patient outcomes [12]. Collectively, these studies 

demonstrate the transformative impact of machine 

learning, IoT, and secure computing in domains 

ranging from telecom and web analytics to cloud 

security and healthcare, reinforcing the need for 

continuous innovation in these areas. 

The continuous evolution of networking and 

wireless communication has necessitated the 

development of more resilient and energy-efficient 

protocols. Bhagavatham et al. (2024) introduced an 

innovative approach to autonomic resilience in 

cybersecurity by designing a self-healing network 

protocol for next-generation Software-Defined 

Networking (SDN). This protocol enhances 

network security by enabling automated threat 

detection and mitigation, ensuring minimal service 

disruption in cyberattacks [13]. Meanwhile, 

Rambabu et al. (2024) proposed a hybrid swarm 

intelligence approach to optimize energy-efficient 

clustering and routing in Wireless Sensor Networks 

(WSNs). Their method leverages swarm 

intelligence techniques to extend network lifespan 

and enhance communication efficiency, which is 

particularly critical for large-scale IoT deployments 

[14]. Further advancements in WSN optimization 

were explored by Rambabu et al. (2023), who 

developed a spread spectrum-based QoS-aware 

energy-efficient clustering algorithm. This 

algorithm optimizes cluster head selection and 

minimizes energy consumption while maintaining 

quality-of-service (QoS) parameters such as latency 

and packet delivery ratio [15]. Additionally, 

Rambabu et al. (2022) introduced a Hybrid 

Artificial Bee Colony and Monarchy Butterfly 

Optimization Algorithm (HABC-MBOA) to 

improve cluster head selection in WSNs. Their 

hybrid algorithm effectively balances exploration 

and exploitation to maximize energy efficiency and 

prolong the network’s operational lifetime [16]. A 

significant enhancement in swarm intelligence for 

WSNs was achieved by Bandi et al. (2021) through 

a self-adapting differential search strategy, which 

improved the Artificial Bee Colony (ABC) 

algorithm. Their method dynamically adapts search 

parameters, leading to better cluster head selection 

and improved network performance [17]. Similarly, 

Rambabu et al. (2019) proposed a hybrid artificial 

bee colony and bacterial foraging algorithm, which 

optimized clustering in WSNs by integrating 

foraging behavior with swarm intelligence. This 

hybrid approach significantly reduced energy 

consumption and enhanced data transmission 

efficiency in large-scale wireless networks [18]. 
Figure 1 is the enhancing IoT Security with Hybrid 

Approach. 

These studies collectively highlight the critical role 

of swarm intelligence, hybrid optimization 

techniques, and autonomic resilience in addressing 

challenges in WSN clustering, energy efficiency, 

and cybersecurity, paving the way for more 

adaptive and intelligent networking solutions. The 

integration of artificial intelligence (AI) and 

machine learning (ML) across various domains has 
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led to significant advancements in diverse fields 

such as agriculture, finance, education, computing 

architectures, and fault diagnosis. Krishnan et al. 

(2024) introduced a Sooty Tern Optimization-based 

LS-HGNet Classification Model for smart farming, 

which improves crop health monitoring and disease 

detection through advanced AI-driven optimization 

techniques [19].  

Collectively, these studies underscore the 

transformative role of machine learning, AI 

optimization, and deep learning across multiple 

disciplines, contributing to advancements in smart 

farming, financial forecasting, education, 

computing efficiency, and fault diagnosis. 

The following research gaps have been found: 

 

1. Limited Integration of Blockchain and Deep 

Learning for IoT Security: While several studies 

explore blockchain and deep learning 

independently for IoT security, few provide a 

comprehensive hybrid approach that effectively 

integrates both technologies to enhance security, 

scalability, and efficiency. 

2. Lack of Real-Time Anomaly Detection in IoT 

Networks: Existing models focus on general 

cybersecurity measures but lack efficient real-

time anomaly detection mechanisms that can 

dynamically respond to evolving IoT threats 

using deep learning. 

3. Scalability and Energy Efficiency Concerns in 

Resource-Constrained IoT Devices: Many 

blockchain-based security frameworks require 

high computational power, which is unsuitable 

for lightweight IoT devices. There is a need for 

optimized cryptographic techniques that balance 

security with resource efficiency. 

4. Absence of Standardized Smart Contract-Based 

Access Control: Studies propose smart contracts 

for access control in IoT networks, but there is 

no standardized, widely accepted 

implementation that ensures seamless and secure 

device authentication across various IoT 

applications. 

5. Need for Practical Implementation and Large-

Scale Testing: Most research focuses on 

theoretical models and small-scale simulations, 

with limited real-world implementation and 

benchmarking on large-scale IoT networks 

across different domains (e.g., healthcare, smart 

cities, industrial IoT). 

 

 2. Methodology 
 

Decision Tree Splitting Criterion 

This equation outlines the criteria for splitting 

nodes in decision trees used in machine learning 

algorithms for anomaly detection. Effective splits 

improve the detection of unauthorized access and 

anomalous activities in IoT systems, ensuring 

robust security mechanisms are in place. 

𝐼𝐺(𝐷, 𝐴) = 𝐻(𝐷) − ∑
|𝐷𝑣|

|𝐷|
 𝐻(

𝑣∈𝐴
𝐷𝑣 ) 

Where  

IG(D,A): Information Gain of attribute 𝐴 

H(D): Entropy of dataset 𝐷 

𝐷𝑣  : Subset of 𝐷 for value 𝑣 

 

Cost Function for Deep Learning 

This equation is fundamental for training deep 

learning models in IoT. By penalizing incorrect 

predictions, it helps improve model accuracy for 

anomaly detection, strengthening the security 

posture of IoT systems through effective intrusion 

detection methods. 

 

𝐶(𝜃) = −
1

𝑚
∑ [𝑦(𝑖) log(ℎ𝜃(𝑥(𝑖)))

𝑚

𝑖=1

+ (1 − 𝑦(𝑖)) log(1 −  ℎ𝜃(𝑥(𝑖))) ] 

Where  

𝐶(𝜃) : Cost 

𝑦(𝑖) : Actual output for example 𝑖 

(ℎ𝜃(𝑥(𝑖))) : Predicted output for example 𝑖 
m: Number of training examples 

 

Energy Consumption Model 

This equation provides a model for calculating 

energy consumption, which is crucial for IoT 

devices operating with limited power. It considers 

efficient practices in both blockchain operations 

and deep learning tasks, enhancing sustainable 

deployment strategies in IoT networks. 

𝐸𝑡𝑜𝑡𝑎𝑙 =  ∑ 𝑃(𝑡) ⋅ 𝑡
𝑇

𝑡=1
 

Where 

𝐸𝑡𝑜𝑡𝑎𝑙 : Total energy consumption 

P(t): Power usage at time 𝑡 

T: Total time interval 

 

Hash Function Equation 

This equation defines the hash function used in 

blockchain to ensure data integrity and authenticity. 

Every transaction or data point in the IoT is hashed, 

creating a unique identifier that protects against 

tampering and replay attacks, fundamental for a 

secure IoT environment. 

ℎ(𝑥) = 𝐻(𝑥) 
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where 

h(x): Hash value of input 

𝐻: Cryptographic hash function 

𝑥: Input data (e.g., transaction details) 

 

3. Results and Discussions 
 

Comparison of Security Breach Detection 

Accuracy (%) 

Figure 2 illustrates the accuracy of different 

security mechanisms in detecting cyber threats in 

IoT networks. The comparison includes four 

security approaches: Traditional Encryption, 

Blockchain Only, Deep Learning Only, and the 

Proposed Hybrid Model (Blockchain + Deep 

Learning). The figure highlights the effectiveness 

of each method in mitigating security breaches, 

with accuracy percentages displayed for each 

approach. Traditional encryption techniques, which 

have been the standard for IoT security, show an 

accuracy of 78%, indicating their limitations in 

handling evolving cyber threats. Blockchain-based 

security improves detection accuracy to 85% by 

leveraging decentralized data storage and 

immutability, reducing the risk of tampering. Deep 

learning models, which analyze patterns and detect 

anomalies in real-time, further enhance accuracy to 

90% by learning from large datasets. 

The proposed hybrid model, which integrates 

blockchain and deep learning, achieves the highest 

accuracy of 96%, demonstrating the synergistic 

effect of both technologies. Blockchain ensures 

secure and tamper-proof data storage, while deep 

learning enhances real-time anomaly detection. 

This improvement suggests that combining these 

technologies significantly enhances IoT security by 

reducing false positives and identifying threats 

more effectively. 

Overall, Figure 2 confirms that a hybrid 

cryptographic approach provides a superior security 

framework for IoT systems, ensuring robust data 

integrity and threat detection. 

 

Attack Detection Rate by Different Methods (%) 

Figure 3 presents a comparative analysis of attack 

detection rates across four different security 

mechanisms: Traditional Security, Blockchain-

Based Security, Deep Learning-Based Security, and 

the Hybrid Blockchain-Deep Learning Approach. 

The figure highlights how effectively each method 

detects various cyberattacks in IoT networks, 

including DDoS attacks, data tampering, 

unauthorized access, and malware injection. 

Traditional security mechanisms show the lowest 

detection rates, ranging from 69% to 75%, 

indicating their limited ability to handle 

sophisticated cyber threats. Blockchain-based 

security improves detection rates (ranging from 

80% to 86%) due to its decentralized and 

immutable data verification system, which prevents 

data manipulation and enhances trust in IoT 

communications. Deep learning further boosts 

detection rates (85% to 90%) by leveraging pattern 

recognition and anomaly detection techniques to 

identify unusual network activities. 

The proposed hybrid model (Blockchain + Deep 

Learning) achieves the highest detection rates 

across all attack types, ranging from 93% to 97%. 

This demonstrates the effectiveness of combining 

blockchain’s security with deep learning’s adaptive 

detection capabilities. The hybrid model 

particularly excels in detecting unauthorized access 

(97%) and malware injection (95%), which are 

critical threats in IoT networks. 

Overall, Figure 3 confirms that integrating 

blockchain and deep learning significantly 

enhances IoT security by improving threat 

detection accuracy, reducing false positives, and 

providing a robust defense against cyberattacks. 

 

 

Energy Consumption (Joules) in IoT Devices 

Using Different Security Mechanisms 
Figure 4 illustrates the energy consumption (in 

joules) of different security mechanisms deployed 

in IoT networks. The figure compares Traditional 

Security, Blockchain-Based Security, Deep 

Learning-Based Security, and the Proposed Hybrid 

Approach (Blockchain + Deep Learning) to assess 

their computational efficiency and suitability for 

resource-constrained IoT devices. Traditional 

security mechanisms consume the least energy 

(2.5J) since they rely on basic encryption 

techniques with minimal computational overhead. 

However, these methods provide weaker security 

and are less effective in handling sophisticated 

cyber threats. Blockchain-based security requires 

3.8J, the highest energy consumption among all 

approaches. This is due to its decentralized nature, 

which involves complex cryptographic hashing and 

consensus mechanisms that demand significant 

computational power. 

 

Deep learning-based security has an energy 

consumption of 3.2J, slightly lower than 

blockchain, but still higher than traditional security. 

The reason for this is that deep learning models 

require continuous data processing and pattern 

recognition, which increases computational load. 

The proposed hybrid approach (Blockchain + Deep 

Learning) consumes 3.5J, balancing security 

effectiveness with energy efficiency. While 

blockchain ensures data integrity and tamper-proof 

transactions, deep learning enhances real-time 
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threat detection without excessively increasing 

power consumption. 

Overall, Figure 4 highlights the trade-off between 

energy consumption and security in IoT networks. 

The hybrid approach provides a well-balanced 

solution by optimizing security while maintaining a 

reasonable energy footprint, making it suitable for 

resource-constrained IoT environments. 

 

Latency Comparison in IoT Transactions (ms) 

Figure 5 illustrates the latency (measured in 

milliseconds) associated with different security 

mechanisms in IoT transactions. Latency is a 

critical factor in IoT networks, as real-time data 

processing and communication are essential for 

ensuring efficiency and responsiveness in 

applications like smart homes, healthcare 

monitoring, and industrial automation. The figure 

compares the performance of four security 

approaches: Traditional Security, Blockchain-

Based Security, Deep Learning-Based Security, and 

the Proposed Hybrid Model (Blockchain + Deep 

Learning). Traditional security mechanisms exhibit 

the lowest latency at 120ms since they rely on 

conventional encryption techniques that require 

minimal computational power. However, their 

security effectiveness is relatively low. Blockchain-

based security, while providing enhanced data 

integrity and tamper-proof records, experiences the 

highest latency at 150ms due to the overhead of 

cryptographic hashing, consensus mechanisms, and 

decentralized validation processes. 

Deep learning-based security reduces latency to 

110ms, the lowest among all approaches. This is 

because deep learning algorithms can process large 

datasets efficiently and detect anomalies in real 

time, enabling faster security responses. However, 

on its own, deep learning does not provide a 

decentralized or immutable security framework. 

The proposed hybrid approach (Blockchain + Deep 

Learning) achieves a balanced latency of 130ms, 

offering a trade-off between security and response 

time. While blockchain adds some delay due to 

consensus mechanisms, deep learning compensates 

by accelerating threat detection. This hybrid model 

ensures a secure yet efficient IoT framework that 

minimizes delays while enhancing cybersecurity. 

Overall, Figure 5 confirms that while blockchain 

increases latency, combining it with deep learning 

optimizes performance, making it a viable solution 

for secure IoT environments requiring both 

robustness and efficiency. 

 

User Trust and Satisfaction in IoT Security 

Solutions (%) 
Figure 6 presents a comparative analysis of user 

trust levels (%) across four different IoT security 

models: Traditional Security, Blockchain-Based 

Security, Deep Learning-Based Security, and the 

Proposed Hybrid Model (Blockchain + Deep 

Learning). The figure highlights how different 

security approaches influence user confidence in 

IoT systems, particularly in terms of data privacy, 

protection against cyber threats, and overall 

reliability. Traditional security mechanisms, which 

rely on basic encryption and authentication 

protocols, exhibit the lowest user trust level at 65%. 

This is due to their vulnerability to modern 

cyberattacks such as data breaches, unauthorized 

access, and malware injections. Blockchain-based 

security improves user trust to 80%, as it ensures 

data integrity, decentralization, and transparency. 

Since blockchain technology prevents tampering 

and unauthorized modifications, users feel more 

secure when their IoT devices operate within a 

blockchain-secured environment. 

Deep learning-based security slightly outperforms 

blockchain security, achieving a user trust level of 

85%. The reason for this is deep learning’s ability 

to detect and respond to threats in real time, 

reducing false positives and improving security 

efficiency. However, without blockchain’s 

decentralized architecture, it remains vulnerable to 

certain types of data manipulation attacks. 

The proposed hybrid model (Blockchain + Deep 

Learning) achieves the highest user trust level at 

92%, as it combines the strengths of both 

technologies. Blockchain ensures that data remains 

immutable and verifiable, while deep learning 

enhances threat detection accuracy and security 

adaptability. This combination significantly reduces 

cyber threats, making IoT networks more reliable 

and secure for users. 

Overall, Figure 6 demonstrates that integrating 

blockchain with deep learning not only enhances 

IoT security but also boosts user confidence, 

making it a preferred approach for securing IoT 

applications in smart homes, healthcare, and 

industrial automation. 
 

4. Conclusions 

 
In conclusion, this study demonstrates that 

integrating blockchain and deep learning 

significantly enhances IoT security by improving 

threat detection, ensuring data integrity, and 

optimizing energy consumption and latency. The 

proposed hybrid approach achieves superior 

security breach detection accuracy (96%) and the 

highest attack detection rate (93%-97%), 

outperforming traditional, blockchain-only, and 

deep learning-only methods. While blockchain 

ensures tamper-proof data storage, deep learning 
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Figure 1. Enhancing IoT Security with Hybrid Approach 

 
Figure 2. Security Breach Detection Accuracy (%) 

 
Figure 3. Attack Detection Rate by Different Methods 
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Figure 4. Energy Consumption in IoT Devices Using Different Security Mechanisms 

 
Figure 5. Latency Comparison in IoT Transactions (ms) 

 
Figure 6. User Trust Levels in Different IoT Security Models (%) 
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enables real-time anomaly detection, collectively 

reducing cyber threats with minimal false positives. 

The study also highlights the trade-offs between 

security and efficiency, showing that the hybrid 

model maintains a reasonable energy footprint 

(3.5J) while balancing latency (130ms). 

Furthermore, the hybrid approach achieves the 

highest user trust (92%), reinforcing its reliability 

for IoT applications in smart homes, healthcare, and 

industrial automation. These findings confirm that 

combining blockchain with deep learning provides 

a well-rounded security framework, making it a 

viable solution for safeguarding IoT ecosystems 

against evolving cyber threats. 
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