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Abstract:

Voice communication between individuals is an essential aspect of daily life. The
significance of voice transmission security is increasing as digital communication
channels become more prevalent. This paper suggests a secure and resilient voice
encryption system that integrates traditional cryptography and chaotic systems. This
paper introduces a digital chaotic scrambler (DCS) that is based on the Lorenz system
and is designed to address the constraints of the International Data Encryption Algorithm
(IDEA) in the context of voice encryption. The DCS also reinforces the resistance of the
IDEA structure to many cryptographic attacks. The DCS and the strong mathematical
operations of the IDEA establish a secure, efficiency, voice encryption system in real
applications. The security metrics we define are used to quantify the performance of the
proposed system; these include sensitivity to initial conditions, sensitivity to the key, and
attack resistance. Keyspace analysis, Statistical analysis, MSE (mean square error),
Signal-to-noise ratio (SNR), correlations and (Segmental spectral signal-to-noise ratio)
SSSNR and Cepstral Distance (CD) analyses results. Statistical analyses and audio
security tests performed on audio files of different sizes with a WAV file extension have
shown that the algorithms proposed are resistant to brute force or statistical attacks and
have a higher security level.

1. Introduction

Duffing map. In [6], proposed a robust approach to
encrypt audio messages, employing chaos theory

The security of digital voice communications has
become a major concern in the current connected
world [1], [2], [3], [4]. We depend on digital
platforms to run the show today, whether in e-
commerce or social relations, the risk to our sensitive
information is growing. Voice encryption: a
cryptographic  method used to  convert
understandable ~ voice  signals into an
incomprehensible signal, which provides a strong
protection against eavesdropping and unauthorized
interception [1], [5]. Audio encryption literature
survey of using chaotic systems to make the
International Data Encryption Algorithm (IDEA)
more secure. The previous study analyzed how
chaotic maps help to increase kay space and resist
attack. In [1], which proposed a digital chaotic
scrambling for audio encryption based on the

and user-biometric images using SHA-256 hash
technique and zig-zag traversal. In [7], a hew audio
encryption scheme uses chaotic systems and DNA
coding to confuse and diffuse audio data, providing
high security. In [8], [9], [10], proposed a speech
encryption based on chaotic masking and noise
reduction based on different methods and schemes.
In [11], they showed a chaotic-based safe
communication system that uses three levels of
cryptography and a mix of chaos masking and
encryption methods. The authors in [12], presented
a secure chaos-based  cryptosystem  for
communication systems, combining a conventional
cryptography algorithm with two levels of chaotic
masking technique. In [13], [14], [15], proposed a
voice encryption using two layers based on chaos
such as chaotic masking and chaotic scrambling. In
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[16], proposed encryption algorithm, based on
mathematical terms and operations, is a general-
purpose symmetric encryption suitable for various
file types.The IDEA has long been a popular
symmetric encryption algorithm, including voice
encryption [17], [18]. A balanced mix of arithmetic
and Boolean operations underpins secure data
transmission. IDEA, like any cryptographic
algorithm, faces cryptanalytic threats [17], [18]. In
[19], a proposed speech cryptosystem based on
substitution and permutation. In [20] presented a
chaos-based speech scrambling system. In [21]
,suggested an audio encryption crypto model that
used a three different 3D Fibonacci-Lucas maps. The
successful use of chaotic maps for large-scale data
encryption, including image, audio, and video data,
is attributed to their good properties, including
pseudo-randomness, sensitivity to changes in initial
conditions and system parameters, and aperiodicity.
This paper uses two chaotic maps. Increasing
computing power and cryptanalytic techniques have
necessitated ongoing research to improve
cryptographic system security. The DCS is
especially important in the design of modern block
ciphers such as IDEA. Encryption is complex and
non-linear thanks to DCS, and thus the plaintext
becomes almost impossible for the attacker to
recover. We believe that the DCS of IDEA is well
designed, but that like the Office of Indian Affairs,
emerging threats require adjustments to better
secure the networks of the DCS. This system is
based on proposing a Lorenz chaotic based DCS,
which adds confusion, diffusion, and utilizes the
initial conditions and dynamics for this purpose.
And the data to be encrypted is even better protected
by the International Data Encryption Algorithm
(IDEA), a commonly used block cipher that is also
fast and secure. This research's main goals:

¢ In-depth IDEA algorithm analysis: A thorough
analysis of IDEA's design concepts, strengths, and
flaws.

¢ DCS design and implementation: Design of a
Lorenz-based DCS featuring nonlinearity,
diffusion, and differential and linear cryptanalysis
resistance.

o To integrate the DCS into IDEA: Integrating the
DCS into the IDEA algorithm to ensure efficiency
and seamless integration.

e Performance evaluation: Thorough testing of the
proposed system's security, efficiency, and
resilience to differential power analysis and side-
channel assaults.

1.1. Lorenz Chaotic System
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Chaos in dynamic systems is influenced by initial
conditions and control parameters, causing
significant changes in behavior over time [22], [23],
[24]. The definitions of chaos have changed they
have been shifting mostly to nonlinearity and
periodicity instead of complexity. Chaotic systems
are prevalent in modeling complex and
unpredictable systems such as weather, stocks and
disease. Uneven attractor patterns are commonly
found on them, illustrating the behavior of the
system as time progresses [10], [25], [26]. Chaotic
systems appear in many fields such as physics,
chemistry, biology, mathematics, engineering and
cryptography.  Random  or  pseudo-random
generators can produce random numbers and
sequences that are indistinguishable from true
random numbers by its non-regular behavior [24],
[27]. Chaos is sensitive to initial conditions,
nonlinear, gets periodic, and has strange attractors.
These systems are extremely patient in terms of
initial conditions, so even subtle perturbations in
them are meaningful [28], [29]. They're also volatile,
which makes it hard to forecast what they'll do over
long stretches. They exhibit non-linear behavior;
they are impossible to understand and model.
Additionally, chaotic systems often have strange
attractors, which are geometric patterns that
represent the long-term behavior of the system [25],
[30], [31].The first person to look at the Lorenz
system, which is a set of ordinary differential
equations (ODEs), was the meteorologist and
mathematician Edward Lorenz. In 1963, a simpler
mathematical model of convection in the atmosphere
was made. The model consists of three ordinary
differential equations called the Lorenz equations
[9].[26], [32].

x =0y —-x(Q1)
y=rx—y—xz(2)
z= xy—bz (3)

Where the X,y and z are the state vectors of the
Lorenz system. (s, r, and b) are the Lorenz
parameters equal to [10, 28, 8/3], respectively [33].
All the state vectors and the 3D strange attractors are
shown in Figure . While Figure illustrate the
sensitivity of the Lorenz system, to any slightly
changing in initial condition and parameters.
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Figure 1. Time series X, Y, and Z of the Lorenz system
and 3D strange attractor [24].
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Figure 2. Lorenz system parameter or initial value
sensitivity to small changes.

1.2. The Proposed Methodology

The digital voice signal is encrypted using IDEA and
further scrambled with a DCS before transmission
over a public channel. On the receiving end, the
signal is unscrambled and decrypted to recover the
original voice signal. This scheme aims to secure
voice communication over public channels. A
diagram for a voice encrypts and decrypt process
shown in Figure 1. It all starts with the original voice
signal being digitized. IDEA (International Data
Encryption Algorithm) is used to encrypt the digital
voice signal, blocking symmetric-key which is one
of the security and efficiency types. This encrypted
signal is then disturbed via a DCS, where DCS
stands for Digital Chaotic Signal, where chaotic
principles are adopted to make it difficult to attack.
The encrypted scrambled signal is sent through a
public channel, such as the internet, radio waves, or
satellite links. This is followed by the chaotic
decryption approach to unscrambled the received
signal that counteracts the effect of the DCS. The
signal, once unscrambled, is decrypted using the
IDEA decryption algorithm, recreating the original
digital voice signal. The end result is the discrete
form of original voice signal that can be played
back. In this encryption scheme, the power of IDEA
algorithm is combined with extra security offered
by Digital Circuit Security (DCS). It aims to protect
the confidentiality of the wvoice signal during
transmission over a public channel.
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Figure 1. Block diagram for the proposed system.
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1.3. International Data Encryption Algorithm
(IDEA)
A 128-bit key controls the block cipher IDEA, which
uses 64-bit plaintext and cipher text blocks. Using
operations from three algebraic groups is the key
novelty in this algorithm. Available block ciphers
avoid substitution boxes and Look Up Tables
(LUTS). The algorithm structure makes encryption
and decryption identical except for key sub-blocks.
Figure shows the encryption process functionally.
Eight identical encryption rounds and an output
transformation comprise the method. The IDEA
encryption processes are described as follow: The
64-bit plaintext block has four 16-bit subblocks: X1,
X2, X3, X4. The 128-bit Key generates eight
subkeys: Z1 to Z8 from eight 16-bit blocks. Six
subkeys are utilized in the first round, while the
remaining two are used in the second. Addition
modulo 2'¢ and multiplication modulo 2*+1 mix the
first four 16-bit key sub-blocks with two 16-bit
plaintext blocks in the first encryption round. Further
processing uses two further 16-bit key sub-blocks
and the third algebraic group operator, the bit-by-bit
exclusive OR. The second encryption round receives
four 16-bit values in a somewhat modified order
from the first encryption round. Following round
one, each of the seven encryption rounds uses a
different 16-bit key sub-block. Addition modulo 2
and multiplication modulo 2*+1 combine the four
16-bit values from the eighth encryption round with
the last four key sub-blocks to obtain the four 16-bit
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Figure 4. The general structure of IDEA algorithm.
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ciphertext blocks. The distribution of the 52 sub-
keys for each round. These subkeys are used to
encrypt all the data to be encrypted. Other subkeys
can only be generated traditionally by changing the
original key bits. Four 16-bit subblocks make up the
64-bit plaintext block since all encryption algebraic
operations utilize 16-bit values. Another procedure
generates six 16-bit key sub-blocks from the 128-bit
Key per encryption round. The 128-bit Key must
generate 52 (16-bit key-sub-blocks) for the output
transformation, which requires four more. The 128-
bit key generates 52 16-bit key sub-blocks:

1- Initial key sub-blocks are the first eight 16-bit
sub-blocks of the 128-bit Key.

2- After cyclically shifting the 128-bit Key left by
25 positions, the block is partitioned again into
eight 16-bit sub-blocks to be utilized as the
following eight key sub-blocks.

3- Repetition of the cyclic shift technique generates
all 52 16-bit key sub-blocks.

2. Digital Chaotic Scrambler (DCS) Based on
Lorenz System

The process of designing of DCS scrambler to
achieve the second step of security by hashing the 64
encrypted bits. DCS may be designed to achieve this
goal by utilizing chaotic signals, which exhibit a
random behavior. Because of the way this system is
designed, it is assumed that the chaotic initial values
and parameters are the same in both the transmitter
and the receiver. The suggested algorithm for
scrambling data is described by the following steps
[33], [34]:

2.1. Chaotic System Initialization

The proposed encryption system starts with
initializing chaotic systems and generating voice
signal-length chaotic signals. Define the Lorenz
chaotic system initial conditions and parameters.

2.2. Chaotic Signal Generation

In order to produce chaotic signals, the system

equations are numerically integrated. There are

numerical methods, such as Euler's, that can

accomplish this, as demonstrated by the following
Yn+1 = Yn T hfy(Xn »¥n »Zn)

equations [33], [34]:
Zn+1 = Zn + hfz(xn »Yn Zn) }

In the Lorenz system, (fy,f,,and f,) represented
(x,y,and z). In addition, the step size of the
Ordinary Differential Equations (ODE) solver is
denoted by h, and the present and next states are
represented by (n, n+1 respectively). The chaotic
samples that are adjacent to the signals that are
generated exhibit a high degree of correlation.

Xns1 = Xp + hi(Xn , Y0, Zn)

(4)

2.3. Digitized Chaotic Signal

The following equation is used to convert a
continuous signal to a semi-random and discrete-
valued (SRDV) signal, disregarding the correlation
between adjacent chaotic samples [33], [34]:

SRDV(n) = mod (X, (n) * 1019, 216) (5)

For example: if N is equal to 10, the generated
SRDV signal is shown in the table 1.

Table 1. SRDV signal

n 1 2 3 4 5 6 7 8 9 10
SRDV | 10330 | 63609 | 62729 | 31810 | 52448 | 9299 | 27641 | 60014 | 51919 | 62882
Table 2. The sequence that was established in step 1
6 1 7 4 9 5 8 3 10 2
9299 10330 27641 31810 51919 52448 60014 62729 62882 63609
Table 3. Our sequence at step 4, N=10, DCS.
Input Index 1 2 3 4 5 6 7 8 9 10
Output Index 6 1 7 4 9 5 8 3 10 2

4538
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Figure 2. Digitized chaotic values and correlation
neglecting.

2.4. Ascending Sorting for SRDV

The resulting chaotic vector is arranged in ascending
order. The sequence that was established in step 1
will provide the outcome given in table 2.

2.5. Generating Chaotic DCS Tables

Changing element indices follows sorting the
chaotic vector in step 4. Both the transmitter and
receiver use these new DCS table indexes to encrypt
and permute data. Our sequence at step 4, N=10,
DCS is given in table 3.

Simple designs with high scattering and low
correlation are good. If the frame size is big, sorting
N elements takes N(N-1)/2 comparisons, which can
take a long time.

3. Measuring the Quality of Audio Signal

The proposed system performance will be evaluated
by two types of testing: objective measurements, and
subjective measurements. The objective testing,
such as Mean Squared Error (MSE), Correlation
(Corr), segmental spectral signal to noise ratio
(SSSNR), Signal-to-Noise-Ratio (SNR), Linear
Predictive Code (LPC) distance measure, and
Cepstral Distance (CD) Measure. To resist the voice
signal against the statistical attacks, (the correlation,
SNR, SSSNR) for the encrypted signal should be
reduced and the (MSE, DLPC, CD) should be
increased.

Furthermore, the subjective testing mentioned above
may be presented by some plots such as wave form
of speech signal Fast Fourier Transform (FFT) plot,
correlation plot, and spectrogram plot. These
measures are defined as follows [10], [38], [39],
[37]:

3.1. Mean Square Error (MSE)

The MSE value provides a way to analyze the
accuracy of the model
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(6)

MSE — 2?;1(xi_yi)2
m

The length of the original sound signal and the
recovered or encrypted audio signal is equal to m.

3.2. The Correlation Coefficients (CC.)

Calculating the correlation between adjacent
samples is one method of assessing the efficacy of
encryption algorithms. The correlation coefficient is
one of the analyses that are conducted to assess the
resilience of a cryptosystem against a variety of
statistical attacks.

i (Xi—EX)(Yi-E(Y))

(7)
JEmimE00n? S @imer)?

corr.=

X and Y refer to the original, recovered, or encrypted
audio signals [35], [4], [39].

m
Zi=1X
m )

m
Yi=1Y

And EX) = E(Y) =
3.3. Segmental Spectral Signal to Noise Ratio
(SSSNR)

The SSSNR is a quantity of noise in a specific signal.
It is a collective measurement of the residual clarity
of the encrypted speech and the clarity of the
reconstructed speech.

N Tie=11Xi ()]
(SSSNRi)ap = 10 * 10810 GN—Tixc 0 1-vsa0n
(8)

where Xi(k) & Yi(k) are the DFT of original signal
& recovered signal respectively [8], [22].

)

3.4. Signal To Noise Ratio (SNR)

Utilized to ascertain the signal's quality. SNR is a
metric that quantifies the amount of noise present in
the encrypted data signal. Negative SNR values
suggest that noise signals are more intense than the
original audio signal, and the signal will be
considered more than noise once the value exceeds
0dB

X
2(x—y)2) ©)
Where x is the voice signal that wasn't encrypted and
y is the voice signal that was encrypted or decrypted
[15], [40], [41].

SNR4g = 10 * log10(

3.5. Linear-Predicative-Code (LPC)

The LPC is a method that is primarily employed in
the fields of audio signal processing and speech
processing to represent the spectral envelope of a
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digital speech signal in compressed form. This
methodology employs the information of a linear
predictive model.

(10)

AVAT)
BVBT

dipe = In

A and B vectors are the LPC coefficients for the
original and encrypted or recovered audio signal.
The autocorrelation matrix of the original audio
signal block is V [15] [10].

3.6.  Cepstral Distance Measure (CD):

In general, cepstral distance is applied to measure
the similarity between two frames of speech signals

€D = 10logy, [2 yP_{cc,n) —

CCy(n)}z]%

The cepstral coefficients are CCx and CCy for the
original audio signal and the recovered or encrypted
audio signal [37].

(11)

4. Simulation Results

This section delves into the simulation findings and
system methodologies for voice encryption, utilizing
the IDEA algorithm and enhancing encryption
through the use of chaotic signals. We conducted
two studies using Intel Core i7- 13700H laptop, 2.40
GHz CPU speed and 16GB of RAM. The simulation
findings were developed using the MATLAB
language (R2022a) and the Windows 11 operating
system. Figure 3 displays the original voice signal
for testing the proposed system.

.
fa Tomp™s
[

Figure 3. Original audio signal used to testing the
proposed system [1], [22], [42]

4.1. Encryption Results Based on the Proposed
System

Figure 7 shows that the encrypted audio signal
appears as random noise, obscuring the original
content. The low correlation between consecutive
samples suggests high randomness, making
statistical decryption difficult. The broad and
relatively flat spectrum of FFT and spectrogram
plots shows that the encryption process has spread
signal energy across a wide range of frequencies,
making it difficult for attackers to identify
characteristic frequencies.
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Figure 7. Encryption first audio signal based on IDEA
and chaotic flow system.

Table 4. Encryption results Based on IDEA and ChaoticFlow System.

‘,‘r‘i‘l‘:l‘é’ MSE Corr. | SNR(dB) | SSNR (dB) | Dipc | CD | Delay (sec.)
5sec | 03378 | -0.00039 | 2278 | -19417 | 20.172 | 8284 | 0.9252
10sec | 03390 | 000393 | 20751 | -19.434 | 23.183 | 8288 | 1.6734
20sec | 03369 | -0.00461 | -12501 | -19398 | 26.184 | 8.288 | 3.3439
30sec | 03395 | 000202 | -12463 | -1944 | 27.935 | 829 | 4.8966
S0sec | 03374 | -0.00246 | -12068 | -19407 | 30.162 | 8289 | 8.1310

The simulation results in Table 1 showed some
distortion (MSE=0.33783), almost no correlation (-
0.00039), low signal-to-noise ratio (-22.78dB), and
a delay that was fine (0.9252 sec).

Table illustrate the efficacy of the proposed
encryption scheme that makes use of IDEA in
conjunction with chaotic key generation. The
decrypted audio signal has a low mean square error
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4.2. Decryption Results Based on the Proposed
System
Figure and

(MSE), a high signal-to-noise ratio (SNR), minimal
distortion, strong correlation, and an acceptable
delay. The achievement of these results
demonstrates that the algorithm is capable of
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maintaining audio quality while simultaneously
providing robust security.

Table 5. Decryption results Based on IDEA and chaotic flow system.
Audio Time MSE Corr. SNRas SSSNRas Dlpc CD Delay (sec.)
5 sec Zero One Infinity Infinity -Infinity -Infinity 0.8622
10 sec Zero One Infinity Infinity -Infinity -Infinity 1.5822924
20 sec Zero One Infinity Infinity -Infinity -Infinity 2.909889
30 sec Zero One Infinity Infinity -Infinity -Infinity 4.5041742
50 sec Zero One Infinity Infinity -Infinity -Infinity 7.1939034

T ———

——

Figure 8. Decryption first audio signal based on IDEA
and chaotic flow system
5. The Key Sensitivity and Key Space of the
Proposed System

Table.

Table. Even changing one bit can have a big effect
on decryption, changing MSE, correlation, and SNR.
This level of security is wvery important for
encryption systems. The results show that the
algorithm is strong against brute-force attacks,
which means it can be used for audio encryption.

6. The Proposed System's
Calculation

Key Space

The key space size is the total number of potential
keys that can be employed with a cryptographic
algorithm. The IDEA Key space is equivalent to 128
bits. However, the exact number of keys in chaotic
systems cannot be determined, but it can be
approximated in accurate largely, as demonstrated in
the following equation:

a 1

Key Space(Henon) = [, < * R(i) (12)

Where: d: The number of parameters and initial
values for the chaotic system. S: Key Sensitivity for
Chaotic Systems. R: The range of values for any
parameter or initial value within which the system
remains within the limits of chaos.
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5.1. Key Sensitivity

Changing encryption keys affects both encryption
and decryption, preventing decryption of the audio
signal. A key bit change between encryption and
decryption prevents audio signal retrieval, so
sensitivity is essential for secure encryption. Any
change in one bit of IDEA key bits or any slightly
change in the initial value or parameters of the
Lorenz chaotic system don’t allow to recover the
original audio signal, and remined the decrypted
signals are similar to the encrypted audio signal, as
shown in

The IDEA algorithm is very sensitive to changes in
key bits or chaotic parameters, as shown in

In order to simplify the solution, we assume that R is
1, despite the fact that it is typically significantly
greater than 1. In this scenario, the actual number of
keys will exceed the current calculation. Lorenz
system comprises three parameters (¢ , r, and b) and
three state vectors (X, y, and z).

6
1 1
Key(Lorenz) ~ [1%.; 1ot75 ~ (5575)

Key(Lorenz) = (10%%)¢ = 10°° = 229° (14)

(13)

Key Space over all the proposed system
(15)
(16)

A comparison of the key space size in bits for the
proposed system and several other relevant articles

All Keyds = Key;pga * KeYiorenz
All KeyS ~ 2128 * 2299 ~ 2427

is presented in Hata! Basvuru kaynagi
bulunamadi.Where TDS: is Time Domain
Scrambling, FDS: is Frequency Domain

Scrambling, 2DS: is Two-Dimensional Scrambling
(combining between time TDS and FDS).Hata!
Basvuru kaynag bulunamadi. demonstrates that
the suggested method utilizes a 427-bit key space,
exceeding that of the majority of relevant literature.
The enlarged key space improves system security by
making brute-force attacks more difficult for
potential adversaries.
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Table 6. Key Sensitivity Results Based on Any Change in IDEA Key Bits or Chaotic Lorenz Parameters.

Change Singel IDEA bit. Or
Initial Condition or MSE Corr. SNR (dB) | SSNR (dB) Dlpc CDh
Parameter about 10~1°

IDEA Key bit # 59 0.33921 -0.00275 -9.232 -19.43 20.152 8.289
IDEA Key bit #2 0.33916 0.00239 -18.221 -19.441 20.164 8.293
IDEA Key bit # 79 0.33665 0.0099 -14.941 -19.405 20.15 8.283
IDEA Key bit # 49 0.33836 -0.00103 -19.098 -19.415 20.148 8.281
A (Lorenz) = 10715 0.33278 0.00168 -17.994 -19.332 20.151 8.282
Ay(Lorenz) = 2 « 10715 0.33214 -0.00315 -19.882 -19.328 20.155 8.282
A,(Lorenz) = 5 « 10715 0.32869 0.00434 -17.32 -19.281 20.174 8.279
A,(Lorenz) = 10~1° 0.32726 -0.00111 -14.696 -19.249 20.144 8.272
A.(Lorenz) = 2 10715 0.32864 0.00262 -18.683 -19.28 20.179 8.281
Without Change 0 1 Inf Inf -Inf -Inf

Table 7. Comparative analysis of the proposed system with other encryption schemes in terms of performance metrics
and key-space.

Ref. Corr. SNRgp SSSNRgs LPC CD Entropy Key-space
IDEA 0.0043 -18.052 -19.423 20.155 8.2890 14.931 128 Bits
[1] - - -1.944 0.6723 3.3369 15.113 212 Bits
[13] - - -20.7803 0.9998 4.2583 15.142 266 Bits
[32] - -14.009 - - - 14.891 280 Bits
[20] -0.0017 -11.8707 - - - - 1084
[43] 0.0032 -10.4925 - - - - 180 Bits
[26] 0.00952 -17.182 -18.953 18.339 8.1936 15.323 328 Bits
TDS [5] - - 0.9754 0.6532 2.4273 - -
FDS [5] - - -0.2735 0.5823 2.5095 - -
2DS [5] - - -1.9543 0.6132 3.2369 - -
Our 0.00433 -18.052 -19.423 20.172 8.2840 15.612 428 Bits

7. Conclusions

The proposed encryption system integrates the
effectiveness of the IDEA algorithm with the
enhanced security provided by digital chaotic
scrambler (DCS) derived from the Lorenz system.
Its objective is to safeguard the audio signal during
transmission across any public channel. The
simulation outcomes of audio encryption utilizing
IDEA are highly favorable; however, the key space
of 128 bits is regarded as relatively limited. Chaotic
key generation is a technique that markedly
enhances the security of IDEA for audio encryption.
Expanding the key space renders brute-force attacks
computationally  impractical and  introduces
nonlinearity via chaotic maps, thereby enhancing
resistance to cryptanalytic assaults. Any alteration to
the parameters of the Lorenz map or initial
conditions  (xg, Vo, 29, 0,7 and b) will vyield an
unpredictable trajectory, which enhances encryption
strength regarding key sensitivity. Moreover, any
alteration of any component within IDEA's keys
during encryption and decryption precludes the
recovery of the original audio signal from the
encrypted audio signal. This method's robust
security can enhance the development of audio
encryption systems that surpass traditional methods
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in reliability and strength. Furthermore, its outcomes
can be utilized in other domains necessitating secure
voice data transmission. The method may also be
applied to additional block blades and integrated
with other security measures, including information
concealment or watermarking.
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