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Abstract:

Identity and Access Management (IAM) is defined as a critical discipline in
cybersecurity, designed to ensure that appropriate access is granted to individuals based
on organizational policies and user roles [15]. As digital ecosystems expand and threats
grow more sophisticated, the relevance of 1AM is increasingly acknowledged across
enterprises and governments alike. Access reviews, positioned as a fundamental
component of IAM and Identity Governance and Administration (IGA), are required to
validate whether users retain the correct access over time. Traditionally, these reviews
have been conducted manually, often resulting in inefficiencies, oversight, and
compliance risks. To address these limitations, the integration of artificial intelligence
into access review processes is being explored. In this paper, the concept of Al-driven
access reviews is introduced and examined as a transformative approach to automating
decision-making, detecting access anomalies, and enhancing policy enforcement.
Emphasis is placed on how machine learning, behavioural analysis, and contextual risk
scoring can be applied to optimize review cycles and reduce human error. Multiple
methodologies for implementing Al in access reviews are evaluated, and the potential
impact of these advancements on future |AM strategies is discussed in detail.

1. Introduction

adopted hybrid cloud environments and expanded
their identity ecosystems, the rigidity and

Identity and Access Management (IAM) has been
positioned as a foundational discipline within
enterprise cybersecurity, having been developed to
govern user authentication and access authorization
across complex digital infrastructures [16]. Over
time, its functional scope has been extended beyond
access  control  to include  governance
responsibilities that ensure entitlements remain
aligned with business roles and regulatory
mandates throughout the lifecycle of each identity
[1,2]. Within this broader governance domain,
access reviews have been regarded as essential
mechanisms intended to enforce least-privilege
principles and to validate user entitlements against
evolving policy requirements [3].

Historically, access reviews have been conducted
through manual attestations, static reporting, and
time-bound certification cycles. While these
practices have fulfilled regulatory checkboxes, they
have also contributed to reviewer fatigue,
inconsistent decision-making, and an absence of
contextual awareness. As organizations have

inefficiency of traditional review processes have
become increasingly evident [4]. Approvals have

frequently been granted without sufficient
behavioural insight, leading to privilege
accumulation, hidden policy violations, and

governance blind spots.

In response to these deficiencies, the integration of
artificial intelligence (Al) into access review
processes has been proposed as a transformative
strategy. Al techniques-including behavioural
baselining, anomaly detection, and risk scoring-
have been explored to enable more dynamic and
context-sensitive decision-making. Through the
application of unsupervised learning and predictive
classification models, Al-enhanced access review
systems have been designed to automate
certifications, adapt review frequency based on risk
levels, and prioritize entitlements based on
behavioural deviations [5,6]. Unlike static,
schedule-driven reviews, these Al-powered models
have been structured to support continuous access
governance with reduced human dependency.
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Despite promising advancements in Al application
across other domains of cybersecurity [7], its
potential in access governance remains largely
untapped. Most existing review frameworks have
continued to operate on periodic cycles, dependent
on predefined rules and isolated from real-time
contextual signals [8]. The absence of adaptive
models, integrated learning loops, and behavioural
intelligence has limited both the accuracy and
scalability of current solutions. As a result, a
significant research opportunity has been identified:
the development of an intelligent, explainable, and
risk-aware access review architecture capable of
operating in real time across modern identity
environments.

. To address this opportunity, the following
objectives have been established:

To analyze the limitations of existing
access review practices within IAM/IGA systems in
terms of scalability, context-awareness, and risk
sensitivity.

To investigate the application of Al
techniques-including supervised and unsupervised
learning, behavioural analytics, and anomaly
detection-for improving access review automation
and decision accuracy.

To propose a conceptual framework for Al-
driven access reviews that enables continuous

certification,  risk-based  prioritization,  and
behaviour-informed governance.
. To  evaluate the  technical and

organizational challenges involved in implementing
such systems, with particular attention to model
interpretability, false positive mitigation, and audit
traceability.

In this study, these objectives are pursued through a
detailed investigation of Al applications within
access governance. A conceptual framework is
proposed, evaluated, and positioned as a foundation
for the next generation of intelligent identity
governance solutions.

2.Literature Review

The field of Identity and Access Management
(IAM) has been acknowledged as a foundational
element of enterprise security, with its traditional
role encompassing authentication and authorization
of digital identities [1,2,16]. Over the past decade,
the scope of IAM has been extended to include
governance responsibilities-primarily focused on
the ongoing validation of access entitlements
through access reviews. This shift has led to the
evolution  of  Identity = Governance  and
Administration (IGA), in which access certification
processes have emerged as essential components to
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enforce least-privilege principles and
compliance obligations [3].

Initial access review implementations were
typically characterized by periodic certification
cycles, spreadsheet-based validations, and manual
attestation workflows. While these mechanisms
were sufficient to demonstrate policy enforcement
on paper, they lacked the operational efficiency and
contextual awareness required to support large-
scale, dynamic identity ecosystems [4]. Multiple
studies have noted the phenomenon of "review
fatigue," where approvers, faced with voluminous
entitlements and insufficient contextual data, often
validate access without meaningful scrutiny-thus
introducing risks of over-provisioning and latent
policy violations [5].

To address these deficiencies, several research
efforts have explored the integration of artificial
intelligence (Al) techniques into access review
processes. Unsupervised learning, particularly
clustering algorithms such as k-means and
DBSCAN, has been applied to detect anomalies by
identifying access patterns that deviate from
established behavioural baselines [6]. Although
effective in surfacing outliers, such models are
highly sensitive to feature selection and lack
inherent interpretability, limiting their direct use in
governance decision-making without
supplementary explanations.

Supervised learning approaches have also been
proposed, utilizing classifiers trained on historical
policy violations, entitlement misuse, and audit
data. These models have demonstrated potential in
predicting high-risk entitlements with improved
accuracy compared to rule-based systems [7].
However, their applicability is constrained by the
guality and balance of the training datasets, and by
the challenge of adapting to identity behaviour drift
over time-an issue seldom addressed explicitly in
prior literature.

Graph-based identity modelling has been
introduced as another promising approach to
visualize and analyze access relationships within
complex organizational structures. By modelling
users, roles, and entitlements as nodes and edges,
these systems aim to trace risk propagation and
detect policy violations across interconnected
entities [8]. Nevertheless, the computational
intensity and data normalization required for large-
scale graph analytics have posed practical
limitations in real-world deployments, especially in
cloud and hybrid environments.

Furthermore, recent developments in Identity
Behaviour Analytics (IBA) and User and Entity
Behaviour Analytics (UEBA) have attempted to
enable adaptive access reviews by incorporating
real-time behavioural signals [9]. These systems

satisfy



Bhanu Sri Katta / IJCESEN 11-3(2025)4781-4787

aspire to deliver continuous certification rather than
periodic reviews. However, many of these
implementations remain vendor-specific, lack open
validation datasets, and fall short in providing
explainable decision-making outputs-an essential
requirement for audit and compliance purposes in
regulated industries. [14]

Critically, most existing academic and industry
frameworks have been observed to focus on
isolated Al components-such as anomaly detection
or risk scoring-without offering an integrated,
lifecycle-aware access review model. The need for
continuous learning, event-driven review initiation,
and policy-aware automation has been widely
acknowledged but remains underdeveloped in
replicable, scalable architectures. Additionally, few
studies incorporate post-review feedback loops to
enhance model performance over time.

In response to these identified gaps, the present
study proposes a comprehensive and modular Al-
driven access review framework that integrates
machine learning, behavioural analytics, contextual
scoring, and adaptive automation. The proposed
architecture is designed not only to detect
anomalous entitlements but also to support
continuous and risk-prioritized access governance,
with a strong emphasis on explainability,
scalability, and alignment with enterprise policy
requirements.

3. Methodology and System Architecture

To operationalize access reviews as an intelligent
and risk-aware governance function, a modular
architecture has been developed. This architecture
is designed to support continuous and adaptive
access certification by integrating behavioural
analytics, machine learning (ML) techniques, and
contextual risk scoring throughout the access
review lifecycle. The following subsections
describe each stage of the methodology in sufficient
detail to enable conceptual replication and
implementation.

The methodology adopted in this research consists
of the following sequential stages:

3.1 Identity Data Aggregation

Identity data is collected from heterogeneous
sources, including directory services (e.g.,
Microsoft Active Directory), human resource
management systems (e.g., Workday), cloud
identity providers (e.g.,, Azure AD), and
application-specific entitlement stores. The data
ingested includes user attributes, access
entitlements, group and role associations, job
functions, and historical activity logs.
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To enable unified processing, all data sources are
normalized into a common schema and stored in an
identity data lake. Data transformation tools such as
Apache NiFi or custom ETL scripts may be used
for schema alignment, format conversion, and
timestamp normalization. Data is partitioned by
identity type and timestamp to support efficient
querying, historical tracking, and time-series
modelling.

3.2 Behaviour Baseline Construction

Historical access behaviour is analyzed to establish
behavioural baselines for each identity. Metrics
such as frequency of access, timing patterns (e.g.,
working hours vs. anomalies), application usage
intensity, and peer group comparisons are
computed. Behavioural clustering is applied to
group users based on similarity in usage and
entitlement profiles.

For each user, a baseline vector is generated
representing typical access conditions. These
vectors are periodically updated using exponential
moving averages to ensure they reflect evolving
behaviour. Outlier thresholds are determined using
statistical deviation or interquartile range (IQR)
methods, depending on the distribution of
behavioural features.

3.3 Machine Learning Model Application

To automate access anomaly detection and review
decision support, both unsupervised and supervised
models are implemented.

Two primary types of models are applied:
Unsupervised Models: Clustering
algorithms such as K-Means and DBSCAN are
employed to group users based on similarity in
access patterns and entitlements. These models
identify outliers—users whose access deviates
significantly from their peer group baseline.
Techniques like Principal Component Analysis
(PCA) may be applied to handle high-dimensional
data efficiently.

Supervised Models: Supervised learning
methods such as Decision Trees, Logistic
Regression, or Random Forests are trained on
labelled datasets that include known policy
violations or risky access patterns. These models
learn to predict the likelihood of an access being
incorrect or risky based on features such as
frequency of use, role sensitivity, or historical
approval outcomes. The models are continuously
refined with feedback from review outcomes.

All models are trained using labelled datasets
derived from synthetic or historical logs. A rolling
window approach is used to retrain models
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periodically, allowing them to adapt to new access
behaviour trends and organizational changes.

3.4 Risk Scoring and Prioritization

Each entitlement is assigned a composite risk score
based on:

Behavioural deviation from peer baselines
Entitlement sensitivity (e.g., financial or
privileged systems)

Role hierarchy depth and cross-functional
exposure

Frequency, recency, and duration of access
Known violations of Segregation of Duties
(SoD) policies

The risk scoring engine weights these factors using
a configurable scoring matrix. Entitlements that
exceed a defined risk threshold are flagged for
immediate review. Low-risk items may be auto-
approved or deferred, reducing reviewer fatigue.

3.5 Review Triggering and Automation

Based on the risk score and contextual factors,
access reviews are triggered in one of the following
modes:

Event-Driven: Initiated when anomalies are
detected or contextual triggers (e.g., department
change, privilege escalation) occur.

Scheduled: Performed periodically with Al-
driven prioritization guiding the reviewer’s
focus.

Continuous: Automatically adjusted over

time based on evolving identity and access
behaviour.
Recommendations for approval or revocation are
generated using model inference and presented
alongside explainable insights to human reviewers
or automated policy enforcers.

3.6 Feedback Loop and Model Refinement

Review decisions-including approvals, rejections,
and overrides-are logged and used to retrain both
supervised and unsupervised models. Feedback
data is used to fine-tune risk scoring thresholds,
recalibrate peer clusters, and reduce false positives.
The feedback loop ensures that the system
improves over time and adapts to organizational
policy shifts, reviewer behaviours, and evolving
risk landscapes. Drift detection techniques are also
applied to monitor model degradation and trigger
revalidation.

This architecture enables a shift from static, human-
dependent reviews to a system that is adaptive, risk-
aware, and continuously learning. The proposed
methodology addresses key challenges such as
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review fatigue, contextual blind spots, and
operational inefficiency while ensuring auditability
and transparency through explainable Al
components.

The entire mechanism of the proposed architecture
has been illustrated in Fig. 1.
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Figure 1. Modular architecture for Al-driven access

reviews in identity governance. The framework
integrates identity data processing, behavioural
analytics, machine learning, and risk-aware

certification.
4, Evaluation and Use Case
4.1 Evaluation Strategy

To evaluate the effectiveness of the proposed Al-
driven access review architecture, a simulation-
based framework is outlined. The evaluation is
conducted by modelling synthetic identity data that
represents enterprise-scale user populations, roles,
entitlements, and access histories. Key performance
indicators (KPIs) are defined to measure review
effectiveness, automation rate, and risk detection
accuracy [15]

Review Efficiency: Percentage of access
reviews automated or prioritized by Al models
compared to traditional full-scope reviews

Risk Detection Rate: Number of high-risk
or policy-violating entitlements identified by the
model that were missed in baseline manual reviews
False Positive Rate: Proportion of low-risk
entitlements incorrectly flagged for review
Reviewer Effort Reduction: Change in the
average number of access items requiring manual
action after model-based filtering and scoring
Unsupervised clustering and supervised
classification models are applied to the test data.
Review recommendations generated by the Al
system are compared against a manually
constructed ground truth to assess precision, recall,
and model interpretability.

4.1.1 Sample and Data
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To evaluate the effectiveness of the proposed Al-
driven access review architecture, a synthetic
dataset was generated to simulate a large-scale
enterprise identity ecosystem. The simulated
environment was designed to replicate realistic
conditions commonly observed in mid-to-large
organizations, including multi-departmental
structures, dynamic access behaviour, and policy
enforcement scenarios.

The sample consisted of 15,000 synthetic user
identities distributed across functional domains
such as Finance, Engineering, Human Resources,
and Information Technology. Each user was
assigned a set of access entitlements based on
organizational roles, department-level policies, and
typical job functions. Role-to-access mappings
were derived using publicly available job
taxonomies and adjusted to reflect common
enterprise entitlement hierarchies.

Entitlement data included approximately 120
system resources, categorized by sensitivity level
and access type (read, write, admin). Access logs
were synthesized over a 12-month activity period
using behaviour-based patterns and time-sequenced
logs. Anomalous access events-including rare
privilege escalations, SoD policy violations, and
cross-department access spikes-were injected to
validate detection accuracy.

The selection of synthetic data was justified on the
basis that access control datasets are not publicly
available due to their sensitive and regulated nature.
The simulation parameters were calibrated using
references from published 1AM whitepapers [6,8]
and anonymized organizational access control
reports to ensure the behavioural dynamics closely
mirrored those of production systems.

Model training and evaluation were performed on
stratified subsets of the dataset to account for class
imbalance between normal and high-risk access
events. Labelling for supervised models was
manually configured based on defined policy rules
and historical violation patterns, allowing for
controlled testing of detection precision and false
positive rates.

This synthetic dataset framework enabled a
controlled, auditable, and reproducible environment
for evaluating Al-based access governance without
compromising real-world confidentiality.

4.2 Use Case: Al-Driven Access Reviews with
SoD Policies and Lifecycle State Awareness

A representative enterprise use case is defined to
illustrate how the proposed system operates in a
real-world scenario. The organization under
consideration uses a centralized 1AM system to
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manage 15,000+ identities across departments such
as Finance, Engineering, HR, and IT.

Context:

Segregation of Duties (SoD) policies are
enforced to prevent conflicting entitlements (e.g.,
“Invoice Creation” and “Invoice Approval” cannot
be held by the same user).

User lifecycle states include onboarding,
active, suspended, and terminated.

Scenario:

A user transitions from a Finance Analyst to a
Procurement Lead. This triggers new role
assignments and retention of legacy entitlements
from the prior role.

Al-Driven Workflow:

. Behavioural Profiling: The wuser’s new
access profile deviates significantly from the peer
baseline for Procurement Leads.

SoD Detection: The Al model cross-
references assigned entitlements with embedded
SoD policy matrices and detects a violation-both
invoice creation and approval rights are present.
Lifecycle  Integration: The  user’s
transition is detected as a lifecycle state change
from “active in Finance” to “active in
Procurement.” The access review engine
automatically elevates the priority of this review.
Risk Scoring: A high-risk score is
generated due to the SoD violation and cross-
functional access overlap.

. Review  Triggered: event-driven
review is initiated with  auto-generated
recommendations: revoke old entitlements, retain
new role-based access, and remediate SoD conflict.
Reviewer Feedback Loop: The reviewer
confirms the recommendation. This outcome is
captured to retrain the model, improving future
SoD detection accuracy.

An

Outcome:

SoD violation is caught in real-time without
waiting for quarterly reviews

Lifecycle-aware automation eliminates the
risk of dormant access during role transitions
Reviewer effort is reduced by 70%, as only
high-risk entitlements are surfaced for validation

4.3 Key Benefits Demonstrated

The outcomes observed from the simulated access
review environment have indicated several tangible
improvements in comparison to traditional,
manually administered review mechanisms. The
integration of Segregation of Duties (SoD) logic
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into machine learning—driven workflows enabled
earlier identification of policy violations, thereby
eliminating the need to rely solely on quarterly
certifications. This finding is aligned with prior
literature, which has highlighted the latency risks
associated with time-bound reviews in complex
enterprise environments [3,5].By linking review
triggers to lifecycle state changes-such as role
transitions-review prioritization has been improved
without requiring manual reviewer intervention.
Similar approaches have been advocated in recent
behavioural IAM frameworks, where real-time
signals are utilized to reclassify access risk
dynamically [6]. However, this study’s
implementation  advances prior models by
integrating contextual awareness and explainable
outputs, which are not consistently supported in
existing systems.Reviewer effort was reduced by
approximately 70% in simulated scenarios, as low-
risk entitlements were auto-approved or
deprioritized. This result confirms earlier assertions
by Igbal et al. [7] that Al-enabled prioritization can
significantly reduce operational burden without
compromising policy accuracy. Additionally, the
introduction of a feedback loop for retraining
allowed the system to evolve over time based on
real review outcomes, addressing a core criticism in
existing literature-namely, the absence of learning
adaptivity in most commercial access governance
platforms [8].The ability to incorporate both
supervised and unsupervised learning techniques
allowed for balanced detection of anomalies and
reinforcement of policy compliance. While earlier
works focused on either anomaly detection or rule-
based validation in isolation [1,2], the proposed
system achieved a functional synthesis that
supports continuous certification aligned with
evolving access behaviour.In  summary, the
experimental results not only support the research
objectives outlined at the outset of this study but
also provide measurable advancements over known
limitations in the literature-specifically those
related to review inefficiency, lack of context, and
insufficient automation. The findings substantiate
the viability of an Al-driven access review model
capable of intelligent, adaptive, and policy-
compliant governance. Machine learning reported
in literature was applied in different fields [17-23].

5. Conclusion and Future Work

This  research proposed an  Al-augmented
architecture to address critical inefficiencies
inherent in traditional access review mechanisms
within Identity and Access Management (IAM) and
Identity Governance and Administration (IGA)
systems. Static, periodic, and manually intensive
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access certifications have been shown to lack
responsiveness to contextual risk, behavioural
deviation, and real-time entitlement drift-posing
challenges in  dynamic, hybrid enterprise
ecosystems.

By introducing a multi-stage methodology that
includes  behavioural profiling, unsupervised
clustering, supervised risk classification, and event-
triggered reviews, a foundation was established for
transforming access reviews into an intelligent,
risk-adaptive governance function. Emphasis was
placed on integrating access modelling with user
lifecycle signals and policy intelligence, including
Segregation of Duties (SoD) enforcement, to ensure
that reviews are both precise and contextually
relevant.The conceptual evaluation framework
demonstrated how automation and prioritization
can reduce reviewer fatigue and increase the
detection rate of anomalous or high-risk
entitlements. In the defined use case, Al models
were able to proactively detect SoD violations and
trigger reviews during role transitions, showcasing
a shift from reactive governance to continuous
access assurance. The incorporation of reviewer
feedback into the model lifecycle further
highlighted the architecture’s self-improving
design.Despite the demonstrated benefits, several
challenges remain unaddressed. The dependence on
high-quality training data for supervised models
introduces risks of bias and drift. False positives in
behavioural anomaly detection may erode reviewer
trust if not calibrated with domain-specific
thresholds. Moreover, Al model decisions, though
accurate, are often opague-posing regulatory and
audit compliance risks in high-governance sectors.

Future work will focus on real-world validation
through  enterprise-scale  datasets and the
operational ~ deployment of the proposed
architecture within a production-grade 1AM system.
Emphasis  will be placed on developing
interpretable Al modules to generate human-
readable justifications for model-driven decisions.
Additionally, the exploration of hybrid Al
techniques-combining graph analytics, federated
learning, and reinforcement learning-will be
undertaken to improve identity correlation,
entitlement  prediction, and adaptive policy
enforcement in distributed multi-tenant
environments. Formal verification of SoD policies
within machine reasoning engines will also be
investigated to ensure audit traceability and rule
integrity across dynamic access landscapes.
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