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Abstract:  
 

Because of their secrecy and capacity to manage vast networks of hacked devices, 

botnet assaults have grown into a more serious and severe threat to Internet of Things 

(IoT) devices. The identification of botnet attacks is extremely difficult due to their 

spread nature and covert activity. IoT devices usually operate with insufficient security 

safeguards and are vulnerable to these types of assaults.  In recent years, machine 

learning (ML) techniques have shown a lot of promise for identifying and stopping 

various kinds of cyberattacks.  This study accurately detects botnet attacks in Internet of 

Things environments using a Random Forest (RF)-based approach.  The RF model is 

evaluated on two publicly available datasets designed specifically for botnet discovery.  

Experimental results show that RF outperforms several other popular models in terms 

of F1-score, recall, accuracy, and precision.  These outcomes show how resilient and 

effective the RF algorithm is as a practical and reliable method of enhancing IoT device 

security. 

 

1. Introduction 
 

In recent years, the Internet of Things (IoT) has 

improved everyday life in a sustainable way; hence, 

drawn increasing interest from researchers. IoT is a 

network of intelligent devices, or "things" that 

gather, process, analyze, and transmit data [1,2]. A 

growing number of internet-connected devices has 

spread IoT technologies across areas such as smart 

farming, smart cities, modern healthcare, and 

intelligent transportation [3,4]. IoT devices are 

limited in terms of memory and computing power, 

and they must adjust to a variety of situations and 

surroundings. An IoT device can be uniquely 

identified on the network, enabling interaction and 

communication between them and with people. 

This growing IoT network comprises the 

interconnection of wireless communication 

technologies, sensors, actuators, and smart devices 

[5].  

IoT devices are vulnerable to hackers and attackers 

due to poor security and standards. The hacked IoT 

devices are used as part of a bigger IoT botnet.  

Using a hacked IoT device, hackers may attain total 

control of the network or attack other devices in the 

network. The development of IoT botnets is more 

dangerous than several criminal activities and is 

increasing rapidly [6]. In recent events, these 

http://dergipark.org.tr/en/pub/ijcesen
http://www.ijcesen.com
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botnets generated more than one terabit per second 

(Tbps) bandwidth and resulting in service 

disruptions by major internet services giants like 

CNN, Netflix, Guardian, and Twitter, and 

interruption of the Internet. 

Over the past decade, machine learning (ML) 

models and datasets have investigated for IoT 

botnet detection [7-10]. For creating botnet 

detectors, the salient features are identified using a 

feature selection (FS) method. The salient features 

are used to build machine learning (ML) models 

based botnet detectors. Pavaiyarkarasi et al. [9] 

reported a unique feature selection (FS) metric 

using the wrapper method to effectively select the 

salient features. Nguyen et al. [11] investigated a 

rooted subgraph-based technique for IoT botnet 

detection.  

Alani [12] combined FS and explainable ML 

models to create realistic datasets and improve the 

accuracy of ML models trained on them for 

effective packet-based botnet detection. Joshi et al. 

[13] investigated a combination of fuzzy-based 

feature engineering and artificial neural network 

(ANN) for improving botnet detection. Fuzzy 

model identified the salient features in the CTU-13 

dataset, and these features were used to train the 

ANN. Kalakoti et al. [14] investigated ML models 

aligned aligned with the different phases of the 

botnet life cycle. Six separate binary and multiclass 

ML models were determined by a combination of 

wrapper and filter-based FS methods. Jeelani et al. 

[15] explored the IoT-23 dataset and reported that 

ML models could identify anomalous network 

activity. 

Soe et al. [16] investigated data resampling to 

alleviate dataset imbalance and improve the ANN-

based botnet detection. In order to identify DDoS 

attacks in IoT systems, Aamir and Zaidi [17] 

investigated combinations of ML models and FS 

methods for enhancing the distributed denial-of-

service attack detection in IoT. The k-Nearest 

Neighbors (kNN) outperformed other competing 

models, and FS reduced computational cost while 

having minimal impact on accuracy. Bahşi et al. 

[18] used FS with the decision tree (DT) model to 

identify botnet attacks. FS was reported to enhance 

the time efficiency and scalability of the model. 

Dietz et al [19] employed a honeypot-based ML 

model to characterise hackers' behavior by luring 

them to identify new malware attacks within the 

botnet. 

Several studies have been reported for botnet 

detection, most of which combine FS with an ML 

model. To the best of our knowledge, the random 

forest model's potential for FS and building a robust 

classifier model has not been explored for botnet 

detection. RF extracts salient features from large 

datasets and minimizes overfitting. RF is selected 

for dotnet detection due to its accurate prediction, 

generalization capacity, scalability, ease of training, 

and the ability to deal with data with a wide variety 

of features. In the present study, the RF model is 

evaluated using two datasets for botnet detection, 

using a number of quantitative metrics to assess its 

performance. It is compared with kNN, support 

vector machine (SVM), ANN, and DT.  

This paper's remaining sections are organized as 

follows: An overview of the RF models and the 

datasets description is provided in section 2. 

Section 3 presents the experimental data, 

assessment metrics, and comments. Section 4 

presents the findings of this study together with 

recommendations for further research. 

2. Methods And Materials 

2.1 Random Forest (RF) 

 

Schonlau and Zou [20] presented RF, an ensemble 

model. Because of its quick training, capacity to 

handle complicated datasets with ease, and 

appropriateness for regression and prediction 

problems, it became well-liked in scientific and 

technical applications. Ma and Zhang [21], after 

generating a large number of non-pruned decision 

trees, RF uses majority voting to aggregate the 

findings. To improve the variety of the trees, each 

one is constructed using bootstrap data taken from 

the training data. Conversely, the samples that are 

not used in the building stages are referred to as 

"Out-Of-Bag" (OOB) data. During the training 

phase, the algorithm internally uses this OOB data 

as validation data. Boulesteix and associates [22] In 

each split of node of a decision tree, a small number 

of input variables (features) are randomly selected 

rather than selecting all the features (random 

feature selection). This procedure is repeated to 

create a large number of decision trees that result in 

a randomly generated forest. The primary 

disadvantage of RF is that many trees make it slow 

for real-time applications. RF prefers features with 

more categories and smaller correlated groups. 

 

2.2 Datasets  

2.2.1 Dataset 1 

The N-BaIoT comprises both normal and botnet 

traffic labeled to differentiate between criminal and 

lawful activity and was developed at the UNSW 

Canberra cyber center to mimic several botnet 

situations in an IoT network [23]. To simulate 

several forms of malicious attacks, including 

DDoS, DoS, OS, data exfiltration, and keylogging 

attacks, the developers used a number of virtual 

computers on the internal network. The dataset also 
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contained more DoS and DDoS attacks. With more 

than 72 million records, the N-BaIoT dataset 

captures a broad spectrum of harmful activity. 

However, the BoT-IoT dataset, which is associated 

with this work, provides a realistic testbed 

environment and classifies the data according to 

attack types. A subset of the N-BaIoT dataset, 

including 999,610 records, was utilized in the 

particular study you referred to. Of these, 994,828 

were samples of botnet activity, while the 

remaining records represented normal traffic. 115 

real-valued characteristics are used to represent 

each traffic record in the collection. Bashlite and 

Mirai botnets are used to inject various assaults, 

creating the dataset. IoT devices running Linux can 

be infected with Bashlite to launch DDoS attacks. 

Additionally, Mirai, which uses IoT devices to 

launch massive assaults, was found in August 2016 

and is currently open-source on 

https://www.kaggle.com/datasets/mkashifn/nbaiot-

dataset/code . Over time, botnets have evolved and 

have become a greater threat [24]. 

 

2.2.2 Dataset 2 

 

The constraints of current datasets in terms of 

representing intricate network topologies with real 

IoT devices have been addressed. The goal of the 

CICIoT2023 dataset is to offer a real-time dataset 

created especially for extensive assaults in Internet 

of Things settings [25]. With 33 assaults carried out 

on 105 IoT devices, this dataset presents a 

substantial IoT attack dataset. Seven categories are 

used to classify the attacks: Mirai, Spoofing, 

Recon,  Brute Force, DoS, DDoS, and Web-based. 

This dataset enables a more thorough investigation 

and assessment of security analytics tools in actual 

IoT operations by include a range of threat types. In 

the CICIoT2023 dataset, 47 real-valued attributes 

are used for describing each traffic record. These 

capabilities most likely record pertinent data on 

network traffic, IoT device activity, and other 

attributes that might help with security analysis tool 

design and evaluation. 

A network tap was used to gather this dataset, and 

two traffic monitors were put up specifically to 

keep an eye on network traffic. Each packet 

delivered over the network is saved on a different 

computer. Two distinct interfaces on the network 

are linked to two additional monitoring ports that 

route incoming traffic to these PCs. As a result, the 

network traffic is recorded in p-cap format and 

viewed with Wireshark. Merge-cap is used to unify 

p-cap files for every experiment since two data 

streams are stored. A distinct experiment is 

conducted for every attack, aiming at all relevant 

devices. Invasive IoT devices carry out attacks on 

susceptible IoT devices in every case. For instance, 

web-based assaults target devices that enable web 

applications, while DDoS attacks are launched 

across all devices [26]. 

 

Table 1. The characteristics of the datasets. 
Dataset Source No. of features No. of samples 

N-BaIoT [19] 115 999,610 

CICIoT2023 [20] 47 10,340,161 

 

The fundamental features of the N-BaIoT and 

CICIoT2023 datasets are outlined in Table 1. 

Additionally, using iterative FS techniques like the 

MH algorithm might become computationally 

costly because to the enormous quantity of traffic 

records in the datasets. Therefore, only 10% of the 

dataset is utilized for FS assessment in order to 

reduce the computational overhead and provide a 

representative sample of both normal and botnet 

traffic for evaluation purposes. 

 

3. Experimental Results  

3.1 Experimental setup 

 

Five distinct classifiers are used to create the botnet 

detection models. Table 2 lists the hyperparameter 

values used for the Python scikit-learn method, 

which is used to execute all of the models. An 

Ubuntu 22.04.1 LTS operating system, 32 GB of 

RAM, and a 3.13 GHz PC are used for all trials. 

 
Table 2. The hyperparameters of all models for botnet detection. 

Model  Hyperparameters 

KNN #Neighbors=50, metric=Euclidean distance, weights= uniform 

SVM  Kernel= radial basic function, gamma= 0.01, regularization=10, 

ANN Batch_size = 200, activation= ReLU, Hidden layers = (20, 2), solver= Adam 

DT Max_features= 10, min_samples_split=2, impurity_criterion=gini 

RF #Estimators=200, criterion=gini, min_samples_split=5, max_features= 14 

   
 

 

https://www.kaggle.com/datasets/mkashifn/nbaiot-dataset/code
https://www.kaggle.com/datasets/mkashifn/nbaiot-dataset/code
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3.2 Evaluation measures 

 

Various measures can be used to evaluate the 

efficiency of different classifiers, and they are 

calculated as follows:  

𝐴𝐶 =  
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑁 + 𝐹𝑃
 

     

  (1) 

Recall  =  
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

                               

 (2) 

Precision  =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

                              

 (3) 

F1-score =  
2 𝑃 𝑅

𝑃 + 𝑅
 

                            

( 4) 

 

Accuracy (AC): It is a ratio of correctly classified 

samples to the total samples being evaluated, i.e., 

the total of True Positives (TP) and True Negatives 

(TN) samples, to the total number of samples, i.e., 

the sum of TP, TN, False Negatives (FN), and False 

Positives (FP). 

Recall: It quantifies the model's effectiveness in 

capturing the positive samples. Recall, sensitivity, 

or true positive rate, is a ratio of TP to the total 

number of real positive samples (sum of TP and 

FN).  

Precision: It measures the reliability of positive 

predictions by calculating the ratio of TP to the 

total predicted positives, which is the sum of TP 

and FP. It indicates the likelihood that a positive 

prediction is accurate..  

Precision: It measures the model's efficiency in 

predicting the positive samples. It is a ratio of TP to 

the total number of positive predictions (sum of TP 

and FP).  

F1-score: It combines recall and precision into a 

single metric and is particularly useful when 

dealing with imbalanced datasets. F1-score is the 

harmonic mean of precision and recall. 

These metrics help assess the performance of 

classification models and are commonly reported in 

the literature for botnet detection. 

 

3.3  Experimental results and discussion  

 

The five most frequently applied classifiers and two 

commonly used datasets in botnet detection 

literature are used for evaluation [27-31].  

A comparison of five ML models, KNN, DT, SVM, 

RF, and ANN, for botnet detection using the 

BoTIoT and CICIoT2023 datasets is presented in 

Table 3. Classifiers were trained on a 10% subset of 

the datasets. Across all evaluated metrics, the 

results consistently outperform those of the baseline 

methods. For the BoTIoT dataset, the RF achieved 

an F-score of 0.9620 with FS, compared to 0.9262 

when using FS in the baseline setup, indicating 

RF’s strong capability in detecting botnets. 

Accuracy values for different models on the 

BoTIoT dataset range from 0.9532 to 0.9856. With 

an accuracy of 0.9856, RF outperformed the other 

classifiers, followed by ANN and KNN, DT, and 

SVM. RF has the highest recall of 0.9543, followed 

by DT, ANN, KNN, and SVM. The maximum 

precision of 0.9698 was attained by RF, followed 

by DT, KNN, ANN, and SVM. The greatest F1-

score, 0.9620, was attained by RF, followed by DT, 

ANN, KNN, and SVM. 

With an accuracy of 0.9970, RF 

outperformed DT (0.9960) and ANN (0.9927) for 

the CICIoT2023 dataset. SVM (0.9823) and KNN 

(0.9899) both did well, albeit their accuracy was a 

little bit lower. Similarly, with a precision of 

0.9703, RF was the most accurate, followed by 

ANN (0.9529) and DT (0.9557). The accuracy 

ratings of SVM (0.9460) and KNN (0.9517) were 

comparatively high. With a recall of 0.9644, RF 

was the most successful, followed by DT (0.9556) 

and ANN (0.9008). The recall values of KNN 

(0.8622) and SVM (0.8980) were marginally lower. 

With an F1-score of 0.9673, RF was the highest, 

followed by ANN (0.9252) and DT (0.9556). The 

F1-scores of KNN (0.9017) and SVM (0.9206) 

were comparatively high. Given that it nearly 

works well with regard to of accuracy, precision, 

recall, and F1-score on both datasets, the overall 

findings demonstrate that RF is a useful technique 

for botnet identification. 

 
Table 3. Comparative performance analysis of the 

different measures with 10% subset and baseline 

classifiers for botnet detection using two real-world 

datasets. 

Dataset 
Using a subset of 10% 

Metric KNN SVM ANN DT RF 

BoTIoT 

Accuracy 0.9733 0.9532 0.9745 0.9760 0.9856 

Recall 0.9102 0.9051 0.9162 0.9556 0.9543 

Precision 0.9432 0.9412 0.9418 0.9557 0.9698 

F1-score 0.9264 0.9228 0.9288 0.9556 0.9620 

Using baseline classifiers  

Accuracy 0.9100 0.9234 0.9035 0.9240 0.9356 

Recall 0.8953 0.9020 0.8832 0.9276 0.9423 

Precision 0.9032 0.9236 0.9011 0.9247 0.9108 

F1-score 0.8992 0.9126 0.8920 0.9261 0.9262 

CICIoT2023 

Using a subset comprising 10% 

Accuracy 0.9899 0.9823 0.9927 0.9960 0.9970 

Recall 0.8622 0.8980 0.9008 0.9556 0.9644 

Precision 0.9517 0.9460 0.9529 0.9557 0.9703 
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F1-score 0.9017 0.9206 0.9252 0.9556 0.9673 

Using baseline classifiers 

Accuracy 0.9579 0.9683 0.9748 0.9448 0.9362 

Recall 0.8673 0.8689 0.8808 0.9259 0.9354 

Precision 0.9117 0.9340 0.9424 0.9377 0.9503 

F1-score 0.8889 0.9003 0.9106 0.9318 0.9427 

 

 

A subset of 10% of the BoTIoT and CICIoT2023 

datasets is used in Figure 1 to compare the five ML 

models. All metrics' mean values are presented as 

vertical bars, while black marks indicate the 

standard deviation. 

 

 

(a) 

 

(b)  

Figure 1. Quantitative comparison of different measures of five classifiers for botnet detection using two real-world (a) 

BoTIoT and (b) CICIoT2023 datasets. 

All of the measures had greater values for the RF 

than the remaining comparison models, as shown in 

Figure 1. Additionally, RF has the least standard 

deviation, demonstrating the model's dependability. 

These findings validate the RF's capabilities and 

suggest that it may be a useful model for detecting 

botnets. 

The performance tradeoff between a classification 

system's TPR and false positive rate (FPR) is 

visually represented by DET (Detection Error 

Tradeoff) curves. The DET curves for the methods 

KNN, DT, SVM, RF, and ANN are compared in 

Figure 2. The DET curves for each of the five 

classifiers for the BoTIoT dataset are displayed in 

Figure 2(a). The performance trade-off between the 

FPR and FNR for various threshold settings is 

depicted by the DET curve. You may visually 

evaluate these methods' respective performance in 

terms of the FPR and FNR tradeoff by comparing 

their DET curves. The precise form and 

arrangement of the curves might help you choose 

the best strategy for your classification problem by 

revealing the advantages and disadvantages of each 

method. As may be shown, RF and KNN have the 

lowest equal error rates among the classifiers. DT, 

ANN, SVM and RF has the lowest equal error rate 

for the 
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(a) (b) 

Figure. 2. DET curves of KNN, SVM, ANN, DT, and RF for botnet detection using subset of 10% for (a) BoTIoT and (b) 

CICIoT2023 datasets. 

CICIoT2023 dataset as well, while the performance 

of the other classifiers is ranked in the same order 

as for the earlier dataset. 

Figure 3 calculates and displays the computational 

time in seconds required to train and test the models 

employed in this study. Figure 3 shows that, in 

comparison to alternative approaches, the RF model 

needed a lower average execution time with a 10% 

subset on the BoTIoT and CICIoT2023 datasets. 

The ANN model took longer on the BoTIoT dataset 

on both the 10% subset and as a baseline approach, 

but the SVM took longer on the CICIoT2023 

dataset. This suggests that the RF model is 

appropriate for detecting botnets. 

 

 

 

Figure 3. Computational complexity of five classifiers for botnet detection using two real-world BoTIoT and 

CICIoT2023 datasets 

4. Conclusion And Future Works  

Because IoT infrastructure currently lacks strong 

security, the worldwide existence of IoT has given 

hackers the chance to take advantage of the 

network's security and privacy by exploiting 

anomalous entities like botnets. However, because 

ML models can uncover hidden patterns in data and 

determine links between them, they can make IoT 

devices smarter and far more efficient at making 

choices. In this work, RF was utilized to detect 

botnets in an Internet of Things context. Two open 

source datasets and a set of assessment measures 

are used to assess the RF. Its performance is also 

contrasted with that of other well-known ML 

models. The outcomes demonstrated that the RF 

model outperforms the other techniques in 

detecting botnets. The datasets contain a number of 

drawbacks, such as being large and unbalanced, 

among other problems that must be fixed for botnet 

identification. Big data, signal processing, and 

intrusion detection are just a few of the prospective 

uses for the RF model. Exploring further 

metaheuristic techniques to be used as feature 
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selection in Botnet detection is another avenue that 

may be pursued, since these optimization 

algorithms have demonstrated significant promise 

in other fields. Last but not least, the RF model may 

be used and evaluated on a sizable IoT-based online 

tracking system to identify botnets using real-time 

data provided from IoT devices, gauge its 

effectiveness, and precisely address various attacks. 
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