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Abstract:  
 

As Internet of Medical Things (IoMT) continues to evolve rapidly, ensuring secure health 

data exchange among diverse healthcare actors becomes essential, not only to protect 

sensitive healthcare data but also to safeguard user privacy and prevent unauthorized 

access. With IoMT transmitting sensitive data from home environments to specialist 

hospitals, the need for strong yet efficient protection has never been more urgent. IoMT 

healthcare environments require cryptographic algorithms to be robust and lightweight 

enough to run effectively on low-end devices. Traditional encryption techniques incur 

vulnerable centralized key management and typically significant delays and 

computational overheads, making them unsuitable for low-power IoMT devices designed 

for these constrained environments. In this paper, an innovative lightweight key 

management and encryption method is proposed. The proposed system employs Post-

Quantum Ciphertext-Policy Attribute-Based Encryption (Q-PA-ABE) to generate a 

shared key and ensure fine-grained one-to-many access control. A permissioned 

blockchain with Proof-of-Authority (PoA) consensus is decentralized Key-Generation 

Authorities (KGCs) management and auditability, and fog computing is low-latency data 

relaying to secure data transfer after setting up the keys. A Python-based prototype was 

implemented to enable real-time key exchange and secure data transmission. Experiments 

show lowest gas consumption and archives efficiency of 1.16% and removes single points 

of failure, while ensuring auditable data logs, demonstrating secure and efficient 

healthcare data services for IoMT. 

 

1. Introduction 
 

Currently, the Internet of Medical Things (IoMT) is 

transforming smart healthcare by introducing 

automated and intelligent services such as 

continuous patient monitoring, smart control 

systems, and advanced medical technologies [1]. 

Through real-time data sensing and remote 

diagnostics, IoMT continues to expand the digital 

scope of healthcare, improving comfort, efficiency, 

and overall system performance [2]. However, the 

highly interconnected nature of IoMT ecosystems 

also introduces a serious and increasing 

cybersecurity vulnerability [3]. As trillions of 

devices connect to Internet, many constrained by 

limited battery life and processing power, the risk of 

exploitation rises exponentially [4]. Among the most 

critical security threats are man-in-the-middle 

attacks, replay attacks, and denial-of-service attacks, 

which pose significant risks to system integrity and 

service availability [5]. These types of exploitation 

in mission-critical IoMT deployments could 

compromise sensitive medical records, interrupt 

vital services, and even lead to physical harm to 

patients [6]. While conventional cryptographic 

schemes are generally reliable, they often require 

high computational resources and memory 

overhead, making them impractical for widespread 

deployment on low-power IoMT devices [7]. The 

growing divide between robust cryptographic 
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solutions and the constrained nature of typical IoT 

hardware has created a pressing need for tailored, 

lightweight security protocols.  

The integration of IoMT and cloud computing into 

healthcare has also produced vast sensitive datasets 

ranging from Electronic Health Records (EHRs) and 

medical imaging to continuous sensor-based 

monitoring streams. These datasets demand secure, 

efficient, and privacy-preserving sharing 

mechanisms. Traditional cloud-based EHR systems 

suffer from centralization risks, including semi-

trusted providers, the single point of failure in key 

management, and exposure to both internal and 

external threats to data confidentiality [8]. For 

instance, conventional CP-ABE schemes rely on a 

centralized Key Generation Center (KGC) to issue 

decryption keys. If the KGC is ever compromised or 

fails, the entire protection framework collapses [9]. 

Moreover, cloud-only solutions incur high latency 

and bandwidth bottlenecks, limiting responsiveness 

for time-sensitive health monitoring and emergency 

scenarios [10] [11]. 

The present research introduces a decentralized 

IoMT-healthcare model that addresses the 

limitations of centralized key management by 

offering a lightweight and efficient cryptographic 

framework specifically designed for IoMT 

environments. This model enables secure 

communication between a mobile device acting as 

the user interface and a fog-based remote diagnostic 

service acting as the endpoint, thereby representing 

a practical and relatable use case of a remote smart 

health diagnostic system. The proposed solution is 

built on a permissioned blockchain with Proof-of-

Authority (PoA) consensus, operated by trusted 

validators such as hospital-based fog servers. These 

fog nodes act as data relays for IoT health data 

sensing devices and as blockchain participants, 

ensuring real-time responsiveness and tamper-

resistant record-keeping. To achieve efficient key 

management and forward secrecy, the model 

employs a Ciphertext-Policy Attribute-Based 

Encryption (CP-ABE) scheme with Elliptic Curve 

Diffie-Hellman (ECDH) key exchange protocol. 

This mechanism ensures that even if previous 

communication is intercepted, it cannot be decrypted 

later, thereby safeguarding long-term confidentiality. 

This key exchange is complemented using the Kyber 

algorithm, a post-quantum cryptographic scheme 

that provides resilience against quantum-enabled 

attacks.  

The contributions of this work are summarized as 

follows:  

 A consortium blockchain that combines 

blockchain technology with trusted fog 

computing to enforce PoA consensus and 

distribute attribute authorities without a central 

KGC, and stores transactions for attribute 

registration, data access logs, and key-related 

smart contract issuance. 

 Enhanced confidentiality through a lightweight 

Q-CP-ABE with Elliptic Curve Diffie-Hellman 

(ECDH) key exchange for forward secrecy, 

complemented by the Kyber scheme to quantum-

safe, future-proof communication. 

 A real-world deployment scenario where doctors 

can monitor patient health directly from 

smartphones. The system runs smoothly on 

mobile devices, is lightweight for accessibility, 

and is hosted on fog and cloud platforms, making 

it scalable and accessible to users in remote 

locations. 

The rest of the paper is organized as follows. Section 

2 reviews related work on encryption algorithms and 

modern blockchain-based IoT security systems. 

Section 3 presents a lightweight, dynamic, and 

secure design. Section 4 presents and analyzes 

security and performance results. Section 5 

concludes the work and outlines future research 

directions. 

2. Related Work  

 
2.1 Lightweight Encryption Schemes in e-

healthcare Systems  

Traditional cryptographic protocols like RSA, AES, 

and Diffie-Hellman have been very popular in 

protecting digital communication systems [12]. 

Although these algorithms provide robust security 

assurances, they usually depend on much processing 

power, therefore making them not ideal for IoMT 

devices with limited resources. In response to these 

limitations, lightweight encryption techniques such 

as SPECK and PRESENT have been developed. 

These ciphers are designed to be secure enough, use 

little computer processor and memory [13]. Among 

them, SPECK is considered a strong candidate for 

secure IoMT communication, as it supports 

authenticated encryption with fast and efficient 

performance on constrained devices. In parallel, 

elliptic-curve cryptography has gained prominence 

in IoT environments. Elliptic Curve Diffie–Hellman 

(ECDH) key exchange, in particular, offers a 

favorable balance between strong security and low 

computational overhead [14]. Compared to RSA, 

ECDH has smaller key sizes with equal security 

level, thereby having lower computational and 

bandwidth demands. For data confidentiality and 

fine-grained access control, CP-ABE schemes are 

often employed in IoMT systems [15]. CP-ABE 

enables only authorized maintain correct attribute 

keys may decrypt data under an access policy. It has 

https://www.nature.com/articles/s41598-025-13069-1?error=cookies_not_supported&code=3d6982f1-aac6-4fa2-b26a-6c857aac4054#:~:text=Electronic%20Health%20Record%20,is%20introduced%20to%20generate%20a
https://www.nature.com/articles/s41598-025-13069-1?error=cookies_not_supported&code=3d6982f1-aac6-4fa2-b26a-6c857aac4054#:~:text=Nevertheless%2C%20the%20existing%20schemes%20still,timely%20verify%20whether%20data%20and
https://www.mdpi.com/1424-8220/22/4/1448#:~:text=instantaneous%20transactions%20,It%20assists%20the
https://www.mdpi.com/1999-5903/16/9/329#:~:text=Health%20Things%20%28IoHT%29,component%20ensures%20data%20security%20and
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been widely applied in healthcare IoT for fine-

grained control. For instance, Zhao et al. integrate 

blockchain with verifiable CP-ABE to secure EHRs 

[16]. However, ABE approaches rely on a 

centralized Key Generation Center (KGC), which 

introduces a single point of trust and potential 

vulnerability [10]. Recent research seeks to 

overcome this limitation by decentralizing or 

removing the KGC. Cai et al. [11] propose a 

registered ABE scheme where users generate their 

own keys and register attributes with a transparent 

curator, while a blockchain ledger provides audits 

for key registrations [9]. Their approach ensures key 

issuance is publicly verifiable and no master secret 

is held by one entity. Similarly, Guo et al. design a 

pairing-free CP-ABE scheme for IoT using only 

elliptic-curve scalar multiplication [17], supporting 

multi-authority decryption and outsourced 

computation. Such approaches significantly reduce 

cryptographic overhead for constrained IoT devices. 

Despite these advancements, many attack vectors, 

including replay attacks, brute force intrusions, and 

man-in-the-middle (MITM) attacks, still threaten 

IoMT systems. IoMT systems remain vulnerable to 

a variety of attack vectors, including replay attacks, 

brute-force intrusions, and man-in-the-middle 

(MITM) attacks. To this end, lightweight 

cryptographic solutions must not only minimize 

resource consumption but also provide resilience 

against these threats. Contemporary IoT security 

frameworks increasingly employ nonce-based 

encryption, mutual authentication, and quantum-

secure mechanisms to ensure long-term robustness 

in healthcare environments. 

 

2.2 Blockchain to Secure e-Healthcare Systems 

Reffad et al. [18] proposed a secure distributed 

mobile–fog–cloud framework that integrates Diffie–

Hellman, RSA, and blockchain to ensure the privacy 

of documents and health data stored in the cloud. The 

approach leverages smart contracts to strengthen the 

security and trust of healthcare applications. Wu et 

al. [19] proposed SmartCheck, a blockchain-based 

smart contract solution for healthcare applications. 

SmartCheck analyses and flags vulnerabilities in 

smart contracts, thereby identifying potential threats. 

In addition, smart contracts are leveraged to automate 

supply chain management (SCM) operations, with 

transactions validated using the Proof-of-Work 

(PoW) consensus mechanism. Mallick et al. [20] 
presented a hybrid blockchain-IoT-based fog 

solution for monitoring attacks targeting mobile and 

wearable devices. Their approach employs fog nodes 

in IoMT environments to reduce bandwidth usage 

and avoid dependence on remote cloud servers. In 

contrast, decentralized storage systems like IPFS, 

while useful for large-scale archives, are not 

optimized for continuous streaming. Prior studies 

highlight their limitations in real-time data access 

and emergency scenarios [21]. For this reason, 

fog/edge layers are better suited for health data relay 

and preliminary processing in our proposed 

architecture. Xie et al. [22] presented a blockchain-

based approach to enhance the safety of consumer 

devices in e-healthcare systems. Their findings show 

that PoA offers low latency and high throughput in 

real-time monitoring applications. Building on these 

insights, our proposed work adopts a permissioned 

blockchain with PoA, which is well-suited for 

healthcare consortia. In this model, a predefined set 

of trusted validators, such as hospitals acting as fog 

nodes, which are responsible for block validation, 

ensuring both efficiency and predictable consensus. 

Moulahi et al. [23] combined blockchain with 

Federated Learning (FL) to improve security and 

preserve data privacy through decentralized model 

training without revealing raw data. Similarly, 

Alsayegh et al. [24] developed an asymmetric 

searchable encryption scheme with proxy re-

encryption based on patients’ public keys, 

demonstrating that record length and key size 

significantly influence computational and 

communication overhead. 

 

3. Quantum-Secure PoA Blockchain with 

CP-ABE for Healthcare Systems 
 

We propose Q-PoA–CP-ABE Fog Chain, a Mobile–

Fog–Cloud architecture that integrates Ciphertext-

Policy Attribute-Based Encryption (CP-ABE), 

Proof-of-Authority (PoA) blockchain consensus, 

and fog-enabled low-latency relaying with post-

quantum cryptography (PQC) for enhanced 

resilience against quantum-enabled adversaries. The 

proposed system ensures fine-grained access 

control, decentralized trust, auditable logging, and 

long-term quantum-safe protection of sensitive 

healthcare data. 

 

3.1 System Design Overview 

Fig.1 illustrates the pivotal layers of our approach to 

secure e-health information systems. We opted for 

IoT perception, fog computing, blockchain, and 

Cloud layers. These layers are detailed as follows:  

https://www.nature.com/articles/s41598-025-13069-1?error=cookies_not_supported&code=3d6982f1-aac6-4fa2-b26a-6c857aac4054#:~:text=Electronic%20Health%20Record%20,is%20introduced%20to%20generate%20a
https://www.mdpi.com/1424-8220/22/4/1448#:~:text=instantaneous%20transactions%20,It%20assists%20the
https://www.mdpi.com/1999-5903/16/9/329#:~:text=Health%20Things%20%28IoHT%29,component%20ensures%20data%20security%20and
https://arxiv.org/html/2412.08957v1#:~:text=deterministic,reliance%20on%20a%20central%20authority
https://www.mdpi.com/1424-8220/24/21/6843#:~:text=Abstract
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Figure 1. The proposed approach to secure e-healthcare system. 

1. IoMT/Perception Layer 

 IoT Devices (Sensors): Wearable medical 

sensors that continuously generate patient data 

(e.g., ECG, heart rate, or vital signs). These 

devices are resource-constrained but support 

lightweight encryption and communicate with 

nearby fog nodes via Bluetooth, Wi-Fi, or similar 

protocols. Fog nodes maintain reliable 

interconnections for blockchain consensus and 

provide links to cloud storage for backup. 

 Data Owners (Patients): Patients or authorized 

entities that manage the IoT devices. They ensure 

that sensed data is encrypted under Q-CP-ABE 

policies, which define access based on the 

attributes of intended recipients (e.g., role, 

department, or specialization). 

2. Fog PoA Layer 

 Fog Nodes: Edge servers or gateways (e.g., 

hospital servers) that connect to IoT devices. Fog 

nodes perform local aggregation, encryption 

assistance, provide short-term storage, and act as 

blockchain validators with PoA consensus. The 

nodes are semi-trusted, while they may be 

curious. Cryptographic mechanisms and a 

continuous blockchain constrain their behavior. 

 Local Enforcement: Fog nodes enforce 

attribute-based policies close to the data source, 

reducing latency and ensuring timely responses. 

Cryptographic controls and full blockchain 

auditability constrain their potential curiosity. 

Although they are semi-trusted, their potential 

curiosity is mitigated through pairing-free Q-CP-

ABE encryption and full on-chain auditability, 

ensuring both confidentiality and accountability. 

3. Blockchain Layer 

 Blockchain Network (Validators): A 

permissioned blockchain composed of selected 

fog nodes (and other hospital IT nodes) running 

under a PoA consensus. This blockchain ledger 

stores transactions such as attribute registration, 

data access logs and smart contracts governing 

key issuance. 

 Smart Contracts: Deployed on the blockchain 

to automate enforcement of attribute-based 

policies, manage secure key distribution, and 

record access operations. The smart contracts 

guarantee immutable and auditable records, 

strengthened by the integration of post-quantum 

cryptography (PQC) mechanisms for long-term 

security against quantum adversaries. 

4. Cloud/Storage Layer 

 Data Users (Healthcare Providers): Authorized 

doctors, nurses, or medical applications equipped 

with defined attribute sets (e.g., role, 

department). They hold PQC-hardened ABE 

decryption keys, allowing secure and fine-

grained access to patient data. 

 Cloud Servers: Provide scalable, long-term 

encrypted data storage while interoperating with 

the fog and blockchain layers to enforce CP-ABE 

policies and ensure secure data retrieval. 

 

3.2 Threat and Trust Models 

Trust Model. There is no fully trusted central 

authority. Instead, trust is decentralized and 

distributed among fog nodes, which collectively 

maintain the permissioned blockchain using PoA 

consensus. We assume that a threshold subset of 

these nodes behaves honestly as an assumption 

suitable for a consortium-based healthcare 

environment. Attribute assignment is governed by a 

multi-authority ABE (MA-ABE) model: 

independent authorities (or smart contracts) manage 

separate attribute domains (e.g., roles, departments, 

medical specialties). Attribute keys are generated 

through the combination of contributions from these 

authorities, preventing any single party from holding 

all keys or secrets [10]. In practice, fog nodes can 

implement these authorities, decentralizing trust. 

 

Threat Model. We assume an adversary (Α) who 

may attempt the following: 

https://www.mdpi.com/1424-8220/24/21/6843#:~:text=
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 Passive attacks: Dropping on IoT–fog or fog–

cloud communications or monitoring blockchain 

traffic. 

 Active attacks: Launching man-in-the-middle 

attacks, replaying stale messages, or altering 

transmitted data. 

 Compromise of endpoints: Trying to take 

control of IoT devices (resource-constrained and 

vulnerable) or fog nodes (semi-trusted but critical 

for validation). 

 Validator collusion: A subset of PoA validators 

may collude to bias consensus or delay block 

generation 

 User collusion: Malicious users with disjoint 

attribute sets may attempt to combine keys to 

gain unauthorized access. The blockchain itself 

is assumed secure under standard consensus 

assumptions (authorities do not maliciously 

produce blocks beyond protocol rules). 

 

3.3 Operating principle of Q-PoA–CP-ABE  

The proposed framework secures medical data in 

IoMT environments through two main processes.  

 

 Secure data collection and registration that 

ensures that patient data generated by IoT devices 

is encrypted under attribute-based policies and 

immutably registered on a permissioned 

blockchain via fog nodes acting as PoA 

validators.  

 Secure data access and retrieval, enabling 

authorized healthcare providers to request and 

obtain encrypted records, with access strictly 

governed by blockchain-logged policies and 

cryptographic mechanisms.  

 

3.3.1 Process of Secure Data Collection and 

Registration  

As shown in Fig. 2, the health data (i.e., blood 

pressure, temperature, patient location, ECG, etc.) 

and transactions are generated by the sensors and 

medical IoT devices ①. A patient defines in real-

time a fine-grained policy such as Role = 

Cardiologist ∧ Dept = HeartClinic ②. Next, the 

mobile device encrypts the data using Q-CP-ABE 

based on elliptic curve operations ③, before 

uploading the ciphertext (𝐶𝑇) to the nearest fog node 

④. The fog node stores the 𝐶𝑇 and generates its 

hash (ℎ𝐶𝑇) ⑤, then builds metadata 𝑀 =
 {𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝, 𝑜𝑤𝑛𝑒𝑟𝐼𝐷, 𝑝𝑜𝑙𝑖𝑐𝑦𝐶𝑜𝑚𝑚𝑖𝑡, ℎ𝐶𝑇} ⑥. 

This metadata is submitted as a blockchain 

transaction to PoA validators ⑦. The blockchain 

layer executes the PoA consensus protocol to 

validate the transaction ⑧ and appends it 

immutably to the ledger⑨. Afterwards, the fog node 

⑩ receives the block receipt for confirmation. 

Optionally, multi-authority ABE key issuance 

events are triggered and logged on-chain whenever 

new authorized users (e.g., doctors, specialists) join 

the system ⑪. 

 

 

 
Figure 2. Secure data collection and registration process. 
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3.3.2 Process of Secure Data Access and 

Retrieval 

As shown in Fig. 3, the physician’s mobile 

application ① initiates a secure session and ② 

establishes a forward-secure key exchange using 

ephemeral ECDH combined with the Kyber post-

quantum. Once the session is active, the app ③ 

submits an access request (patientID, recordID) 

encrypted with Q-CP-ABE and a fresh nonce. The 

fog node ④ records this request as an on-chain 

access-intent transaction and ⑤ queries the ABE 

smart contract to verify the physician’s attributes 

against the ciphertext policy. At the blockchain 

layer, ⑥ a decision is made: if attributes match, a 

PERMIT is issued; otherwise, a DENY is immutably 

logged and the process ends. In the permit case, the 

fog node ⑦ retrieves the ciphertext (CT) from 

storage and may ⑧ perform outsourced partial 

decryption to generate CT′ without exposing private 

keys. The result (CT or CT′) is then ⑨ transmitted 

securely back to the physician’s mobile device. The 

mobile app ⑩ completes decryption locally using 

its ABE keys to recover the plaintext health record, 

while the fog node ⑪ logs the outcome (permit, 

timestamp, and hash) on-chain for immutable 

auditing. 

 

3.4 PoA Consensus Protocol  

In the proposed framework, the blockchain layer 

employs the Proof-of-Authority (PoA) consensus 

protocol to guarantee efficient, low-latency, and 

tamper-resistant validation of transactions. PoA 

leverages the identity and reputation of validators to 

establish trust. In the proposed scheme, fog nodes and 

hospital IT servers are designated as PoA validators. 

These entities are semi-trusted and authorized 

through cryptographic certificates. Each validator is 

responsible for proposing and validating new blocks, 

which contain transactions such as attribute 

registration and revocation, data access logs, and 

Smart contract executions for ABE key management. 

In this PoA protocol, fog nodes act as validators in a 

permissioned blockchain. First, the client submits a 

transaction to a fog node (proposer). Then the 

Proposer creates and signs a block and sends it to 

other fog validators. The validators verify and vote 

on the block. If the threshold is reached, the proposer 

commits the block to the blockchain ledger. The 

ledger returns a receipt to the client, ensuring finality 

and auditability. This process is illustrated in Fig.4 

as a UML sequence diagram. 
 

3.5 Q-PA-ABE Encryption scheme 

Symmetric encryption algorithms such as AES 

provide strong security but are often implemented 

with static key distribution, relying on pre-shared 

keys or centralized servers. However, AES has 

major drawbacks. AES demands high computational 

power and memory, making it hard for small or 

limited IoT devices to handle the workload 

efficiently. Moreover, existing systems lack 

adaptive key synchronization and remain vulnerable 

to evolving threats like replay, key exposure, and 

side-channel attacks.  

 

 
Figure 3. Secure data access and retrieval process. 

 

 
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Figure 5. PoA consensus protocol in the proposed system. 

 

Centralized key management further weakens 

resilience and scalability, creating a single point of 

failure. These limitations underscore the need for a 

lightweight, dynamic, and secure key management 

paradigm tailored to the complexity of modern IoT 

networks. 

 

A. Key Setup and Preparation 

The system begins by initializing each IoT device, 

establishing the foundation for secure operations. To 

deliver a shared secret key, the system first applies 

Elliptic Curve Diffie–Hellman (ECDH) to provide 

forward secrecy and then reinforces this with the 

Kyber post-quantum key encapsulation mechanism 

(KEM), ensuring resilience against quantum 

adversaries.  The ECDH shared secret is defined as 

follows: 

 

𝐾𝐸𝐶𝐷𝐻 =  (𝑥𝐴 ⋅ 𝑃𝐾𝐵) = (𝑥𝐵 ⋅ 𝑃𝐾𝐴)           (1) 

 

where 𝑥𝐴, 𝑥𝐵are private keys, and 𝑃𝐾𝐴, 𝑃𝐾𝐵 are the 

corresponding public keys of devices 𝐴 and 𝐵.  

In the Kyber encapsulation step, the sender 𝐴 uses 

the recipient’s public key 𝑃𝐾𝐵 to generate a random 

session key 𝐾𝐾𝑦𝑏𝑒𝑟 and produce a ciphertext 𝐶𝑇 that 

hides the key as follows:   

 

(𝐾𝐾𝑦𝑏𝑒𝑟, 𝐶𝑇) ← 𝐸𝑛𝑐𝑎𝑝𝑠𝑢𝑙𝑎𝑡𝑒(𝑃𝐾𝐵)           (2) 

 

The recipient then uses its private key 𝑠𝑘𝐵  and the 

ciphertext 𝐶𝑇 to recover the session key 𝐾𝐾𝑦𝑏𝑒𝑟 

 

𝐾𝐾𝑦𝑏𝑒𝑟 = 𝐷𝑒𝑐𝑎𝑝𝑠𝑢𝑙𝑎𝑡𝑒(𝑠𝑘𝐵, 𝐶)           (3) 

 

This hybrid process (ECDH and Kyber) provides 

both forward secrecy and quantum resistance in the 

shared session key. 

 

B. Secure Communication Using Q-CP-ABE 

Once the session key is established, patient or device 

data is encrypted using Quantum-secure Ciphertext-

Policy Attribute-Based Encryption (Q-CP-ABE). 

This scheme combines classical CP-ABE fine-

grained access policies with post-quantum key 

encapsulation for long-term confidentiality. Each 

ciphertext embeds an access policy 𝑃 expressed as 

an attribute tree (e.g., Role = Doctor AND Dept = 

Cardiology).  

 

 Encryption. The system encrypts patient data 

using Attribute-Based Encryption (ABE): 

 

𝐶𝑇 ← 𝐸𝑛𝑐(𝑃𝐾, 𝑀, 𝑃)            (4) 

 

where 𝑀 is the patient data, 𝑃𝐾 is the system public 

key, 𝑃 is the access policy and 𝐶𝑇 is the ciphertext, 

bound to the access policy 𝑃. 

 

 Decryption. When a physician requests access to 

patient data, it performs encryption algorithm 

using the following formula:  

 

𝐶𝑇 ← 𝐷𝑒𝑐(𝑆𝐾𝑆, 𝐶𝑇)       𝐼𝐹 𝑆 ⊨ 𝑃         (5) 

 

where 𝐶𝑇 is the encrypted message, 𝑆𝐾 is the private 

key according to a physician’s attribute set 

𝑆.Decryption succeeds only if the physician’s 

attributes satisfy the policy 𝑃 denoted as 𝑆 ⊨ 𝑃 . 
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4. Results and Discussions 

In the proposed model, we used Google Colab and 

Python platform. Google Colab is cloud-based 

environment used for our analysis. It used Python 

programming language and leveraged essential 

libraries for cryptography and encryption, such as 

PyCryptodome and cryptography, which support 

AES, RSA, and advanced hybrid schemes. In 

addition, with the rise of post-quantum security, 

enabling simulation of quantum-resistant algorithms 

(e.g., Kyber) and experimentation with quantum key 

distribution. The implementation consists of testing 

the proposed approach on health data of different 

sizes from 0.2 MB to 20 MB. The system also 

includes simulated or actual modules to detect 

various attacks, such as replay attacks, man-in-the-

middle (MITM) intrusions, and brute force attacks. 

By analyzing message patterns and failed 

authentication attempts, the system dynamically 

detects and mitigates potential threats. In the rest of 

this section, we will detail the evaluation results of 

each model across attack classification, using various 

metrics such as time efficiency, memory efficiency 

and CPU efficiency. 

4.1 Prototype: Illustrative Case Study 

In IoT healthcare environments, where physicians 

use smartphones to monitor the health status of 

patients continuously, high performance must be 

maintained despite limited computational power. 

These benchmarks validate the feasibility of 

deploying the system in real-world clinical 

conditions, ensuring secure communication with 

minimal overhead and providing strong resistance to 

common cyber threats, while remaining ready for 

live deployment. The following diagram illustrates 

the secure transmission of patient health data from 

the physician’s mobile device to the monitoring 

system, ensuring confidentiality, integrity, and trust 

in the communication process. 

An ECDH key pair is established, and patient health 

data is encrypted using Q-CP-ABE with a 

dynamically generated Nonce. The resulting 

ciphertext and nonce are transmitted securely, 

ensuring confidentiality and integrity of sensitive 

medical information. This process prevents 

tampering during transmission between the 

physician’s smartphone and the monitoring system. 

Fig.5. depicts the patient-side data encryption and 

submission to Fog server. 

Fig. 6 depicts the doctor-side decryption and 

response in the healthcare system. Upon receiving 

the encrypted request, the fog server derives the 

shared key via ECDH, decrypts the message, and 

verifies its authenticity using Q-PoA–CP-ABE.  

 

 
Figure 5 Encrypted data heath (Mobile Patient). 

If valid (e.g., decrypted as PERMIT), the fog server 

grants access and sends confirmation. This process 

highlights the system’s end-to-end security, ensuring 

only authenticated doctors can access sensitive 

health data while rejecting tampered or replayed 

requests. 

 

Figure 6. Decrypted data heath (Mobile Doctor). 

4.2 Evaluation Metrics 

The metrics used are time efficiency, memory 

efficiency, and CPU efficiency. These metrics are 

often used in the prediction of attacks and the 

performance evaluation of encryption algorithms. 

 Time efficiency: is a widely used metric for 

schema evaluation. It measures the execution 

speed of an algorithm during encryption and 

decryption. In real-time IoT or healthcare 

systems, high latency can disrupt continuous data 

streams. One way to calculate the time efficiency 

of encryption and decryption processes is defined 

by Eq. 6: 

 

𝑇𝑒𝑛𝑐 =  
𝑡𝑒𝑛𝑐

𝑆𝑑𝑎𝑡𝑎
 ;  𝑇𝑑𝑒𝑐 =  

𝑡𝑑𝑒𝑐

𝑆𝑑𝑎𝑡𝑎
           (6) 

 
where total encryption (𝑡𝑒𝑛𝑐), total decryption (𝑡𝑑𝑒𝑐), 

size of data (𝑆𝑑𝑎𝑡𝑎) in MB. The lower the time 

efficiency values, the better the scheme performance.  
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 Memory efficiency: It is defined as the ratio of 

total memory consumed during encryption 

(𝑀𝑢𝑠𝑒𝑑) compared to the size of input data. The 

lower the memory efficiency, the better the 

scheme performance. 

 

𝑀𝑒𝑓𝑓 =  
𝑀𝑢𝑠𝑒𝑑

𝑆𝑑𝑎𝑡𝑎
× 100%            (7) 

 

 CPU efficiency: It is defined as the percentage of 

active CPU time used by the encryption task 

(𝐶𝑢𝑠𝑒𝑑) consumed on total available CPU time. 

The lower CPU usage per unit time, higher 

efficiency.  

 

𝐶𝑃𝑈𝑒𝑓𝑓 =  
𝐶𝑢𝑠𝑒𝑑

𝐶𝑡𝑜𝑡𝑎𝑙
 × 100%           (8) 

4.3 Comparison Analysis of Time Efficiency in 

Encryption Algorithms 

Table 1 presents the time efficiency of five 

encryption algorithms. The results indicate that 

SPEK is the fastest algorithm (0.21 ms/Mb), ideal 

for lightweight applications. AES-256 also performs 

efficiently (4.62 ms/Mb), offering a good balance 

between speed and security. RSA is slower (6.16 

ms/Mb) due to its asymmetric nature. CP-ABE is the 

slowest (78.00 ms/Mb), reflecting its complex 

access control, while Q-CP-ABE improves on this 

but remains relatively slow (39.69 ms/Mb). Overall, 

symmetric algorithms are more time-efficient than 

attribute-based or asymmetric ones. 

Table 1. Comparative analysis of time efficiency in 

encryption algorithms. 

 

Encryption Algorithm Time Efficiency (ms/Mb) 

AES-256 4.62 

RSA 6.16 

SPEK 0.21 

CP-ABE  78.00 

Q-CP-ABE 39.69 

 

4.4 Comparison Analysis of Memory Efficiency 

in Encryption Algorithms 

 

Table 2 highlights the memory efficiency of five 

encryption algorithms. Q-CP-ABE and CP-ABE use 

0.29% and 0.31% of memory, respectively, 

indicating efficient memory demands. RSA requires 

0.21% of memory, while AES-256 is slightly more 

memory-intensive at 0.44%. Overall, the proposed 

algorithm tends to be more memory-efficient 

compared to asymmetric approaches. 

Table 2. Comparison analysis of memory efficiency in 

encryption algorithms 

Encryption Algorithm Memory Efficiency (%) 

AES-256 0.44 

RSA 0.21 

SPEK 0 

CP-ABE  0.31 

Q-CP-ABE 0.29 

 

4.5 Comparison Analysis of CPU Efficiency in 

Encryption Algorithms 

Table 3 highlights the memory efficiency of five 

encryption algorithms. The comparative analysis 

shows that Q-CP-ABE achieves the highest CPU 

efficiency (1.16%), reflecting its optimized handling 

of attribute-based operations despite higher 

computational complexity. CP-ABE  follows closely 

at 1.23%, indicating that quantum-resistant 

adaptations slightly increase overhead but remain 

efficient. AES-256 and SPEK maintain moderate 

efficiency (1.04% and 0.99%), suitable for 

lightweight and symmetric encryption scenarios. 

RSA, being computationally intensive due to key 

size and modular exponentiation, records the lowest 

efficiency (0.82%). Overall, CP-ABE and Q-CP-

ABE demonstrate superior CPU utilization within 

secure and context-aware environments. 

Table 3. Comparison analysis of CPU efficiency in 

encryption algorithms 

 

Encryption Algorithm CPU Efficiency (%) 

AES-256 1.04 

RSA 0.82 

SPEK 0.99 

CP-ABE  1.23 

Q-CP-ABE 1.16 

4.6 Comparison of Gas Consumption for 

Transactions  

The gas consumption, storage requirements, and 

execution time of the proposed approach were 

evaluated and compared with other blockchain-

based models, specifically Smart Contract Federated 

Learning (FL) [23] and Smart Contract with 

Decision Function (DF) [24], as shown in Table 4. 

The findings indicate that the Smart Contract FL 

model [23] is the most storage-efficient, making it 

particularly suitable for edge computing 

environments where storage is a critical constraint. 

The Smart Contract DF model [24] requires slightly 

higher storage and gas consumption but benefits 

from faster execution times. In comparison, the 

proposed Blockchain PoA model offers a balanced 

trade-off between gas consumption, storage 
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efficiency, and execution cost. It consumes moderate 

storage and lower gas than the FL approach, while 

maintaining strong support for data encryption, 

access control, and resilience to critical attacks. 

These characteristics make it well-suited for 

moderately storage-constrained environments, such 

as fog computing layers in healthcare systems. 

However, a potential limitation lies in scaling the 

storage infrastructure for large-scale medical data. 

Despite this, the system remains efficient for 

transactional operations and secure data governance 

within distributed e-health networks. 

Table 4.  Comparison of Gas consumption of different approaches. 
 

Model Storage Requirement (Kb) Average Gas Consumption (eth)  Total Execution Cost (s) 

Blockchain FL [23] [𝑛 ×20, 𝑛 ×30] 4 150 540 2.2700 

Smart Contract DF [24] [𝑛 ×24, 𝑛 × 32] 3 320 656 1.6808 

 Proposed PoA [n×22, n×28] 2 710 420 1.9542 

 

5. Conclusion 

We have presented a secure and lightweight 

decentralized architecture for IoT-based healthcare 

systems by integrating Q-PoA–CP-ABE, 

permissioned blockchain (PoA), fog computing, and 

elliptic-curve cryptography. The framework ensures 

end-to-end privacy, auditability, and communication 

integrity. Patient data is encrypted under expressive 

access policies, keys are distributed via blockchain 

smart contracts which removes central KGC 

dependence, and all transactions are immutably 

logged. By combining ECDH key exchange with Q-

PoA–CP-ABE optimizations, the system mitigates 

prevalent threats such as replay, MITM, and brute-

force attacks, while remaining computationally 

efficient for resource-constrained IoT devices. The 

proposed approach addresses critical requirements 

of privacy by supporting fine-grained encrypted 

sharing, security by preventing tamper-proof and 

attack-resistant), and scalability by ensuring one-to-

many access and distributed KGC. Benchmark 

analysis confirms its efficiency in terms of memory, 

CPU usage, and encryption speed, addressing the 

shortfalls of traditional schemes like AES and RSA 

while demonstrating a future-proof and scalable 

solution. Future work will focus on prototype 

implementation in hospital IoT testbeds and perform 

latency/throughput benchmarking, and the 

integration of homomorphic encryption and 

dynamic policy management via smart contracts.  
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