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Abstract:

Federated learning represents a paradigm shift in distributed machine learning by
enabling collaborative model training across decentralized nodes while maintaining data
privacy at source locations. It helps bridge the gap between artificial intelligence-
driven development guidelines and the regulatory mandates laid down by data
protection legislation. A decentralized architecture transmits only the model updates to
aggregation servers; this reduces privacy breach exposure and compliance violation
risks and also eliminates raw data centralization. Federated learning helps build
production-ready systems across healthcare, finance, and edge computing
environments, owing to the maturities that have occurred in cloud infrastructure. This
is a transition from the erstwhile theoretical frameworks it used to have. Architectural
advantages are supplemented by privacy-preserving mechanisms like differential
privacy and secure aggregation protocols, which facilitate organizations to leverage
collective intelligence without exposing sensitive information. Robust platforms for
privacy-critical applications can be synthesized by the integration of cloud-native
security services, cryptographic enhancements, and edge computing optimization.
Courtesy of emerging solutions that cater to model fairness, communication efficiency,
and data heterogeneity, federated learning's practical applicability across diverse

organizational contexts and regulatory domains continues to advance.

1. Introduction

The rapid proliferation of sensitive digital data
across industries has created a profound dilemma
for artificial intelligence development: machine
learning models demand large, diverse datasets to
achieve meaningful accuracy, yet the most valuable
data—patient records, financial transactions, and
personal communications—is precisely the data
that cannot be freely moved, shared, or centralized
without triggering legal, ethical, and security
consequences. Traditional centralized training
pipelines, where raw data is aggregated onto a
single server or cloud storage bucket before model
training begins, are increasingly incompatible with
a regulatory landscape that includes the General
Data Protection Regulation (GDPR) in Europe, the
Health Insurance Portability and Accountability Act
(HIPAA) in the United States, and a growing body
of national data sovereignty laws worldwide. The
extent of the challenge is evident from industry
projections indicating that global data creation will
reach 175 zettabytes worldwide by 2025—a figure
that tells not just about the volume of information

being generated but also about the allied growth in
sensitive and regulated content that poses
significant legal and ethical risks for centralization
[1].

Federated learning (FL) was introduced as a direct
architectural response to this tension. First formally
described by McMahan et al. in 2016, FL enables a
global machine learning model to be trained
collaboratively across multiple decentralized nodes
— each holding its own local dataset — without
any raw data ever leaving its origin point [3].
Gradient vectors or weight differentials, which are
essentially model vectors transmitted to a central
aggregator for being merged into an improved
global model and redistribution for the next training
round. FL inherently aligns with data minimization
principles enshrined in modern privacy law, as the
raw data remains entirely local. This architectural
inversion is  especially  consequential  for
healthcare—a domain where electronic health
record systems have amassed vast patient data
globally, while data accessibility constraints owing
to privacy concerns impede knowledge discovery
and translational Al research [2].The term
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"federated learning" was formally introduced with
the articulation that the learning task is solved by a
loose federation of participating devices, referred to
as clients, coordinated by a central server, with an
unbalanced and non-11D data partitioning across a
massive number of unreliable devices with limited
communication bandwidth defined as the core set
of challenges [4]. The privacy guarantees of FL
derive from the fact that raw data never leaves the
client, making it structurally compatible with
compliance frameworks that prohibit the transfer of
identifiable personal information across
institutional or jurisdictional boundaries. As cloud
infrastructure has evolved to support the
orchestration demands of distributed training, FL
has also evolved from a research prototype into a
production-ready, paradigm-changing, measurable
deployment momentum—be it in healthcare,
finance, or edge computing environments [4].

Table 1: Data Proliferation and Privacy Regulation
Imperatives Driving Federated Learning Adoption [1-4]

Aspect Description
Global Dgta _Creatlon 175 zettabytes by 2025
Projection
Regulatory GDPR and HIPAA prohibit
Compliance A
data centralization
Frameworks

Federated Learning
Introduction

Formally introduced by
McMahan et al. in 2016

Privacy Architecture
Principle

Raw data remains local; only
model updates transmitted

2. How Federated Learning Works

The architectural logic of federated learning inverts
the conventional data pipeline. In a standard
centralized training workflow, data from all sources
is ingested into a unified repository before a model
training job is dispatched. Federated learning
reverses this sequence entirely — the model travels
to the data rather than the data traveling to the
model. A central server initializes a global model
and distributes its current parameters to a selected
subset of participating nodes, referred to as clients.
Each client runs a local training procedure on its
private  dataset, computing updated model
parameters or gradients. These updates — not the
underlying data — are then transmitted back to the
server, which applies an aggregation algorithm to
produce a new global model. This cycle, known as
a communication round, repeats until the model
converges to a satisfactory performance threshold
[8].

Federated Averaging is a canonical method that
computes a weighted average of client model
updates, with each client's assigned weight being

proportional to the size of its local dataset.
Optimization algorithms such as Federated
Stochastic Gradient Descent extend traditional
gradient descent to the federated setting, allowing
devices to compute local gradients and synchronize
model updates with a central server, often
incorporating momentum and adaptive learning
rates to enhance convergence across heterogeneous
data distributions [8]. Communication protocols —
whether parameter server architectures or peer-to-
peer configurations — govern how these gradient
exchanges occur, and reducing the frequency and
volume of such exchanges remains a central
engineering concern in bandwidth-constrained
deployments [8].

The privacy guarantees of federated learning derive
from the fact that raw data never leaves the client
device. However, research has demonstrated that
model updates themselves can, under adversarial
conditions, leak information about the underlying
training data through gradient inversion attacks.
The Wasserstein Distance-based Deep Leakage
from Gradients method demonstrated that by
minimizing the distance between virtual and real
gradients using Wasserstein distance as a loss
function, an attacker can recover private training
images from shared gradients with higher fidelity
and faster convergence than earlier Euclidean-
distance-based approaches, successfully
reconstructing images across datasets including
MNIST, FashionMNIST, SVHN, and CIFAR-10
[5]. The integration of differential privacy into
federated learning  pipelines—in  which a
mathematically rigorous bound on individual-level
information leakage is induced by adding calibrated
Gaussian  noise in client updates before
transmission—was motivated by this finding.
Large-scale differentially private pretraining of a
transformer-based language model with 340M
parameters achieved a masked language model
accuracy of 60.5% at a privacy budget of epsilon
equal to 5.36, demonstrating that meaningful model
utility can be preserved even under formal privacy
constraints [6].

Secure  aggregation  protocols  provide a
complementary layer of protection by using
cryptographic techniques such as secret sharing and
homomorphic encryption to ensure the central
server can compute the aggregate of client updates
without observing any individual contribution.
Modern  privacy-preserving machine learning
frameworks increasingly adopt hybrid architectures
that combine differential privacy, homomorphic
encryption, secure multi-party computation, and
zero-knowledge proofs to address complementary
weaknesses across the privacy pipeline [7]. The full
federated learning training pipeline — local



Prakash Reddy Vanga / IJCESEN 12-1(2026)1537-1543

training, update compression, secure aggregation,
and global model redistribution has been
implemented end-to-end on cloud platforms, with
managed frameworks reducing engineering setup
time compared to custom implementations [8].

Table 2: Privacy-Preserving Model Training [5-8]

Component Measurement
Transformer-based language model 340M
parameters
Ma§ked language model accuracy 60.5%
achieved
Privacy budget epsilon value 5.36

3. Cloud Infrastructure as the Backbone

Cloud platforms provide the essential orchestration
and scalability infrastructure that federated learning
requires to transition from research demonstrations
to deployable enterprise systems. Production-scale
federated learning involves hundreds to thousands
of geographically distributed clients; this involves
submitting asynchronous model updates at irregular
intervals and creating coordination demands that
hugely = exceed  on-premises infrastructure
capabilities. Managed cloud services abstract away
the operational complexity through specialized
federated learning orchestration layers that handle
client selection, communication round
management, and update aggregation as
configurable pipeline stages, enabling organizations
to deploy federated systems without building

custom infrastructure from the ground up
[9].Elastic compute resource allocation forms the
technical ~ foundation  enabling  cloud-based
federated learning to function efficiently.

Aggregation servers must dynamically scale their
processing capacity as the number of participating
clients fluctuates significantly across consecutive
training rounds. In large-scale federated learning
deployments, participating clients in a single round
can range from tens to several thousand, scaling the
aggregation workload proportionally with client
participation. Cloud auto-scaling mechanisms
provision additional compute instances within
seconds of load spikes. Upon round completion,
they release idle capacity. A practical
demonstration of this approach is federated
keyboard prediction—an event that processed 600
million sentences across 1.5 million participating
client devices in 4-5 days by leveraging intelligent
resource  orchestration.  Dynamic  capacity
management such as this reduces idle compute
costs significantly, in contrast to statically
provisioned aggregation servers that handle
equivalent workloads [9].Network infrastructure
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optimization  significantly impacts federated
learning performance by reducing update
transmission  latency  between clients and

aggregation servers. Content delivery network
integration and edge node deployment allow model
parameters to be distributed from geographically
proximate servers, reducing round-trip latency
considerably in multi-region deployments where
client populations span continents. For federated
learning workloads involving mobile or Internet of
Things clients with limited connectivity, cloud
platforms support advanced network slicing to
guarantee minimum bandwidth allocations during
update transmission, preventing training round
stalls caused by congestion during critical
aggregation phases [10].Cloud-native security
services directly reinforce federated learning's
privacy guarantees at the infrastructure level
through hardware acceleration and cryptographic
protection. Trusted Execution Environments
available as confidential computing instances allow
aggregation computation itself to execute inside
encrypted enclaves that remain opaque to cloud
provider administrators. Performance benchmarks
demonstrate that confidential computing introduces
some portion of overhead compared to standard
instances, a trade-off widely accepted for regulated-
industry  deployments  requiring  third-party
assurance. Systematic audit logs, automated
anomaly detection of submitted updates, and
standard role-based access control of model artifact
storage can help to meet the governance
requirements of compliance standards.
Organizations that use native cloud federated
learning systems with integrated differential
privacy and secure aggregation protocols have been
observed to have a fairly shorter compliance
certification time as compared to self-hosted
federated systems [10].Industrial Internet of Things
applications benefit substantially from blockchain-
based privacy-preserving data sharing integrated
with cloud federated learning infrastructure. These
hybrid architectures protect sensitive operational
data while enabling collaborative model training
across competing organizations. Compared to
conventional centralized methods, the support
vector machine accuracy improvements achieved
through privacy-preserving federated methods
reached 86.5% on distributed industrial datasets—
making the effectiveness of this infrastructure
pattern for manufacturing and process optimization
scenarios evident [11].

4. Key Application Domains

Federated learning has emerged as a transformative
approach  across  multiple  industrial  and
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organizational sectors where privacy preservation
and distributed data processing are paramount.

Table 3: Elastic Cloud Resource Orchestration for

Distributed Model Training [9-12]
, . Quantified
Implementation Metric Result

Federated keyboard prediction 600 million
sentences processed
Client devices participating in training 1.5 million
Training period 4-5 days
Accuracy of privacy-preserving 0
federated methods 86.5%
Findings pertaining to federated learning

applications reveal substantial adoption across
domains, the major ones being healthcare, Internet
of Things (loT) , natural language processing,
mobile services, autonomous vehicles,
recommender systems, and financial technology. A
thorough analysis of 105 federated learning
publications reported that approximately 30% of
research focused on healthcare applications and
25% concentrated on Internet of Things and edge-
based implementations, while the remaining
research was spread out across autonomous
vehicles, natural language processing, mobile
services, recommender systems, and financial
technology [13]. This variation in distribution
reflects the practical urgency of privacy-preserving
machine learning in sectors handling sensitive or
distributed data.

Health care is a major sector in which federated
learning addresses the problem of data silos of
hospitals, research and academic medical
institutions, and clinics to build global predictive
models from patient records in distributed
environments, without the necessity of data sharing.
This is particularly important to comply with
regulations like the Health Insurance Portability
and Accountability Act and the General Data
Protection Regulation. In a systematic review of 89
studies from 2015 to 2023, horizontal federated
learning was the most predominant approach,
featuring in 80 of those studies. Vertical federated
learning and transfer learning were not widely used,
but both have the potential to learn from siloed
clinical data generated by imaging systems,
electronic health records, and genomics databases.
Federated learning applications in health have been
particularly valuable in low-prevalence diseases
where each institution does not have enough
patients to build a high-performing model, but
large, geographically diverse knowledge can be
gained from many different health systems.

Beyond healthcare, federated learning frameworks
extend to secure financial services and
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cybersecurity domains. Secure federated transfer
learning architectures preserve customer data
confidentiality across banking networks while
providing mechanisms for cross-institutional
collaboration in fraud detection, credit risk
assessment, and transaction monitoring  [15].
Cryptographic enhancement and privacy-preserving
aggregation protocols are utilized in these
environments to prevent unauthorized disclosure of
competitive intelligence or customer behavioral
patterns while still sharing the benefits of collective
threat intelligence and pattern recognition
capabilities with institutions and organizations.

The convergence of federated learning with cloud
and edge computing has allowed for use in
autonomous systems, the Industrial Internet of
Things (110T), and near-real-time decisions, such as
threat detection in critical infrastructure. In critical
infrastructures, federated learning can reduce threat
detection latency by 40% compared to centralized
security controls. Around 25% less risk to privacy
is shown when comparing federated learning with
training centralized artificial intelligence models in
sensitive areas like healthcare [16]. The inherent
dual benefit of enhanced security responsiveness
and privacy protection has driven adoption across
manufacturing environments, smart city
infrastructure, and autonomous vehicle networks:
domains where competing operational demands of
real-time processing and data sensitivity exist.

The trajectory of federated learning in real-life
scenarios shows an increased adoption in regulated
industries and decentralized operational
environments, where the centralization of data is
either legally regulated or operationally non-viable.
These characteristics of federated learning—
privacy, distributed computation, and online
learning—make it particularly suitable for next-
generation machine learning applications across
diverse organizational environments.

Table 4: Federated Learning Adoption Distribution
Across Industry Sectors [13-16]

Application Metric V(f,l/IOL;e

Healthcare federated learning studies 30%

Internet of T_hln_gs and edge 2506
applications

Threat detection latency reduction 40%

Privacy risk reduction in Al training 25%

5. Challenges and the Path Forward

Data heterogeneity represents the most persistent
and technically complex challenge across federated
networks. In centralized training regimes, datasets



Prakash Reddy Vanga / IJCESEN 12-1(2026)1537-1543

can be shuffled, resampled, and balanced before
model ingestion. In federated settings, each client's
local dataset emerges as a product of its operational
environment, patient population, customer base, or
device usage patterns—a condition formally
described as non-independent and identically
distributed data. Empirical  studies have
demonstrated that under highly non-11D conditions,
where each client holds data from only a single
class label, standard federated averaging
approaches suffer significant accuracy degradation
relative to 11D baselines on benchmark
classification tasks [17]. Advanced optimization
algorithms such as FedProx, which adds a proximal
regularization term to the local objective function to
limit drift of local models from the global model,
have been shown to recover meaningful portions of
this accuracy loss in heterogeneous settings,
improving absolute test accuracy in highly
heterogeneous environments  with  substantial
stragglers [17].Communication efficiency remains a
structural ~ constraint  in  bandwidth-limited
deployments characteristic of edge and mobile
environments. While federated learning avoids raw
data transmission, each training round requires
clients to upload model updates that can range from
megabytes to gigabytes for large deep learning
models.  Gradient  compression  techniques,
including top-k sparsification—which transmits
only the k largest gradient values per
communication round—and quantization, which
reduces numerical precision to lower bit-width
representations, have demonstrated substantial per-
round communication cost reductions with minimal
accuracy degradation on standard benchmarks [18].
Model fairness and contribution imbalance pose
governance challenges in production deployments.
Clients contribute updates at different frequencies
due to connectivity constraints, computational
capacity variations, and dataset size differences.
Without corrective mechanisms, global models can
overfit to well-represented clients. Benchmark
evaluations  of  fairness-aware  aggregation
algorithms have shown that equitable weighting
strategies  substantially  reduce performance
disparity across client groups, without meaningful
sacrifice in average model accuracy, as compared
to standard federated averaging aggregation [18].

Regulatory alignment remains an evolving
challenge for regulated industries. The architectural
privacy properties of federated learning alone are
insufficient for alignment with regulatory

frameworks such as GDPR and HIPAA. Regulators
necessitate  demonstrable  data  provenance,
traceability, explainability of the generated results,
and governance mechanisms among all federated
members. The essence of this is exemplified by the
rapidly growing smart logistics market, which
foresees the need for  privacy-preserving
collaborative intelligence [19]. Standardization of
audit schemas and inter-institutional data
processing agreements for federated research are
some of the emerging approaches for federated
learning  governance  frameworks.  Privacy-
preserving frameworks based on Restricted
Boltzmann Machines and instance reduction have
been effective at assessing the trade-offs between
privacy and utility in federated learning and can
produce strong models with less computational cost
[20].

6. Conclusion

From being an emerging distributed computing
theory, federated learning has now evolved into an
essential infrastructure for privacy-preserving
artificial intelligence across regulated industries and
geographically dispersed operational environments.
Moving computation to data rather than
centralizing data for processing—the framework's
fundamental  architectural  inversion—enables
sophisticated collaborative intelligence  while
complying with regulatory mandates prohibiting
sensitive information transfer across jurisdictional
boundaries.  Ongoing advances in aggregation
algorithms, communications compression, and
privacy-preserving  technologies continue to
enhance federated learning's applicability to
heterogeneous networking and resource-constrained
environments. Healthcare, financial services, and
industries catering to autonomous systems have
been gaining insights from data that earlier used to
be separated in siloed systems  without
compromising data confidentiality or regulatory
compliance by leveraging federated learning.
Three aspects—cloud infrastructure  maturity,
cryptographic innovation, and algorithm
optimization—converge to position federated
learning as a pioneer for next-generation machine
learning applications. This necessitates
simultaneous achievement of model accuracy, data
confidentiality, and regulatory  compliance
objectives across organizational scales and sectors.

Table 5: Federated Learning Challenges and Solution Mechanisms

Challenge Category

Aspect/Solution

Data Heterogeneity

Non-11D data causes accuracy degradation in federated averaging

Communication Efficiency

Gradient compression reduces per-round communication costs
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Model Fairness Problem

Clients' unequal contributions cause overfitting to well-represented data

Fairness-Aware Aggregation

Equitable weighting reduces performance disparity across groups

Regulatory Compliance

GDPR and HIPAA require data lineage and explainability

Smart Logistics Sector

Market expansion driven by privacy-preserving intelligence demands

Privacy-Ultility Framework

Restricted Boltzmann Machines perform strongly and efficiently

Author Statements:

e Ethical approval: The conducted research is
not related to either human or animal use.

e Conflict of interest: The authors declare that
they have no known competing financial
interests or personal relationships that could
have appeared to influence the work reported in
this paper

o Acknowledgement: The authors declare that
they have nobody or no-company to
acknowledge.

e Author contributions: The authors declare that
they have equal right on this paper.

e Funding information: The authors declare that
there is no funding to be acknowledged.

o Data availability statement: The data that
support the findings of this study are available
on request from the corresponding author. The
data are not publicly available due to privacy or
ethical restrictions.

e Use of Al Tools: The author(s) declare that no
generative Al or Al-assisted technologies were
used in the writing process of this manuscript.

References

[1] Harnil Oza, "Experts' Prediction For Big Data From
2020-2025," HData Systems, 2020. [Online].
Available:
https://www.hdatasystems.com/blog/experts-
prediction-for-big-data-from-2020-2025

[2] Chao Yan et al., "Generating Synthetic Electronic
Health Record Data Using Generative Adversarial

Networks:  Tutorial,” NLM, 2024. [Online].
Available:
https://pmc.ncbi.nlm.nih.gov/articles/PMC1107489
1/

[3] H. Brendan McMahan et al.,, "Communication-
Efficient Learning of Deep Networks from
Decentralized Data,” arXiv, 2023. [Online].
Available: https://arxiv.org/pdf/1602.05629

[4] Peter Kairouz et al., "Advances and Open Problems
in Federated Learning," arXiv, 2021. [Online].
Available: https://arxiv.org/pdf/1912.04977

[5] Zifan Wang et al., "Wasserstein Distance-Based
Deep Leakage from Gradients,” MDPI, 2023.
[Online]. Awvailable: https://www.mdpi.com/1099-

4300/25/5/810
[6] Rohan Anil et al., "Large-Scale Differentially Private
BERT," arXiv, 2021. [Online]. Available:

https://arxiv.org/pdf/2108.01624

[7] Elif Nur Kucur et al., "Privacy-Preserving Machine
Learning Techniques: Cryptographic Approaches,
Challenges, and Future Directions,” MDPI, Dec.
2026. [Online]. Available:
https://www.mdpi.com/2076-3417/16/1/277

[8] M. Katyayani et al., "Federated Learning:
Advancements, Applications, and Future Directions
for Collaborative Machine Learning in Distributed
Environments,” JES, 2024. [Online]. Available:
https://journal.esrgroups.org/jes/article/view/1900/1
520

[9] Andrew Hard et al., "Federated Learning for Mobile
Keyboard Prediction,” ARxIV, 2019. [Online].
Available: https://arxiv.org/pdf/1811.03604

[10] Thuy Do et al., "Edge assignment in edge federated
learning,” Springer Nature, 2023. [Online].
Available:
https://link.springer.com/article/10.1007/s42452-
023-05498-2

[11] Arvind Kumar Pandey et al., "Privacy-preserved
data sharing using blockchain and support vector
machine  for industrial loT  applications,”
ScienceDirect, 2023.  [Online].  Available:
https://www.sciencedirect.com/science/article/pii/S
2665917423002271

[12] Subrato Bharati et al., "Federated learning:
Applications, challenges, and future directions,”
arXiv. [Online]. Available:
https://arxiv.org/pdf/2205.09513

[13] Momina Shaheen et al., "Applications of Federated
Learning: Taxonomy, Challenges, and Research
Trends,” MDPI, 2022. [Online]. Available:
https://www.mdpi.com/2079-9292/11/4/670

[14] Fan Zhang et al., "Recent methodological advances
in federated learning™ for  ScienceDirect, 2024.
[Online]. Available:
https://www.sciencedirect.com/science/article/pii/S
2666389924001314

[15] Y. Liu, Z. Kang, C. Xing, T. Chen, and Q. Yang, "A
secure federated transfer learning framework,"
IEEE Intelligent Systems, vol. 35, no. 4, pp. 70-82,
2020. [Online]. Available:
https://www.mdpi.com/2079-9292/14/5/1019

[16] Latifa Albshaier et al., "Federated Learning for
Cloud and Edge Security: A Systematic Review of
Challenges and Al Opportunities,” MDPI, Mar.
2025. [Online]. Available:
https://www.mdpi.com/2079-9292/14/5/1019

[17] Tian Li et al, "Federated Optimization in
Heterogeneous Networks," arXiv, 2020. [Online].
Available: https://arxiv.org/pdf/1812.06127

[18] Fotis Nikolaidis et al., "Towards Efficient Resource
Allocation for Federated Learning in Virtualized
Managed Environments,” MDPI, 2023. [Online].
Available: https://www.mdpi.com/1999-
5903/15/8/261



https://www.hdatasystems.com/blog/experts-prediction-for-big-data-from-2020-2025
https://www.hdatasystems.com/blog/experts-prediction-for-big-data-from-2020-2025
https://pmc.ncbi.nlm.nih.gov/articles/PMC11074891/
https://pmc.ncbi.nlm.nih.gov/articles/PMC11074891/
https://arxiv.org/pdf/1602.05629
https://arxiv.org/pdf/1912.04977
https://www.mdpi.com/1099-4300/25/5/810
https://www.mdpi.com/1099-4300/25/5/810
https://arxiv.org/pdf/2108.01624
https://www.mdpi.com/2076-3417/16/1/277
https://journal.esrgroups.org/jes/article/view/1900/1520
https://journal.esrgroups.org/jes/article/view/1900/1520
https://arxiv.org/pdf/1811.03604
https://link.springer.com/article/10.1007/s42452-023-05498-2
https://link.springer.com/article/10.1007/s42452-023-05498-2
https://www.sciencedirect.com/science/article/pii/S2665917423002271
https://www.sciencedirect.com/science/article/pii/S2665917423002271
https://arxiv.org/pdf/2205.09513
https://www.mdpi.com/2079-9292/11/4/670
https://www.sciencedirect.com/science/article/pii/S2666389924001314
https://www.sciencedirect.com/science/article/pii/S2666389924001314
https://www.mdpi.com/2079-9292/14/5/1019
https://www.mdpi.com/2079-9292/14/5/1019
https://arxiv.org/pdf/1812.06127
https://www.mdpi.com/1999-5903/15/8/261
https://www.mdpi.com/1999-5903/15/8/261

Prakash Reddy Vanga / IJCESEN 12-1(2026)1537-1543

[19] Guma Ali et al., "Blockchain and Federated
Learning in  Edge-Fog-Cloud = Computing
Environments for Smart Logistics," Mesopotamian
Journal of Cybersecurity, Jul. 2025. [Online].
Available:
https://mesopotamian.press/journals/index.php/Cyb
erSecurity/article/view/865/814

[20] Alya Alshammari and Khalil EI Hindi, "Privacy-
Preserving Deep Learning Framework Based on
Restricted Boltzmann Machines and Instance
Reduction Algorithms,” MDPI, 2024. [Online].
Available: https://www.mdpi.com/2076-
3417/14/3/1224

1543


https://mesopotamian.press/journals/index.php/CyberSecurity/article/view/865/814
https://mesopotamian.press/journals/index.php/CyberSecurity/article/view/865/814
https://www.mdpi.com/2076-3417/14/3/1224
https://www.mdpi.com/2076-3417/14/3/1224

