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Abstract:

The rapid evolution of telecommunication technologies towards 5G and 6G has
necessitated a paradigm shift from rigid hardware-based infrastructures to flexible,
software-defined architectures. This transition is primarily driven by Software-Defined
Networking (SDN) and Network Function Virtualization (NFV), which enable dynamic
resource management and programmability. However, the centralization of control in
SDN and the distributed nature of NFV introduce novel security vulnerabilities,
particularly in Zero-Touch Networks (ZTN) and Cloud-Enabled IoT environments. This
review paper critically analyzes the current state of adaptive networking protocols,
focusing on the integration of Artificial Intelligence (Al) and Machine Learning (ML)
for intrusion detection and threat mitigation. We examine recent methodologies,
including Deep Learning (DL), Bio-inspired algorithms, and Blockchain-based trust
mechanisms, evaluating their efficacy in addressing scalability, latency, and data
integrity. The review identifies critical research gaps in real-time adaptivity and
computational efficiency, proposing a unified, lightweight framework for intelligent
orchestration in next-generation communication systems.

1. Introduction

As illustrated in Figure 1, the progression from 1G
to 6G represents not just an increase in speed, but a

The telecommunications landscape is undergoing a
revolutionary transformation, driven by the
exponential growth of the Internet of Things (loT),
the deployment of 5G networks, and the
conceptualization of 6G systems. Traditional
network architectures, characterized by proprietary
hardware and static configurations, are increasingly
incapable of meeting the diverse and demanding
requirements of modern applications, such as ultra-
low latency, massive connectivity, and high
bandwidth. To address these challenges, the
industry has embraced Network Softwarization, a
fundamental shift enabled by two complementary
technologies: Software-Defined Networking (SDN)
and Network Function Virtualization (NFV).

fundamental change in architectural flexibility.
SDN decouples the network control plane from the
data forwarding plane, centralizing network
intelligence in software-based controllers. This
separation allows for direct programmability of
network traffic, enabling operators to dynamically
adjust policies and routing in real-time.
Concurrently, NFV abstracts network functions
(e.g., firewalls, load balancers, routers) from
dedicated hardware, allowing them to run as virtual
machines (VMs) or containers on standard servers.
Together, SDN and NFV form the backbone of
Cloud-Enabled Networks, offering unprecedented
flexibility, scalability, and cost-efficiency.

However, this architectural evolution introduces
significant security paradigms. The centralized
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SDN controller becomes a single point of failure
and a high-value target for Distributed Denial of
Service (DDoS) attacks. Furthermore, the
expansion of the attack surface in loT-dense "Smart
City" environments necessitates robust, automated

security  mechanisms.  Traditional  perimeter
defenses are insufficient against sophisticated,
multi-vector  attacks in  these  distributed

environments. Consequently, there is a critical need
for Adaptive Networking Protocols that leverage
Acrtificial Intelligence (Al) to predict, detect, and
mitigate threats autonomously—a concept often
referred to as Zero-Touch Network Security
(ZTNS).

2: Related work and literature survey

The domain of SDN/NFV security has witnessed a
surge in research, particularly focusing on Al-
driven Intrusion Detection Systems (IDS). Early
approaches relied on statistical analysis and
machine learning (ML) algorithms like Support
Vector Machines (SVM) and Random Forests.
However, the complexity of modern attacks has
shifted the focus towards Deep Learning (DL) and
hybrid architectures.

One significant trend is the move towards Zero-
Touch Networks (ZTN), where networks self-
configure and self-heal. Qazi et al. (2024) proposed
a ZTNS framework using a multi-layered CNN,
achieving 99.8% accuracy on the CICIDS-2018
dataset, demonstrating the viability of DL for high-
volume traffic analysis. Similarly, Nayak et al.
(2024) introduced a bio-inspired approach, the
Binarized Deep Spiking Capsule Fire Hawk Neural
Network (BSHNN), combined with blockchain for
5G SDN, addressing both detection accuracy and
data integrity.

3: Methods incorporated

The reviewed literature reveals a convergence of
three primary methodological pillars in developing
adaptive networking protocols: Deep Learning
Architectures, Network Softwarization
(SDN/NFV), and Trust Technologies (Blockchain).

3.1. SDN/NFV Orchestration:

The methodology for deployment relies heavily on
the SDN/NFV architecture. The SDN controller
acts as the centralized brain, while NFV allows
security tools to be deployed instantly as software.

Figure 2 depicts the high-level architecture where
the Control Plane interacts with the Data Plane via
the Southbound Interface (OpenFlow), and with
applications via the Northbound Interface. This
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separation is crucial for inserting Al-driven
modules that can monitor global network states
without affecting individual switch performance.

3.2. Deep Learning for Anomaly Detection:

The core method for "adaptive" security is the
replacement of static signature-based detection with
dynamic Deep Learning models.

Convolutional Neural Networks (CNN):
Used to extract spatial features from
network traffic flows.

Spiking Neural Networks (SNN): Utilized
for their energy efficiency and ability to
model complex temporal dynamics in 5G
traffic.

Figure 3 illustrates a typical Zero-Touch Network
Security (ZTNS) workflow. Traffic is ingested from
the SDN data plane, pre-processed, and analyzed by
the Deep Learning engine. Upon detecting an
anomaly (e.g., DDoS), the system automatically
pushes mitigation rules back to the SDN controller,
closing the loop without human intervention.

3.3. Blockchain for Distributed Trust:

To prevent "Flow Table Poisoning” (where
attackers inject malicious rules into the SDN
controller), methodologies now incorporate
Distributed Ledger Technology (DLT). Flow rules
are encrypted and hashed onto a ledger, ensuring
that switches can verify the integrity of a rule
before execution.

4: Discussion
4.1 Advantages & problems

Advantages: The primary advantage of Al-
enhanced SDN/NFV frameworks is agility. Unlike
hardware appliances, software-based IDS can be
updated instantly across the entire network. Al
models provide predictive capabilities, detecting
unknown "zero-day" attacks that bypass static
firewalls.

Problems: The centralization of the SDN controller
creates a bottleneck. If the Al model requires heavy
computation, the controller may become
overwhelmed during high-traffic  volumetric
attacks. Additionally, Data Imbalance in training
sets leads to biased models.

4.2 Challenges
e Real-Time Latency: 5G and 6G require ultra-
low latency (<1ms). Complex Al inference and
blockchain consensus can introduce delays of
several seconds.
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o Adversarial Al: Attackers are now using Al to
generate "Adversarial Examples” designed to
fool the IDS.

o Scalability: As loT devices multiply, the volume
of flow logs becomes unmanageable for
centralized processing.

4.3 Research gap and future directions

1G - 4G: Hardware-Centric Era (Limited Flexibility)
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A critical gap exists in the development of

"Lightweight, Online-Adaptive AI" for SDN.

Existing models are accurate but heavy. There is a

lack of Hybrid Models (e.g., Quantized

Transformers) that can run on the Network Edge.

Future Directions:

o Federated Learning (FL): Moving training to the
edge to preserve privacy.

o Lightweight Trust: Replacing Proof-of-Work
blockchains with DAG-based ledgers.

5G & 6G: Software-Defined & Flexible Era
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Figure 1: The Architectural Paradigm Shift from 1 G to 6G

Table 1: Literature Survey of Recent Adaptive Security Frameworks (2020-2026)

Author & Methodology / Dataset Used Key Focus/ Limitations / Gaps
Year Technique Contribution
Lorincz et al. SDN/NFV N/A (Review/ Analyzed the impact of Lack of experimental
(2026) Softwarization & Al- Architecture) softwarization on energy validation for specific Al
driven Energy efficiency in 5G/6G; energy models in real-world
Optimization proposed Al for dynamic B5G scenarios.
resource scaling.
Qazi etal. Zero-Touch Network CICIDS-2018 Proposed a 5-layer CNN Focused primarily on
(2024) Security (ZTNS) for autonomous intrusion | detection; lacked a proactive
using CNN detection in Smart City mitigation or "response"
ZTNs. Achieved 99.8% mechanism for zero-day
accuracy. attacks.
Nayak et al. BSHNN (Binarized | Real-time traffic | Integrated bio-inspired Al High authentication time
(2024) Deep Spiking / Simulation for classification and (16.2s) due to blockchain
Capsule Fire Hawk Blockchain for securing consensus is a bottleneck for
Network) + flow rules in 5G SDN. URLLC applications.
Blockchain
Janabi et al. Survey of IDS in Review of Comprehensive taxonomy | Identified that many studies
(2024) SDN (ML/DL KDD’99, NSL- of SDN attacks (DDoS, still use outdated datasets and
approaches) KDD, U2R, Probe) and lack scalability analysis for
CICIDS2017 evaluation of ML/DL distributed controllers.
efficacy.
Kumar et al. Al-driven Security N/A (Survey) Explored Al's role in 6G | Theoretical framework; lacks
(2025) for 6G (Survey) enablers (THz, VLC, specific implementation
Quantum). Proposed a details for the proposed "Al-
roadmap for Al-centric enabled security layer."
6G security.
Chatzimiltis SDN-IDS with Custom SDN Used feature selection and Relied on traditional ML
et al. (2024) Ensemble Learning Dataset data resampling (SMOTE) | (Random Forest/XGBoost)
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(XGBoost, RF) to handle imbalanced which may struggle with
traffic in SDN. complex, high-dimensional

6G data compared to DL.
Attou et al. Intelligent IDS for N/A Focused on detecting Specific architectural details

(2023) Cloud Computing malicious activities in for SDN integration were

cloud environments using limited.
intelligent systems.
Awajan Deep Learning-based CSE-CIC- Designed a DL model Detection rate for rare attack
(2023) IDS for loT IDS2018 specifically for classes needs improvement;
heterogeneous 10T limited focus on "zero-touch"
networks. automation.

Al-Qatfetal. | Sparse Autoencoder NSL-KDD Combined deep feature Used an older dataset (NSL-
(2018) + SVM extraction (Autoencoder) | KDD) which does not reflect

with efficient modern SDN/5G traffic

classification (SVM). patterns.
Tang et al. Deep Neural NSL-KDD Early application of Deep High false alarm rates

(2016) Network (DNN) for Learning specifically for compared to modern hybrid

SDN SDN-based flow analysis. models; lacked real-time

processing capabilities.
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Figure 2: Functional View of SDN/NFV interaction Flow
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Figure 4 : Proposed Lightweight Hybrid Al & Trust Model (Solution Architecture)

4.4 Recommendations

Based on the review, the following research phases
are recommended for further study, as visualized
below:

Figure 4 represents the proposed Lightweight

Hybrid Al & Trust Model.

e Phase 1: Development of a Quantized CNN-
Transformer model (shown in the Al Engine
block) to combine spatial and temporal analysis
with low latency.

e Phase 2: Integration of a "Verify-Once" Hash-
Chain (shown in the Trust Module) to replace
heavy  blockchain  consensus,  enabling
millisecond-level rule verification.

5. Conclusions

The transition to 6G requires network security that
is as dynamic as the network itself. This review
established that while SDN provides flexibility, it
introduces  centralized  vulnerabilities.  The
integration of Artificial Intelligence has proven
effective in Zero-Touch Networks, but current
solutions suffer from high computational overhead
and latency. To realize the vision of "Intelligent,
Scalable, and Secure" networking, future research
must pivot towards decentralized intelligence and
lightweight cryptographic primitives, as proposed
in the hybrid framework.
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