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Abstract:  
 

This paper presents a scalable, secure blockchain-based healthcare system architecture 

that efficiently manages large patient datasets. DHTs and Skip Lists enable efficient data 

access, while DPoS and PBFT facilitate parallel transaction processing. Adaptive filters, 

Radix Trees extended by Merkle Trees, and an immutable blockchain ledger secured by 

Tendermint consensus ensure data integrity and protection against evolving threats. 

Threshold Cryptography secures consensus participant selection, and Bulletproofs verify 

transactions, complying with healthcare regulations. ChaCha20, a symmetric stream 

cipher, encrypts sensitive data, enhancing performance across devices. ABAC manages 

access rights, ensuring fine-grained control over data accessibility. This architecture 

offers a comprehensive, efficient, and secure solution for healthcare data management in 

blockchain environments. 

 

1. Introduction 
 

Healthcare systems worldwide are grappling with 

the challenge of securely and efficiently managing 

vast amounts of patient data. Traditional centralized 

systems have proven inadequate in addressing these 

concerns, leading to a growing interest in blockchain 

technology as a potential solution [1], [2],[3], [6]. 

While public blockchain networks offer 

decentralization, they often fall short in terms of 

scalability, privacy, and regulatory compliance 

within the healthcare sector [4], [9]. In response to 

these limitations, permissioned blockchain solutions 

have emerged as a promising alternative for 

healthcare applications [5], [8].  

 These systems provide controlled access, allowing 

only authorized participants to join the network and 

validate transactions. This feature ensures enhanced 

privacy protection and compliance with stringent 

healthcare regulations [2], [7], [15]. Moreover, 

permissioned blockchains can achieve higher 

transaction throughput and lower latency compared 

to their public counterparts, making them more 

suitable for handling large volumes of patient data 

[6], [10].   

Despite these advantages, existing blockchain 

implementations in healthcare still face challenges in 

scalability and security when dealing with extensive 

patient datasets [11], [14]. To address these issues, 

this paper proposes a novel, scalable, and secure 

blockchain-based architecture specifically designed 

for managing large patient datasets in healthcare 

settings [13], [18]. The proposed system leverages 

various advanced technologies to enhance 

performance, security, and compliance with 

healthcare regulations [19].   

This paper is organized as follows: Section II 

provides a literature review of blockchain 

applications for healthcare [12], [17]. Section III 

presents the proposed system, outlining its key 

features and objectives [22]. Section IV describes 

the implementation methodology. Section V details 

the experimental setup. Section VI presents the 

results of the evaluation. Finally, Section VII 

concludes the paper and outlines future research 

directions. 
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2.  Literature Review  

 
The integration of blockchain technology in 

healthcare has emerged as a significant area of 

research and development, offering potential 

solutions to longstanding challenges in the sector. 

Blockchain's key features, including decentralized 

storage, authentication, distributed ledger, and 

immutability, make it well-suited to address strict 

healthcare legislative requirements, such as the 1996 

HIPAA Act [10][21]. When integrated with 

healthcare cyber-physical systems (H-CPS), 

blockchain provides benefits such as device 

identification, authentication, integrity, and non-

repudiation [14]. 

 

Blockchain is transforming healthcare delivery 

systems by enhancing operational efficiency and 

patient care [1]. However, implementation faces 

legal and regulatory challenges. Yaacob [2] 

highlights the complexities of regulating innovative 

technologies like distributed ledger technology 

(DLT) and blockchain in healthcare, emphasizing 

the need for robust legal frameworks. Min et al. [3] 

provide a comprehensive review of blockchain 

technology research and applications, identifying 

trends that suggest its potential for improving data 

integrity and security in healthcare. 

 

Ali et al. [4] explore the integration of blockchain 

with hybrid deep learning to enhance security and 

scalability in healthcare systems. Ribitzky et al. [5] 

emphasize the importance of an interdisciplinary 

approach to blockchain implementation in 

healthcare, advocating for stakeholder collaboration. 

This collaborative approach is crucial for addressing 

multifaceted challenges, including supply chain 

management. Miah [19] offers insights into 

blockchain's role in enhancing transparency and 

traceability in the healthcare supply chain, 

particularly in pharmaceutical distribution. 

 

Singh [15] proposes using blockchain technology to 

improve patient consent management, addressing 

critical ethical considerations in healthcare data 

management and enhancing patient autonomy. 

However, Ramzan et al. [9] identify significant 

barriers to blockchain adoption in healthcare, 

including technical hurdles and resistance to change. 

Llambias et al. [12] highlight the need for 

interoperability in blockchain systems, discussing 

gateway-based solutions for bridging various 

blockchain networks. 

 

Scalability remains a challenge in blockchain-based 

healthcare systems due to the large volume of data 

generated by IoMT devices. To address this, 

innovative approaches like the combination of PUF, 

blockchain, and Tangle have been proposed, 

providing decentralized access control and security 

in H-CPS with minimal energy requirements, data 

storage, and response time [25]. Tandon et al. [16] 

present a framework for future research on 

blockchain in healthcare, calling for focused studies 

on user adoption, integration strategies, and long-

term implications of blockchain technologies. 

 

The literature review reveals that blockchain 

technology offers significant potential for 

addressing key challenges in healthcare data 

management, including security, privacy, and 

interoperability. However, several barriers to 

widespread adoption remain[25]. The proposed 

architecture in this paper aims to address these 

challenges by integrating advanced technologies like 

Distributed Hash Tables, Skip Lists, and hybrid 

consensus mechanisms to create a scalable and 

secure framework for managing electronic health 

records. 

 

This novel approach combines the benefits of 

permissioned blockchain with innovative data 

structures and cryptographic techniques to enhance 

scalability, security, and efficiency. The use of 

ChaCha20 encryption, Bulletproofs for transaction 

verification, and Attribute-Based Access Control 

aligns with healthcare regulatory requirements while 

optimizing performance across diverse devices. 

 

While the proposed system shows promise, further 

research is needed to evaluate its real-world 

performance, implementation costs, and integration 

challenges with existing healthcare IT infrastructure. 

Future studies should focus on practical adoption 

strategies and empirical assessment in diverse 

healthcare settings to fully realize the potential of 

blockchain technology in healthcare. 

 

3. Proposed system 

 

The proposed paper presents a comprehensive and 

innovative approach to managing electronic health 

records (EHRs) using permissioned blockchain 

technology[18]. The architecture combines 

advanced technologies to create a scalable, secure, 

and efficient framework for healthcare data 

management. Key features include scalability 

through Distributed Hash Tables (DHTs) and Skip 

Lists, multi-layered security measures using 

blockchain, Tendermint consensus, Threshold 

Cryptography, and Bulletproofs, and enhanced 

efficiency via Delegated Proof of Stake (DPoS) and 

Practical Byzantine Fault Tolerance (PBFT)[25]. 

Data integrity is ensured through adaptive filters, 
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Radix Trees extended by Merkle Trees, and the 

immutable blockchain ledger. The system is 

designed for compliance with healthcare regulations, 

incorporating Bulletproofs for transaction 

verification and Attribute-Based Access Control 

(ABAC) for access management. Performance is 

optimized using ChaCha20 for encrypting sensitive 

data across various devices. This architecture 

addresses key challenges in healthcare data 

management, including scalability, security, 

regulatory compliance, and efficiency. It offers a 

promising solution for revolutionizing EHR 

management and sharing. 

 

However, to fully assess the effectiveness of this 

proposed system, it would be important to see 

detailed performance metrics, real-world testing 

results, and comparisons with existing systems. 

Additionally, considerations such as implementation 

costs, training requirements for healthcare 

professionals, and potential integration challenges 

with existing healthcare IT infrastructure would 

need to be addressed for practical adoption. 

 

4. Proposed Architecture 

 

The proposed architecture for a scalable, secure, and 

efficient framework for sharing electronic health 

records using permissioned blockchain technology 

comprises the following components: Data 

acquisition and pre-processing involve IoT devices 

collecting patient data, which is then processed using 

adaptive filters. Data security is ensured through the 

ChaCha20 symmetric stream cipher, which encrypts 

the processed data.  

For blockchain integration, the encrypted data is 

transformed into blockchain transactions and 

submitted to the permissioned blockchain network. 

Consensus and block creation are facilitated by 

Delegated Proof of Stake (DPoS) and Practical 

Byzantine Fault Tolerance (PBFT), allowing for 

parallel transaction processing. Consensus 

participants are selected using Threshold 

Cryptography, and a leader node chosen through 

PBFT collects valid transactions and creates a new 

block.  Data integrity and verification are maintained 

using Bulletproofs for transaction verification and 

Radix Trees extended by Merkle Trees. The new 

block is then appended to the immutable blockchain 

ledger, secured by Tendermint consensus. Finally, 

data access and management are achieved through 

Distributed Hash Tables (DHTs) and Skip Lists for 

efficient data access, while Attribute-Based Access 

Control (ABAC) manages fine-grained access 

rights. This architecture combines various 

technologies to create a robust and secure system for 

electronic health record sharing. 

4.1 Chacha20 Encryption 

ChaCha20 is utilized as the symmetric stream cipher 

to encrypt sensitive patient data, ensuring 

confidentiality by encrypting processed information 

before its conversion into blockchain transactions. A 

256-bit encryption key is employed for high 

security, while a 96-bit nonce prevents 

vulnerabilities from nonce reuse.  

ChaCha20's efficiency across various devices is 

crucial in healthcare settings with diverse 

equipment. As a stream cipher, it encrypts data bit 

by bit, making it suitable for real-time encryption of 

continuous data from IoT healthcare devices.  

The encryption is integrated into the data acquisition 

and pre-processing stage. ChaCha20's efficiency and 

security align with other advanced system 

technologies like Distributed Hash Tables and 

Attribute-Based Access Control.  

It helps meet healthcare privacy and security 

regulations with robust encryption, enhancing 

security measures while maintaining efficiency—

key requirements for managing sensitive patient data 

in electronic health records. 

4.2 Consensus Mechanism 

The consensus mechanism in the architecture for 

managing electronic health records with 

permissioned blockchain technology utilizes a 

hybrid approach combining Delegated Proof of 

Stake (DPoS) and Practical Byzantine Fault 

Tolerance (PBFT). This combination allows for 

parallel transaction processing, enhancing overall 

system efficiency. The approach incorporates 

stakeholder voting for delegates, ensures agreement 

among nodes even in the presence of malicious 

actors, and provides strong consistency and finality 

for transactions. Additionally, the system employs 

Tendermint consensus to secure the immutable 

blockchain ledger and uses threshold cryptography 

to enhance resistance to attacks. This hybrid 

consensus mechanism is designed to balance 

security, efficiency, and scalability in managing 

electronic health records on a permissioned 

blockchain network.This hybrid approach follows a 

structured process: 

Block proposal: A node proposes a new block 

containing electronic health record transactions. 



P.Vinayasree, A. Mallikarjuna Reddy / IJCESEN 10-4(2024)827-834 

 

830 

 

Delegate validation: Elected delegates vote to 

validate the proposed block, ensuring its accuracy 

and compliance with network rules. Network 

integrity check: The network verifies the integrity of 

participating nodes to detect any malicious activity. 

Block finalization: If no invalid block is detected, 

nodes send prepare and commit messages to finalize 

the block and add it to the blockchain. Malicious 

node handling: If an invalid block is detected, the 

responsible node is flagged as malicious, a new 

primary node is elected, and the consensus process 

restarts. This hybrid approach balances security, 

efficiency, and decentralization in managing 

electronic health records on a permissioned 

blockchain. It provides a robust framework for 

maintaining data integrity, ensuring consensus 

among network participants, and protecting sensitive 

health information. Data acquisition and pre-

processing involve IoT devices collecting patient 

data, which is then processed using adaptive filters. 

Data security is ensured through the ChaCha20 

symmetric stream cipher, which encrypts the 

processed data. For blockchain integration, the 

encrypted data is transformed into blockchain 

transactions and submitted to the permissioned 

blockchain network. Consensus and block creation 

are facilitated by Delegated Proof of Stake (DPoS) 

and Practical Byzantine Fault Tolerance (PBFT), 

allowing for parallel transaction processing. 

Consensus participants are selected using Threshold 

Cryptography, and a leader node chosen through 

 
 

 
Figure1: Proposed Flow Diagram 

 

 

 
Figure 2: Chacha 20 Flow diagram 
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Figure. 3 A -Isolate Malicious Node 

 

PBFT collects valid transactions and creates a new 

block. Data integrity and verification are maintained 

using Bulletproofs for transaction verification and 

Radix Trees extended by Merkle Trees. The new 

block is then appended to the immutable blockchain 

ledger, secured by Tendermint consensus.  

Implementation 

The proposed blockchain healthcare system is 

implemented using the Go programming language to 

ensure high efficiency and concurrency. 

 

Here's an algorithm considering various variables for 

the described process: 

 

Algorithm: Secure IoT Data Collection and 

Blockchain Integration 

 

Input: 

 

- IoT_Devices: Set of IoT devices collecting patient 

data 

- Encryption_Key: 256-bit ChaCha20 encryption 

key 

- Nonce: 96-bit nonce for ChaCha20 

- ECDSA_PrivateKey: Private key for transaction 

signing 

- Validator_Set: Set of network validators 

- Stake_Scores: Stake scores for validators 

- Reputation_Scores: Reputation scores for 

validators 

- T: Threshold for t-of-n cryptography 

- N: Total number of validators 

- Block_Size: Maximum number of transactions per 

block 

- State_Trie: Current state trie 

- DHT: Distributed Hash Table 

- ABAC_Policies: Attribute-Based Access Control 

policies 

Output: 

- Updated blockchain state 

- Processed and stored patient data 

 

Variables: 

 

- raw_data: Raw data collected from IoT devices 

- processed_data: Data after noise reduction and 

signal enhancement 

- encrypted_data: Encrypted patient data 

- transaction: Blockchain transaction containing 

encrypted data 

- block: Proposed block of transactions 

- validator_votes: Votes from validators on block 

acceptance 

- access_request: Request for data access 

 

Procedure: 

 

1. For each device in IoT_Devices: 

    raw_data = CollectData(device) 

    processed_data = ProcessData(raw_data) 

    encrypted_data = EncryptData(processed_data, 

Encryption_Key, Nonce) 

    transaction = CreateTransaction(encrypted_data) 

    SignTransaction(transaction, 

ECDSA_PrivateKey) 

    BroadcastTransaction(transaction) 

 

2. selected_validators = 

SelectValidators(Validator_Set, Stake_Scores, 

Reputation_Scores, T, N) 

 

3. block_producer = 

SelectBlockProducer(selected_validators) 

 

4. While True: 

    transactions = CollectTransactions(Block_Size) 

    block = CreateBlock(transactions, State_Trie) 

    ProposedBlock(block, block_producer) 

For each validator in selected_validators: 
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 validator_votes[validator] = 

VerifyAndVoteOnBlock(block, validator) 

    If CountPositiveVotes(validator_votes) >= (2N + 

1) / 3: 

        FinalizeBlock(block) 

        UpdateStateTrie(State_Trie, block) 

        UpdateDHT(DHT, block) 

5. For each access_request: 

    If EvaluateABACPolicy(access_request, 

ABAC_Policies): 

        GrantAccess(access_request) 

    Else: 

        DenyAccess(access_request) 

6. ContinuouslyMonitor(SystemHealth, 

Performance, SecurityEvents) 

7. PerformRollingUpgrades() 

``` 

This algorithm outlines the main steps and variables 

involved in the process, from data collection to 

blockchain integration and access control. It includes 

considerations for encryption, consensus 

mechanisms, data storage, and system maintenance. 

 

5. Experimental Setup 

 

 
Blockchain 

Structure: 

Encryption Data storage 

- Initial blocks: 

1000    

 - Block 

generation rate: 1 

block every 10 

seconds  

 - Experiment 

duration: 24 hours    

- Total blocks: 

Approximately 

8600   

- Transactions per 

block: Up to 100     

- Total 

transactions: 

Approximately 

864,000 

- Algorithm: 

ChaCha20 

symmetric 

stream cipher  

- Key size: 256-

bit     

- Nonce: 96-bit, 

unique for each 

encryption 

operation 

 

- Distributed 

Hash Tables 

(DHTs)    

 - Skip Lists 

 Consensus 

Mechanism 

Access 

control 

  - Validator 

selection: 

Delegated 

Proof of Stake 

(DPoS)     

- Consensus 

algorithm: 

Practical 

Byzantine Fault 

Tolerance 

(PBFT) 

- Attribute-

Based Access 

Control 

(ABAC) 

 

6. Results 

 

The cumulative number of healthcare transactions 

processed over a 24-hour period using a blockchain 

system is illustrated in Figure 1. The graph 

demonstrates a consistent upward trend, with an 

average processing rate of approximately 36,000 

transactions per hour. At the 20-hour mark, the 

system had successfully processed around 720,000 

transactions. This visualization underscores the 

blockchain's high-throughput capability and its 

ability to maintain consistent performance in 

managing healthcare transactions. Figure 2 

illustrates the performance metrics of a 

blockchain-based healthcare system over a 24-

hour period. The system demonstrates 

exceptional results (>99%) in four key areas: 

security, compliance, data integrity, and 

consensus efficiency. However, the remaining 

four metrics—scalability, efficiency, 

performance, and access control—show varying 

degrees of effectiveness, with percentages 

ranging from 0.5% to 50%, suggesting potential 

areas for system enhancement. 
 

7. Conclusion 

 

This paper presents a novel framework for managing 

electronic health records using permissioned 

blockchain technology. The proposed architecture 

addresses critical challenges in healthcare data 

management by integrating advanced technologies 

to create a scalable, secure, and efficient system. Key 

components of the framework include Distributed 

Hash Tables, Skip Lists, Delegated Proof of Stake, 

Practical Byzantine Fault Tolerance, adaptive filters, 

Radix Trees extended by Merkle Trees, Threshold 

Cryptography, Bulletproofs, ChaCha20 encryption, 

and Attribute-Based Access Control. The proposed 

system offers several significant advantages for 

healthcare data management, including improved 

scalability for handling large patient datasets, 

enhanced security measures tailored to sensitive 

healthcare data, regulatory compliance with 

healthcare privacy and security standards, and 

increased efficiency in data access and transaction 

processing.  While the framework shows promise for 

revolutionizing EHR management, it is important to 

acknowledge the limitations of this study. Further 

research is needed to assess the system's real-world 

performance, implementation costs, and integration 

challenges with existing healthcare IT infrastructure. 

Future studies should focus on practical adoption 

strategies and empirical evaluation of the proposed 

architecture in diverse healthcare settings. 
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