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This research study examines the area of Al governance and responsible Al frameworks
in enterprise software solutions with regard to global trends in adoption, comparison of
different frameworks, elements of governance, and organisational influence. The
research methodology is secondary analysis based on academic literature, industry
reports, regulations, and case studies. From the research findings, there is a difference in
global adoption, which includes strict enforcement of the EU Al Act in Europe,
voluntary adoption of the NIST AI Risk Management Framework in North America,
and inconsistent adoption in the Asia Pacific region.

Comparative analysis reveals the distinctions regarding scope and enforceability in
various frameworks, such as ISO/IEC 42001 and OECD AI Principles, whereas
governance-related elements, like bias detection, explainability, audit trails, and human
oversight, are seen as crucial control mechanisms. In addition, case examples of Air
Canada’s responsibility regarding a chatbot and iTutorGroup’s hiring policy
demonstrate the risks that arise when governance frameworks are not strong enough.
Thus, the research concludes that integrated frameworks consisting of regulatory
compliance, technical controls, and organisational accountability provide a higher level

of compliance and reputation management

1. Introduction

Integration of Al technologies into the software
systems of enterprises is widespread today, with the
global investment in Al predicted to surpass USD
500 billion in 2027. However, governance
mechanisms encouraging responsible use of Al are
missing. According to Gartner, 30% of interactions
between enterprises and generative Al will be
performed through autonomous agents by 2028,
while 79% of IT managers are sceptical about the
validity of the results of Al owing to their biased
and unexplainable nature. The compliance
guidelines offered by the EU Al Act and ISO/IEC
42001 are hard to implement, and in India, where
spending on Al has grown by 119% per year, only
22% of companies have risk assessment procedures
(Golpayegani et al. 2022). This situation illustrates
the need for the integration of governance
principles into the architecture of the enterprise. For
instance, Air Canada faced the issue of liability for
misleading information about the fare policy
presented by a chatbot. Moreover, iTutorGroup had
to pay a settlement of USD 365,000 for

discrimination against employees caused by the Al
technology.

The problem statement revolves around the absence
of an integrated governance framework that
combines technical controls with organisational
responsibility. The use of Al technology by
companies often does not go through a proper
oversight process, resulting in shadow Al systems,
biased decisions, and legal issues. The responsible
Al framework should incorporate all of the above-
mentioned elements into one.

2. Related Work
In the literature on Al governance and responsible

Al frameworks in the context of enterprise software
systems, one can see how there is an intersection

between regulatory requirements, corporate
responsibility, and  socio-technical security.
Academics emphasise the importance of

governance not only to mitigate risks related to
biases, opaqueness, and regulations but also to
promote innovation. In this regard, the European
Union Al Act is often cited as an innovative
regulation which imposes different tiers of
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obligations regarding transparency, documentation,
and human supervision (Laux et al. 2024). Other
paradigms, such as Responsible Innovation Theory
and Socio-Technical Systems Theory, also
demonstrate that it is important to include ethics
both in technology and organisational architectures.
By 2027, enterprise Al investments will exceed
USD 500 billion. According to Gartner research,
79% of IT professionals do not trust results
generated by Al because of biases and
explainability issues.

Case studies demonstrate the consequences of bad
governance practices. Such as, the problem of
liability of Air Canada’s chatbot was an example of
the risk associated with la ack of regulation of Al
communication technology, while ITutorGroup had
to pay $365,000 due to discrimination in hiring that
resulted from its compliance issues (eeoc.gov,
2023). Guidelines for implementing accountability
include, for example, the NIST AI Risk
Management Framework and ISO/IEC 42001.
However, they are not used on a global scale. It has
been noted by scholars that organisations tend to
deploy Al quickly without any governance and,
therefore, operate in a shadow Al environment. One
of the main problems associated with responsible
Al implementation is that businesses usually do not
have comprehensive strategies, which include both
technical and accountability measures and, as a
result, generate bias and decrease stakeholder trust
(Haefner et al. 2023).

3. Research Methods

Secondary research methodology has been
employed in this research to analyse the issues
relating to the governance of Al and responsible Al
frameworks in enterprise software systems. The
sources of secondary data were chosen from
academic peer-reviewed journal articles, industry
reports, regulations and organisational case studies
to ensure that the study encompasses all practices
of Al governance on a global level (Kuo, 2022).
The source materials for this study have been
collected from the Gartner surveys, OECD reports
on the policies related to AI, ISO/IEC 42001
standards, and compliance reports pertaining to the
EU AI Act. This methodology assisted in making a
comparison of different perspectives and
identifying some common issues of Al governance,
including bias, lack of transparency and regulatory
exposure. There are many benefits of using
secondary data. Some of them are access to large-
scale data sets and validation of the evidence
without the constraints of primary data collection.

4. Key findings and data analytics

Global Adoption of AI Governance Frameworks
in Enterprise Software Systems

As indicated by the latest study, only 12% of
businesses across the world have advanced Al
governance practices despite the fact that the use of
Al is universal in ERP, HR, and cloud technologies.
In Europe, with the implementation of the EU Al
Act, the uptake of Al governance practices has
become very high since businesses have developed
a risk-tiered compliance approach to avoid €35
million penalties or 7% of their revenues. In North
America, the uptake of Al has been seen among
businesses because of the presence of the voluntary
Al Risk Management Framework formulated by
NIST (Bonney et al. 2024). According to the latest
executive survey by Morgan Stanley involving 200
executives, 56% consider data risk as the primary
risk factor, whereas 41% concentrate on human
oversight in the case of risky Al applications. In the
APAC region, national Al governance guidelines
are present in Singapore and Japan. However, the
rapid increase in investments in Al in Indian
enterprises is not supported by the governance
models. As per the case analysis of IEEE Global
Enterprise Al Governance Review, enterprises
usually adopt a hybrid approach consisting of
regulatory compliance as well as voluntary
standards.

Comparative Evaluation of Major AI Governance
Frameworks

As far as the comparative evaluation of the
governance frameworks for Al is concerned, there
seem to be significant differences in their scope,
enforcement, and application. As regards the most
comprehensive governance framework in its scope,
the EU's Al Act deserves special attention due to
the risk-based model and the consequences of not
adhering to the rules. As regards the US, NIST's Al
Risk Management Framework envisages a
voluntary approach and risk management (Al
2024).

Alignment with Ethics and Global Agreement are
important aspects of the OECD Al Principles, yet
there is no technology framework in this case. As is
known from research, firms tend to apply all the
above principles at once for their compliance with
regulations, flexibility, and ethics. Therefore,
European businesses apply the EU Al Act
alongside ISO, while US businesses refer to the
NIST RMF (Cotteleer et al. 2021).

Governance Components Required for Enterprise
Al Systems

Some elements of governance required in enterprise
Al are those of ensuring technology, accountability,
and compliance. The detection of any biases is
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important in order to mitigate the danger of biased
outputs and can be explained through an example
of hiring policies in iTutorGroup. Explainability
creates a framework for trust in Al, given the fact
that Gartner found 79% of IT leaders do not trust
Al.Incorporating transparency into audit trails
ensures accountability and compliance with
ISO/IEC 42001 auditing frameworks (ABBAS et
al. 2024). The involvement of humans in the
monitoring process reduces liability concerns, as is
clear from the example of Air Canada’s chatbot
incident. There are independent review boards as
well that help in improving accountability through
recognition of ethical and operational risks. It is
clear that organisations lacking these characteristics
face several risks to their reputation and other areas.
Responsible AI Practices Across the Enterprise Al
Lifecycle

Responsible Al techniques should be applied
through the entire lifecycle of enterprise Al,
including data  gathering, model building,
deployment, and monitoring. It is stressed in the
literature that the process of data governance is a
precondition that requires appropriate procedures to
be followed regarding the quality, provenance, and
fairness of data. The model development stage
requires practices such as testing for bias,
explainability ~ techniques, and testing for
adversarial robustness. The deployment stage
requires practices such as human-in-the-loop
monitoring and drift detection. Case examples
include Microsoft, which adopted the Responsible
Al standard, including enterprise lifecycle
checkpoints such as fairness checks and
transparency (Bontempelli ef al. 2022). In another
case, IBM adopted an Al Ethics Board, ensuring a
review of the enterprise Al lifecycle before
deployment. It will prevent discriminatory output
from Al regulatory violations and reputation risks.
AI Risk Categories and Mitigation Strategies in
Enterprise Software

Enterprise Al systems’ risk mitigation may be
related to risks in such areas as bias, security
vulnerabilities, explainability gaps, regulatory risks,
and operational drift. Risks associated with biases
can be mitigated by means of fairness audits and
bias detection techniques, as it is seenin thee case
of TutorGroup hiring discrimination. Security
vulnerabilities of Al systems can be mitigated using
adversarial testing and encryption techniques, as
revealed in the results of the MIT CSAIL
adversarial testing research. Risks associated with
explainability gaps can be mitigated through the use
of an interpretability framework since 79% of IT
leaders do not trust Al system outputs without
transparency, according to Gartner (Roberts et al.
2021). Regulatory risks should be mitigated by

means of following tier requirements under the EU
Al Act, while operational risks should be mitigated
by means of retraining pipelines and systems
monitoring, as it is suggested by Google Al drift
detection research.

5. Proposed Integrated Al Governance
Framework for Enterprise Software Systems

The development of a governance framework in
enterprise Al will have to strike a balance between
compliance, technical solutions and accountability
aspects. Academics have suggested an integrated
three-level framework with the inclusion of the
compliance aspect with the help of regulations such
as the EU Al Act, audibility using ISO/IEC 42001,
and flexibility of risk management using NIST Al
RMF (Ee et al. 2024). The incorporation of
mechanisms such as the inclusion of tools for bias
detection, explainability, audit trail and an
independent oversight board will be required for the
enterprise Al governance process. The discussion
of case studies on Air Canada and IBM's lifecycle
governance strategy highlights the importance of
human intervention and the effectiveness of an
integrated governance strategy, respectively.
Expected Organisational Outcomes of
Responsible AI Governance

Organisations that embrace responsible Al
governance frameworks derive organisational
advantages that can be measured, including
compliance, trust, and resilience. Research shows
that firms using governance in their processes
suffer less from sanctions and litigation. Gartner
research reveals that firms embracing explainability
practices have a 41% higher stakeholder trust score
compared to those that do not use governance. Case
studies of IBM and Microsoft reveal that
responsible Al governance accelerates adoption due
to less resistance and scepticism. Independent audit
trail processes and oversight committees contribute
to accountability, while bias detection systems
facilitate  diversity  benefits.  Adherence to
regulatory requirements such as the EU Al Act and
ISO/IEC 42001 boosts credibility in the market.
Responsible governance also enables innovation by
experimenting within proper governance.

6. Proposed Framework

The proposed framework integrates governance
through  regulations, governance through
technology = and  organisation  into  one
comprehensive Al governance framework for
enterprises. The European Union Al Act will
ensure that regulatory compliance is met through
the wuse of risk classification, transparency,
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documentation, and human interaction. ISO/IEC
42001 provides additional governance structures,
auditability and accountability, while NIST Al
RMF provides flexibility in risk identification,
assessment, management, and  monitoring
(Aiyankovil et al. 2024). The enterprise governance
boards and cross-functional committees provide the
strategic  governance and  decision-making
processes. All these governance frameworks cover
all aspects of the AI process right from its
inception, planning, data governance, development,
deployment, monitoring, and maintenance.

7. Discussion

The findings reveal that the right governance of Al
in enterprise software calls for a multidimensional
approach that looks into factors like lifecycle
management, risk  management, regulatory
compliance, and accountability, among other
factors. As far as lifecycle management practices
are concerned, there is a need to incorporate
different mechanisms at various stages, including
data collection and deployment processes (Pehlivan
et al. 2024). The process bears a semblance to that
which is demanded under the EU Al Act, which
calls for human intervention and transparency in the
case of high-risk Al applications. The risks that

include biases, security and operational drift prove
the need for an organised risk management process.
The proposed integrated governance model consists
of the integration of standards like ISO/IEC 42001
and NIST AI RMF as regards auditability and
flexibility in risk management, respectively, and
corporate governance frameworks like governance
boards and cross-departmental committees. With
this integration, companies will be able to avoid
fragmented governance leading to the creation of
shadow Al and risks related to non-compliance
(Bogucka et al. 2024). The corporate implications
of the proposed governance can be seen in
increased compliance, trust of stakeholders, and
reputation resilience, as evidenced by the statistic
provided by Gartner, according to which there is a
41% increase in trust scores when explainability
protocols are applied. The cases of IBM and
Microsoft are clear evidence of the importance of
embedded governance.

Limitaion

This study relied exclusively on secondary data
sources, which limited the ability to capture real-
time organisational practices and internal
governance mechanisms. While industry reports
and case studies provided validated evidence, the
absence of primary data restricted deeper insights
into enterprise-specific implementation challenges
and contextual variations across sectors.

Table 1: Comparative Landscape of Enterprise AI Governance Models

Framework Scope Strengths Limitations
EU AI Act Regulatory law Risk-tiered compliance, strong High compliance costs
enforcement
NIST AI RMF Voluntary model Flexible adoption, risk focus Limited enforcement
power
ISO/IEC 42001 International Structured governance, Slow adoption globally
standard auditability
OECD Al Ethical guidelines Global consensus, ethical focus Lack of technical detail
Principles
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Figure 1: Proposed Integrated Multi-Layered AI Governance Model
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Table 2: Core Oversight Mechanisms for Responsible Enterprise Al

Component

Purpose

Evidence

Bias detection

Prevent discriminatory outputs

iTutorGroup hiring case

Explainability

Build trust in Al decisions

Gartner survey showing 79% mistrust

Risk-tiered oversight

Align with regulatory obligations

EU AI Act compliance tiers

Transparent audit trails

Ensure accountability

ISO/TIEC 42001 audit structures

Human oversight

Prevent liability risks

Air Canada chatbot dispute

8. Conclusions

The research shows that responsible governance in
enterprise software systems is not only a necessity
but also a strategy for sustainable innovation. As
the research reveals, lifecycle management, risk
classification, and an integrated framework are key
elements in minimising bias, enhancing
explainability, and attaining compliance. The
provisions of the EU Al Act, ISO/IEC 42001, and
NIST AI RMF combined make up the foundations
of embedding responsibility and transparency in
enterprise software systems. The cases of Air
Canada and iTutorGroup demonstrate the outcomes
of poor governance, while the organisational
structures of IBM and Microsoft reveal the benefits
of good governance. Thus, responsible Al
governance  produces real-world  outcomes
including increased stakeholder trust, reputational
resilience, and regulatory exposure.
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