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Abstract:  
 

With the revolutionary change in emerging technologies, the usage of drones or 

unmanned aerial vehicles (UAV) has exponentially increased in different sectors like 

Industry, healthcare, military, agriculture, real estate, manufacturing, logistics, energy 

and many more utilities. This rapid growth creates a concern for the secure 

communication between the internal communication modules and the ground based 

computer system used for controlling the UAV. Intruder can hack into the device and 

attack the internal communication device with the injection of the malicious code which 

can lead to the malfunction of the aircraft. Security issues related to the communication 

between the internal modules of the drone and the ground based computer system is of 

major concern and is crucial. UAVs have to operate in constrained networks with limited 

bandwidth. In such a constrained environment MQTT protocol can be an excellent 

protocol. No cryptographic techniques are used to retain the simplicity and the light 

weight of the MQTT protocol. This contributes for the large scope for emerging with new 

solutions in the protection issues of MQTT communications. This paper mainly focuses 

on Armstrong number encryption standard algorithm for providing a computationally 

simple yet a secure and strong algorithm for UAVs encryption and decryption process on 

the communication links using MQTT protocol. 

 

1. Introduction 
 

Main UAVs are the autonomously operating aircrafts 

without an onboard human pilot. Origin and association 

of UAVs usage is typically was for a long duration with 

defence and military. These aircraft were initially used 

as practicing for targeting anti-aircraft missiles, data 

gathering and more controversially, weapons 

platforms[1]. Rapid growth in advanced technologies 

have increased the manufacturing of different types of 

modern UAVs that may be used for a variety of native 

applications, including traffic monitoring, weather 

update, agriculture, photography, remote sensing, 

search and rescue, fire fighting, and delivery of items 

[2,3]. Unmanned Aerial Vehicles are flying aircrafts 

attached to sensors and cameras. They present a range 

of applications such as surveillance, monitoring, 

delivery services, aerial photo and video capture, and 

more. These drones are controlled from a ground-based 

computer system called as ground control station and 

when they are out of line of sight, communication take 

place through the satellite. These communication lines 

can be prone to cyberattacks. Many protocols that are 

used in this communication can provide different 

security measures for these communications. UAVs are 

constrained devices which may have to work in low 

bandwidth networks and less battery power. An 

efficient protocol which supports these constrained 

devices is MQTT.  

MQTT (Message Queuing and Telemetry Transport) 

protocol is designed for devices which work on low 

bandwidth networks and also have many constrains like 

low power, memory etc. [4-51]. MQTT can efficiently 

work in UAV for Control and telemetry, specifically for 

publishing GPS coordinates altitude, battery level and 

any other sensor data. MQTT can further simplify 

unmanned traffic management by publishing location 

and status information to the Fleet management 

application. In image and video streaming MQTT can 

be used for publishing small commands or metadata 

related to the image and video streams like triggering 

the UAV to start recording the video or give video 

http://dergipark.org.tr/en/pub/ijcesen
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stream relevant information such as frame rate and 

resolution. In edge computing MQTT can be used to 

send data from the aircraft to an edge computing device, 

such as a Raspberry Pi where it can be further processed 

in real-time.  

 

2. Unmanned aerial Vehicles Architecture 
 

General purpose UAVs consists of majorly three 

modules [50]: 

 

 The drone/aircraft 

 Communication links 

 Ground based control station 

Aircraft have components that help it move and fly, 

move and stand steadily in the air. Few of the 

components that are important for the UAV flight  are 

the flight controller, altimeter, rotor, body frame, 

transmitter, power supply panel, receiver and battery. It 

is also accomplished with sensors and actuators.A 

Ground control station (GCS) can be an application on 

the portable Ground control station like a mobile phone 

or a two or more computer systems basically used for 

controlling the flight of the unmanned aerial vehicles.  

Data communication link is crucial for secure 

communications between the drone and the ground 

based computer systems which is called as ground 

control station. Aircraft can communicate to GCS by 

using 3G, 4G, 5G, WiFi, Bluetooth etc. [16]. The 

commands are given to aircraft by the GCS using this 

communication link. Malfunctioning of communication 

link lead to disconnection of UAV and the GCS. Figure 

1 depicts the UAV Architecture. 
 

 
 

Figure 1. UAV architecture 

 

3. Literature survey  

 
Many researchers have contributed to the security of the 

UAVs in various ways. Yousuf et. al presented issues 

related to efficient transmission of  data in big data and 

cloud computing services and security. Authors further 

discussed about the fully homomorphic encryption, its 

evolution and usage in the recent years for ensuring the 

confidentiality and security [12].  

Authors Alladi et.al. presented a formal security 

analysis and cryptanalysis along with the proposal of a 

protocol which provides security mechanisms like 

authentication, user anonymity etc. Which could 

address the security threats like masquerade, reply 

attack, tampering, attacks involving cloning etc. 

Behaviour of the protocol proposed by authors is 

compared with the present day authentication protocols 

of the drone based on the different factors like 

communication, computation and storage cost [14].  

Lakew et. al. Made an assessment of security threats for 

the two drones Parrot mambo FPV and Machine E010. 

Authors also discussed about the solutions and the 

necessary measures to enhance the resilience of the 

UAVs against the recognized risks by imitating a attack 

called as man in the middle injection attack on the 

control command to attack the drone[18]. 

Fotohi et. al. presented the results after performing the 

exploit on the commercially available aircrafts.  

Authors further proposed an intrusion detection system 

to secure the aircraft from the variety of cyber threats 

and vulnerabilities using the human immune 

system[19].  

Zhao et. al. revealed that the high band frequency 

aircrafts with more than 60GHz performed better in 

identifying intrusion attack on 2.5GHz-5GHz drones 

with low frequency. Further authors discussed about the 

line of sight(LoS) and non-line of sight(non-LoS) cyber 

threats and vulnerabilities with respect to antennas and 

electromagnetic wave propagation in the UAVs[20]. 

 

4. Cyber threats for the UAV communications 

 
With the fast evolving technologies, eliminating the 

vulnerabilities is a greater task. It is always an essential 

part of every application that is developed. There is high 

need for vulnerabilities to be identified and addressed 

for secure communication. Common types of UAVs 

attacks that can interrupt the communications in the 

aircraft are Man in middle attack, spoofing, Denial of 

service, packet attacks etc. 

 

 Spoofing:  An attack on authentication and is  

masquerading a communication or message from an 

unknown entity as being from known trusted entity. 

UAVs communication can be sent a counterfeit 

signal, resembling an original signal. If the intruder 

makes a valid connection, he will be able to spoof 

almost every function of the aircraft [33]. 

 Man in middle attack: Impersonating of data by 

eavesdropping in the middle of the communication 

is the man in middle attack.  Intruder can capture the 
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communication between the GCS and UAV and 

make the necessary modification to the packets 

messages or commands thereby causing a loss to 

UAVs. 

 Denial of service attack: this attack can block the 

communication of the UAV by making the aircraft 

unavailable for some period of time by pumping the 

huge number of packets into the communication line 

or to the device. When intruder uses multiple source 

for the same it is Distributed denial of service. This 

can cause many unforeseen consequences to the 

aircraft [34]. 

 Packet attack: Collection of digital data transfer in a 

particular sequential manner is a packet. A packet 

when transferred in a greater size than the capacity 

of the receiver floods the receiver [35]. When the 

intruder injects a packet into the communication line 

with the malicious code, it can cause receiver from 

being compromised. If the receiver further processes 

and forges causing the sensitive information from 

getting destroyed or disrupting the network [36]. 

Packet injection can cause aircraft communication 

beacon frames from being captured which contain 

all the sensitive information related to the wireless 

network channel, aircraft MAC address, remote 

control device [37].  

 

5. Proposed approach 

 
The rapid increase in applications of drones in different 

sectors proportionally increased the cyber threats. The 

need for a secure and a simple techniques for securing 

the communication has drastically increased. With a 

simple and light weight protocol like MQTT the 

communications can be made secure.  

MQTT protocol works with SSL/TLS for providing 

security but this increases the packet size. Transport 

layer services can be forgone by simply encrypting the 

packets of application layer thereby increasing the 

efficiency in terms of power consumption, security and 

usage of network bandwidth. For constraints devices 

like aircrafts retaining a smaller packet size is quite 

important.  This paper proposes and computationally 

simple, yet a strong encryption algorithm called 

Armstrong Number Encryption Standard 

algorithm(ANES). This algorithm uses binary data for 

encryption and decryption. ANES uses the technique of 

chaining for encrypting and decrypting the data on 

communication links. ANES uses three different values 

as a secret key for converting binary text to cipher text. 

They are Armstrong number, random number as 

initialization vector and the packet data  size. A change 

in a single bit can be identified with the chaining factor 

in the algorithm. This factor help the receiver to easily 

identify the compromised data. There is not scope for 

reply attack as a same to text doesn’t generate the same 

cipher text because of the randomly changing 

initialization vector. Figure 2 is the proposed UAV 

architecture. 

 

 

 

Figure 2. Proposed UAV architecture 

 

Working principle of ANES include the simple 

operations like, XOR, Circular right and left shifts. 

These operations retain the simplicity of the algorithm. 

Every block of plain text and previous block of cipher 

text are XORed and encrypted. The block size in the 

encryption process is of arbitrary size.  

The algorithm keeps the sessions unpredictable by the 

intruder as the block size and random number 

constantly vary. The packets transmitted on the 

communication links remains encrypted using ANES. 

Encryption algorithm 

Step 1: 

Let n1,n2,n3……ns-1,ns  be the binary stream plain text 

which is separated into ‘s’ successive ‘b’ blocks. 

0 bits are parsed to the final block to make it equivalent 

to the other block of size ‘b’ bits. 

Step 2:   

let ‘r’ be computed as quotient of the following division 

operation: 

 [Total number of bits in each binary bit block]/[Total 

number of binary blocks] 

On the initial block perform the following: 

‘r’ times- the circular left shift operation is performed 

and then the resultant and the Armstrong number ‘k’ are 

XORed to obtain ‘m1’ 

Say ‘m1’ as the result of the Step 2. 

 

6.Mathematical Approach 
 

6.1 Encryption process 

Step 3: 

Let ‘IV’ be the initialization vector which is a number 

generated randomly. Figure 3 is the ANES encryption. 
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Figure 3. ANES encryption 

 

Figure 4. ANES Decryption 
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6.1 Decryption process 

The result of step 2 ‘m1’ and ‘IV’ are XORed to 

generate the initial Cipher block, ‘C1’. 

In every encryption process the initialization vector 

can be changed making the algorithm stronger. 

Step 4:  

Similarly, generate the remaining cipher blocks. 

Perform transformation operation by interchanging 

the blocks as follows: 

 Interchange the first and the second blocks 

 Interchange the third and the fourth block 

This process continues for all the blocks 

Last block will be interchanges with last but one 

block. 

If the number blocks are odd, then the last block is 

concatenated without interchanging it with other 

blocks. 

Step 5:  

C1,C2, …..Cn-1,Cn are the cipher text blocks which 

is considered as ‘C’ the cipher text on the whole. 

‘C’ is transmitted to the destination , the ground 

control manager. 

Decryption algorithm 

Step 1:  

The receiver, the ground control manager, receives 

the encrypted text ‘C’(Cipher text). 

‘C’ is divided into multiple blocks of size ‘b’ . Let 

the total number of blocks be ‘s’. 

Let the blocks be C1, C2, ……..Cs-1, Cs. 

Step 2: 

The cipher blocks are set in proper order by 

performing reverse transformation. Exactly opposite 

to the encryption process as follows. 

 First block is interchanged with second 

block. 

 Third block is interchanged with fourth 

block 

This process continues for all the blocks. 

Last block will be interchanges with last but one 

block. 

If the number blocks are odd, then the last block is 

considered the way it is without any interchanging. 

Step 3: 

Initialization vector ‘IV’ which is a random number 

is XORed with the C1, first cipher block. Let the 

result be the block ‘m1’. 

 C1 will be initialization vector for C2, 

 C2 will be IV for C3,  

 Similarly Cs-1 will be IV for Cs. 

The result will be series of blocks m1,m2……ms-1, 

ms. 

  Step 4: 

The resultant blocks of Step 2 and the Armstrong 

number ‘k’ are XORed. 

And finally, perform circular left shift to obtain the 

plain text binary blocks. 

Step 5: 

The above procedure is repeated for all the 

remaining blocks. 

Finally the plain text binary blocks n1, n2…….ns-1, 

ns will be obtained.  

A chaining process is followed to obtain the 

remaining blocks. Previous block of cipher will 

serve the purpose of initialization vector for the next 

block. ANES is experimentally check with different 

sets of data with varying payload lengths. The 

algorithm is implemented using python[20]. And the 

time is noted for the data with different sizes. The 

time taken are displayed in the table 1. Figure 4 

shows the ANES decryption. 

 

 
Table 1. statistical analysis of encryption and decryption 

process in ms. 

 
 

 

 
  

Figure 5. Payload size vs time taken for encryption and 

decryption comparative study.  
 

Time complexity of different algorithms is also 

considered to evaluate the performance of the ANES 

algorithm.  

With the above analysis, though AES is preferred for 

established security and compatibility with the light 

weight encryption mode for UAVs , ANES has a 

potential advantages if it is offered  with  specialized  

optimization  or features tailored with MQTT and 
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UAV specific  communication , balancing  

performance security and efficiency against the 

AES.  

ANES works potentially well for the smaller 

messages with respect to the AES in the UAV 

communication. While figure 5 is the payload size 

vs time taken for encryption and decryption 

comparative study, the table 2 is time complexity of 

encryption algorithms. Cyber security is a popular 

nowadays and it has been reported a number of 

works on this topic [52-58]. 

 
Table 2. Time complexity of encryption algorithms 

Algorithm Time complexity 

AES O(m) 

m is message 

DES O(m) 

RSA Same structure O(m) 

Different structure O(mn) 

n is number of plain text blocks 

ANES O(s.b+|c|) 

s is number of blocks 

b is size of each block in bits 

|c| size of cipher text in bits or bytes 

 

7. Conclusion 
 

Armstrong number encryption standard is proposed 

to secure UAV communications from being 

compromised between the ground based computer 

systems and the drone. Thereby securing the 

communications from the eavesdroppers 

impersonating the data by sending fake commands 

to UAV or even taking control over the aircraft. 

ANES encryption is a strong yet computationally 

simple technique to provide the  security of the data 

communications between the UAV and GCS.   

Experiments have been conducted on different sizes 

of payload to check the efficiency. Decryption 

processes is faster than the encryption because of the 

technique used in algorithm. This algorithm serves 

as a best purpose for retaining the confidentiality and 

addressing the man in middle attack. 

Computationally, ANES algorithm works in an 

efficient manner on the drones as the operations 

considered in this algorithm are restricted to basic 

XOR and Circular left and right shifts.  

This algorithm works effectively and efficiently on 

constrained devices like drones where the storage 

space, battery usage for computation are considered 

on the priority basis.  
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