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Abstract:

This study evaluates the performance and security of three cryptographic algorithms—
AES, DES, and RSA—individually and in hybrid combinations. It aims to enhance
information security through a novel three-step hybrid encryption method. Initially,
each algorithm's execution time, memory usage, CPU usage, and data usage were
analyzed separately. Subsequently, binary hybrid and triple hybrid techniques were
assessed. The results indicate that AES is the fastest in terms of encryption speed, while
RSA significantly increases memory usage in hybrid methods. DES exhibited the
highest CPU usage. The triple hybrid method (AES + DES + RSA) demonstrated lower
CPU and memory resource utilization, making it a viable option for applications
requiring high security. This empirical analysis suggests that the triple hybrid method
optimizes both performance and security, offering a balanced solution for secure data
transmission. The findings contribute to the development of more effective data security
methods and highlight the potential for further optimization and application in various

contexts.

1. Introduction

As today's information technologies develop, the
importance of information security is quite high.
Recently, meetings, money transactions and all
kinds of activities are carried out over the internet.
This allows attackers to capture our private data
and use our data in any way they want. Therefore,
data privacy has become very important. For this
reason, users want to keep their data secure while
transmitting it and use these systems by ensuring
data privacy

Individuals or organizations use cryptography
encryption methods to prevent their information
from being intercepted by other people or attackers
while sharing information. With these recently used
methods, users have aimed to prevent data leakage
while ensuring data confidentiality. There are many
symmetric and asymmetric algorithms to ensure
information security.

Some of the symmetric algorithms are AES, DES,
Blowfish and RC4. These algorithms ensure data

integrity as well as data security. In any symmetric
cryptographic algorithm, the same key is used to
both encrypt and decrypt the file or data. This key
is the only way to decrypt the encrypted data. This
decrypts large amounts of data very quickly. One of
the biggest problems with this is that access to the
key is only securely kept between the sender and
the receiver. These keys must be organized and
kept secret, as anyone with the key can decrypt the
data [1-4]. Unlike symmetric algorithms,
asymmetric algorithms use two keys to encrypt and
decrypt data: a public key and a private key.The
public key is used to encrypt plaintext and the
private key is used for decryption [5,6].Asymmetric
algorithms ensure data security by relying entirely
on prime number factorization. Asymmetric
algorithms alone are not sufficient, even though
they are considered undecipherable [7-11]. A few
of the asymmetric algorithms are RSA, Diffie
Helman and Merkle Helman. Even if precautions
are taken with existing methods, attackers aim to
capture this data. Existing studies have shown that
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both symmetric and asymmetric algorithms can be
used to decrypt, that is, existing encryptions can be
broken.In this study, unlike the existing encryption
methods, it is aimed to transmit the data to the other
party with a 3-step encryption method without
compromising the data integrity. AES, DES and
RSA algorithms were first run and compared on
their own. Then they were compared with binary
hybrid techniques. Finally, the most secure 3-step
hybrid method is discussed. The exec time, memory
usage, cpu usage and data usage were analyzed.
The second part of the study compares the work
done in the literature, the third part provides
information about the algorithms used and the
dataset, the fourth part presents the results obtained
and the last part contains the conclusion.

2. Literature Review

Abhishek et al. tried to find a solution by using
RSA and DES encryption methods in a hybrid way
in their system since the encryption systems used
alone do not have enough solutions. They made a
hybrid study according to the comparison of key
management and key lengths in RSA and DES
encryption methods[12]. While the advantage of the
AES algorithm was used, the key management
advantage of the RSA algorithm was used.
Similarly, Vanaja et al. conducted a hybrid study to
protect their system using AES and RSA methods.
First of all, it was predicted that the RSA algorithm
alone is disadvantageous when encrypting files, but
it is more advantageous when AES and RSA
algorithms are used together[13]. Sanap et al.
compared different algorithms using data of
different sizes. According to the results obtained,
AES algorithm is more secure than other
algorithms. Since Cipher-Block-Chaining (CBC)
mode uses data blocks, it is more secure than
Electronic Code Book (ECB) mode[14]. Saini et al.
used different algorithms such as AES, RSA and
MD5 for cloud security and compared their
advantages and disadvantages in terms of memory
size and time. They also used Enhanced Modern
Symmetric Data Encryption (EMSDE) to protect
data in the cloud environment. EMSDE is a
symmetric encryption method that uses a single
secret key to encrypt and decrypt data[15].

Meiyu et al. used Data Protection Application
Programming Interface (DPAPI) algorithm and
RSA algorithm in a hybrid way to authorize
software in a more secure environment[16].

Sreehari emphasized the importance of key
management in encryption algorithms. While he
suggested sharing the key through a protected
channel, he stated that he shared data securely by
using Linear-feedback shift register (Ifsr) key in his
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own work[17].When we look at the studies in
encryption methods, secure and fast transmission of
data is very important. As seen in most studies,
algorithms are used either alone or as a binary
hybrid. In this study, unlike other studies, AES,
RSA and DES algorithms are used as a triple hybrid
to provide the most secure transmission. The
algorithms are compared in terms of processing
time, memory used and CPU utilization in single,
binary and triple.

3. Algorithms

3.1 Advanced Encryption Standard (AES)

AES was developed by the Belgian cryptographers
Joan Daemen and Vincent Rijmen and standardized
by NIST in 2001. It is a symmetric encryption
method that protects important data in various areas
such as communication networks, financial
transactions and file storage. AES works with 128-
bit data blocks and supports key sizes of 128, 192
or 256 bits, using substitutions, permutations and
mixes to ensure encryption security. In symmetric
encryption, the same key is used for both
encryption and decryption, which requires secure
key exchange between the parties. AES is widely
used by governments, financial institutions and
security-conscious companies, and is also used by
the US National Security Agency (NSA) to protect
top secret information. The algorithm applies a
series of mathematical transformations to each 128-
bit block of data, enabling efficient encryption on
consumer devices and large-scale systems such as
the IBM z14 mainframe series, which uses AES for
blanket encryption. The security of AES increases
exponentially with the key length, making a brute
force attack impossible. Even with a 128-bit key,
the computational effort required to crack AES
exceeds the capabilities of the fastest
supercomputers, making the method secure against
current technological threats.

3.2 Data Encryption Standard(DES)

ES, a symmetric block cipher developed by an IBM
team in the early 1970s and adopted by the National
Institute of Standards and Technology (NIST),
encrypts data in 64-bit blocks with a 56-bit key.
Although the key length is technically 64 bits, only
56 bits are used for the encryption process. DES
works with a 16-round Feistel structure and
converts 64-bit plaintext blocks into ciphertext. As
a symmetric key algorithm, DES uses the same key
for both encryption and decryption. Despite its
historical importance for data security, DES has
become vulnerable to strong attacks, which has led
to a decline in its use (figure 1).
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Figure 1. Dataset

Customerld Sumame  CreditScore Geography Gender Age Tenure Balance NumOfProducts HasCrCard EstimatedSalary Exited

15634602 Hargrave 619 France Female 42 2 0 1 1 101348.88 1
15647311 Hill 608 Spain Female 41 1 83807.86 1 0 112542.58 0
15619304 Onio 502 France Female 42 8 159660.8 3 1 113931.57 1
15701354 Boni 699 France Female 39 1 0 2 0 93826.63 0
15737888 Mitchell 850 Spain female 43 2 125510.82 1 79084.1 0
15574012 Chu 645 Spain Male e 8 113755.78 2 1 149756.71 1
15592531 Bartlett 822 France Male 50 7 0 2 1 10062.8 0
15656148 Obinna 376 Germany Female 29 4 115046.74 B 1 119346.88 1
15767821 Bearce 528 France Male 31 6 102016.72 2 0 80181.12 0
15737173 Andrews 497 Spain Male 24 3 0 2 1 76390.01 0
15632264 Kay 476 France Female 34 10 0 2 1 26260.98 0
15691483 Chin 549 France Female 25 5 0 2 0 190857.79 0
15600882 Scott 635 Spain Female 35 7 0 2 1 65951.65 0
15643966 Goforth 616 Germany Male 45 3 143129.41 2 0 64327.26 0
Figure 2. Encrypted data with in the dataset
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Figure 4. Decrypt results

3.3 Rivest-Shamir-Adleman (RSA)

RSA, an asymmetric encryption algorithm named
after its developers Rivest, Shamir and Adleman,
was first described at MIT in 1977. This algorithm
is based on the principle of Public Key
Cryptography (PKC), in which a publicly known
key is used for encryption and another, private key
for decryption. The public key is generated by
multiplying two large prime numbers that result in
a product of 1024, 2048 or 4096 bits, while
decryption requires knowledge of these prime
factors. RSA is more computationally intensive and
slower than AES and is typically used for
encryption of small amounts of data, digital
signatures and key exchange. Its slower
performance and higher complexity make it
unsuitable for encrypting large amounts of data.

4. Dataset

The dataset consists of 10000 rows. It consists of
12 attributes: Customerld, Surname, CreditScore,
Geography(France, Spain or Germany), Gender,
Age, Tenure(The number of years the customer has
been with the bank), Balance(The customer's
account balance), NumOfProducts(The number of
bank products the customer uses), HasCrCard
(Whether the customer has a credit card) |,
EstimatedSalary, Exited(Whether the customer has
churned).

5. Results and Analysis

Figure 2 shows the encrypted version of the hybrid
system. Figure 3 is encrypt results and also figure 4
shows decrypt results.

In this study, the performances of AES, DES, and
RSA algorithms were compared individually, in
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dual hybrid, and triple hybrid methods to ensure
data security. Based on encryption and decryption
results, AES was observed to be the fastest among
the three algorithms in terms of encryption speed.
Regarding memory usage, AES and DES
maintained similar levels, whereas RSA consumed
more memory. These findings suggest that the use
of RSA encryption in hybrid encryptions
significantly increases memory usage. Another
metric used for comparison was CPU usage, which
was highest for DES. The lowest CPU usage was
observed in the triple encryption technique, AES +
DES + RSA hybrid encryption. During decryption,
similar to encryption comparisons, AES was
observed to be faster than the others. In terms of
memory usage during decryption, AES and DES
maintained similar levels as in encryption, while
the RSA encryption algorithm continued to require
more memory. These results indicate that the RSA
encryption algorithm  significantly increases
memory usage in hybrid encryptions. Another
comparative metric showed that CPU usage during
decryption was highest for AES, while DES
exhibited the lowest CPU usage. When considering
the triple hybrid encryption, which offers the
highest security, it ranked second in overall metric
comparisons. According to these findings, the triple
hybrid method provides more secure data
transmission while also utilizing lower CPU and
memory resources.

These findings suggest that the triple hybrid method
can be employed in applications requiring high
security and offers more optimal results in cost and
performance evaluations compared to other
encryption techniques.

In the future, further optimization and testing in
different application contexts could expand the
potential application areas of these methods.
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6. Conclusion

This study provides a comprehensive evaluation of
AES, DES, and RSA cryptographic algorithms,
both individually and in hybrid combinations, to
enhance data security through a three-step hybrid
encryption method. The empirical analysis reveals
that AES is the most efficient in terms of
encryption speed, while RSA, despite its robust
security, significantly increases memory usage in
hybrid systems. DES, on the other hand, exhibits
the highest CPU usage. The triple hybrid method
(AES + DES + RSA) demonstrated superior
performance by balancing security with lower CPU
and memory resource utilization, making it a viable
option for applications requiring stringent data
security. The findings suggest that the triple hybrid
method optimizes both security and performance,
offering a cost-effective solution for secure data
transmission. Future research could focus on further
optimization and testing in diverse application
contexts to expand the potential applicability of
these methods. This study's contributions are
pivotal for developing new and effective data
security strategies, ensuring robust protection
against evolving cyber threats. Data Security is
important and studied in literature widely and
reported [18-29].
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