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Abstract:  
 

Mobile Ad hoc Networks (MANETs) are being used to meet new requirements for 

efficiency and coordination in a variety of new public and residential contexts. 

Certain essential functions, including as resource management among network nodes, 

trust-based routing, and security for network maintenance, are not performed as well 

as they should because of the dynamic nature of wireless networks. Ad-hoc networks 

can also be attacked from different tiers of a network stack, and they are susceptible 

to secure communications. Destructive nodes have the ability to alter or reject routing 

parameters. They may also provide bogus routes in an attempt to intercept source data 

packets and pass them through. To handle the complexity arising from secure data 

exchange, some protocols have been developed. However, not all attack types can be 

detected and eliminated by a secure protocol in every scenario. Since security is not 

a feature that is built into MANETs, new secure wireless protocols need to 

concentrate on these issues. Thus, the analysis of destructive nodes' characteristics 

and effects on wireless networks in this research paper examined the behaviour of 

multiple attacks, their activities through neighbour selection, the establishment of 

paths from sources to destinations, and the dissemination of attack presence detection 

information to regular devices during path discovery and data transmission 

mechanisms. In order to categorize as legitimate, nodes must be constructed with safe 

transmission knowledge to provide trustworthy communication, validation, honesty, 

and privacy. 

 

1. Introduction 

 
A MANET is a grouping of different wireless 

devices, referred to as nodes, that fervently connect 

and exchange data with one another. These nodes 

may be Bluetooth-enabled laptops, desktop 

computers with wireless local area network cards, 

smartphones, tablets, PDAs, or other types of 

wireless communication devices. Nodes that are able 

to communicate with one another across wireless 

channels make up a MANET. Depending on the type 

of network that is accessible, it is also possible to 

establish communication with different nodes within 

a static architecture. MANETs can be utilized in a 

variety of scenarios, such as information sharing 

between industrial and environmental partners 

during disaster relief efforts, official meetings and 

education, earthquakes, hurricanes, defence 

personnel communication, and other types of 

information exchange in a battle zone. The definition 

of mobile ad-hoc is shown in figure 1, which also 

depicts the infrastructure and infrastructure-less 

model of the MANET communication structure. 

Generally speaking, a node is a computing device 

that broadcasts data over the air. According to the 

description, the node can be attached to a person, a 

moving object, or a roadside car to enable 

communication between them. A route between two 

nodes in this environment could have one or more 

MANET hops. Finding and maintaining pathways in 

a wireless network is a big problem since node 

mobility can lead to dynamic changes. For several 

reasons, protecting MANETs is more difficult than 

defending traditional networks. 
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Figure 1: Illustrates communication scenarios among MANETs 

 
Table 1: Various benefits of wireless networks 

Benefit Description 

Dynamic Network 

Configuration 

Network topology variables, such as the number of nodes, coverage, geography, and 

traffic counts, as well as packet size and rate, are incredibly simple to change. 

Minimum deployment 

Cost 

MANETs may be installed at a convenient location without the need for costly 

infrastructure like cables, connections, or towers. Manage wireless connections in a 

very short amount of time. 

Battery Powered Nodes can continue to operate on battery power even in the absence of a power source. 

Connection Through a wireless connection, anyone can join and leave at any moment. 

Relocation Nodes are able to move at any time from one area to another. 

 
The network is inherently the least secure because to 

its unique features, which include unpredictability, 

channel listening, energy loss, mobility, security 

concerns, diversified device communication, 

channel scarcity, collision, congestion, noise, and 

interferences. In addition, MANETs have far less 

secure architecture because of their dynamic link 

connections, which are dependent on node 

migrations, network growth, application 

modifications, temperature, and other factors. 

Consequently, it is difficult to accurately describe 

activity that is legal. Therefore, due of the 

unexpected happenings, it is sometimes difficult to 

distinguish between malevolent and regular 

character. Within the network, a node can serve as 

the source for packet generation, the ultimate 

destination, or a forwarding intermediary for the 

transfer of data packets. 

When a node forwards data, it functions as a routing 

device that receives and retransmits data to its 

neighbouring node, which is then directed towards 

the target. Occasionally, changes in the environment 

can cause the nature of a network to alter. Numerous 

benefits come with these wireless networks as shown 

in table 1. Wireless networks like MANETs have 

their challenges too. Every node in a MANET 

effectively functions as a router since all of the nodes 

that have been deployed help each new node send 

packets. The main issue with wireless routing is this. 

This puts networks' routing at risk. 

The status of the clients can be maintained without 

the requirement for a fixed or centralized server. 

This raises the question of client loyalty. The 

dynamic nature of the network enables it to adapt to 

changing situations. As a result, protocols created for 

these kinds of settings need to be flexible enough to 

adapt to changes in the network. Due to their 

continuous interactions, the nodes that are positioned 

in unfavourable terrain and run on batteries have 

high energy power requirements. The main concern 

in this network is energy saving. Maintaining node 

identification (ID) is also a major issue in MANETs; 

duplication of IDs might be problematic because of 

open contact. Any MANET architecture requires a 

widely used method of ID allocation. Long route 

communication can lead to network and node delays. 

An extended delay can also be attributed to the 

routing loop. Another factor is buffer overloads, 

which cause packet waiting times. It is possible for 
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unknown nodes to utilize the channel with the 

purpose of preventing other nodes from using it. 

Attackers can create a bypass route to prevent 

legitimate communication. This significantly 

reduces the data loss. Thus, the results of throughput, 

packet delivery ratio, and overhead can have a 

significant impact, which reduces the overall 

performance of the network. It might be seen as legal 

or illegitimate because each node takes part in the 

route creation. Owing to dense networks, there is a 

possibility of network collapse, which suggests a 

change in each node's communication range. High 

network load can result in high congestion, energy 

loss, updating neighbours and the routing path, and 

high bandwidth use. Concurrent communication 

between several nodes causes a lot of noise and 

disturbance inside the network. The non-legitimate 

nodes have the ability to share bogus resource 

information with other nodes. This impacts the 

network greatly. Because of this, there may be a 

network jam in an emergency. 

Because of their unique characteristics, MANETs 

are vulnerable to several assaults. Some attackers are 

difficult to identify because they operate in a public 

setting where all nodes cooperatively broadcast 

control and data packets throughout the network. As 

a result, designing a secure system for wireless 

communication is more difficult than for static cable 

networks. This study analyses a MANET's security 

objectives. Here, we explore several sample attack 

scenarios that pose security threats. The remainder 

of this document is formatted as follows: Section 2 

covered the relevant literature. Section 3 outlines the 

several intriguing assaults on MANETs. The 

examined paper's conclusion is expressed in Section 

4. 

 

2. Related Work 

 
This section reviews literature on different aspects of 

wireless networks particularly characterization of 

destructive nodes. A MANET is a wirelessly linked 

network of mobile routers that configures itself. The 

routers have unrestricted mobility and self-

organization [1-4]. Thousands or even hundreds of 

mobile agents get an attack instruction from a DDoS 

"master program," and they use that information to 

execute flooding assaults against the target [1]. 

Wireless networks are especially vulnerable to radio 

signal interference because of their broadcast 

architecture, which prevents regular network 

connections. Jamming can occur by interference or 

collision at the receiver side, and it can interfere with 

wireless transmission and reception [5,6]. An attack 

that prevents authorized users from accessing the 

service provider or compromises service availability 

is known as denial of service [2]. Attackers are 

allowed to replace routes in any overheard packets 

while employing authentication and end-to-end 

authentication, and we presume that maliciously 

composed routes may only be included in messages 

sent by attackers [9]. When there is a little change in 

the protocols, the problem with the Internet is that it 

modifies the information that is necessary or 

mandatory. The foundation of the Internet 

architecture includes the creation of distributed 

denial-of-service [5]. Alpha-beta filtering can 

identify collusive assaults by malevolent nodes since 

it adapts its algorithm to the changing dynamics of 

the network [7,8]. This approach supports a larger 

working zone at the expense of increased physical 

layer complexity. Malicious nodes can use 

broadcasts that are forwarded by every node in the 

network to flood it with signals in an attempt to find 

the destination node that is out of range. Because 

nodes transmit packets in an ad hoc network, power 

consumption is higher [9,10]. The most serious kind 

of active assault jeopardizes the availability of 

broadband wireless networks, whereas passive 

attacks often affect secrecy and active attacks 

endanger integrity [3]. An adversarial or cloned node 

propagates the original node's node key or id, 

generating more copies of that node with the same id 

in the current network. This node has the potential to 

bring down the entire network [7]. 

Chen et al. [11] suggested detection approach 

enhances security by combining HHT with trust 

assessment. WSN's routing protocol is vulnerable to 

LDoS attacks. Grebremariam et al. [12] improved 

accuracy and efficient routing attack detection, 

hybrid machine learning supports safe localization in 

wireless sensor networks (WSNs). Chen et al. [13] 

suggested channel-based machine learning achieves 

an 84% authentication rate without the need for 

human labelling, making it perfect for industrial 

equipment in detecting clone and Sybil assaults. 

Nguyen et al. [14] attacked on LPW networks in the 

Internet of Things deplete device batteries. Research 

is required for strong remedies because the current 

defences are not flawless. Bendale and Prasad [15] 

presented fresh security issues brought on by D2D, 

mMIMO, and IoT. Future networks need to 

concentrate on intrusion detection. Ahmad et al. [16] 

used a specialized clustering approach, hybrid 

anomaly detection in WSN for misdirection and 

black hole attacks yields excellent accuracy. Yang et 

al. [17] While UWSNs are becoming more and more 

popular due to technological developments, this 

survey examines their susceptibility to security 

concerns. 

Wu et al. [18] suggested a trust model for WSNs that 

takes energy, data trust, and communication into 

account to successfully fend against internal 
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assaults. Aliady et al. [19] used energy-preserving 

techniques, the suggested solution detects wormhole 

assaults in WSNs with huge accuracy for 4-hop 

tunnels without the need for additional hardware. 

Ojha et al. [20] proposed SEIQRV model 

significantly reduces malware proliferation in WSNs 

while improving performance by combining 

vaccination and quarantine. Zhang et al. [21] 

observed that through experiments and simulations, 

their FORMAT framework demonstrates greater 

efficacy in detecting and mitigating cross-layer 

assaults in wireless networks through Bayesian 

learning. Islam et al. [22] enhanced WSN design 

with enhanced security, several DoS attacks and 

countermeasures are explored. In industries such as 

traffic monitoring, healthcare, and the military, 

wireless sensor networks collect critical data, but 

their lack of resources presents security risks. Xie et 

al. [23] due to resource constraints, wireless sensor 

networks, which are used in industries such as traffic 

monitoring, healthcare, and the military, are 

vulnerable to security breaches. Different DoS 

attacks and countermeasures are explored to help 

improve the security of WSN design. 

Yuan et al. [24] explored an efficient SF-APIT 

method which is suggested to address Sybil assaults 

in WSNs' APIT localization techniques. With a high 

degree of accuracy and little overhead, SF-APIT 

uses Received Signal Strength (RSS) to detect and 

prevent Sybil attacks. Zhang et al. [25] investigated 

and observed through the use of sparse compressive 

matrices and asymmetric semi-homomorphic 

encryption, a secure data collecting system based on 

compressive sensing (SeDC) increases WSN 

security while improving privacy and lowering 

computing costs. Zhao et al. [26] assessed node trust 

through behavioural observation, exponential trust 

distribution, and indirect trust to successfully fend 

off internal assaults, the exponential-based Trust and 

Reputation Evaluation System (ETRES) improves 

WSN security. Moudni et al. [27] suggested ANFIS-

PSO technique efficiently and with low false alarm 

rates detects black hole attacks in MANETs. 

Kalidoss et al. [28] presented the Secured QoS-

aware Energy Efficient Routing Protocol for 

Wireless Sensor Networks. It uses cluster-based 

routing and trust modelling with authentication for 

secure communication. In simulations, the suggested 

SQEER algorithm enhances packet delivery, 

network longevity, and security. Poongodi et al. [29] 

investigated on security as well as speed of wireless 

networks. Routeing is interfered with by selective 

drop attacks, which target these networks. Defence 

is provided by RSDA, which integrates with AODV 

and ECDSA authentication to provide dependable 

routing. Fang et al. [30] observed that for WSNs, 

LEACH-TM is a trust-based hierarchical routing 

system that boosts security and energy economy. To 

extend the lifetime of the network and lessen the 

impact of rogue nodes, it makes use of trust 

management and dynamic cluster head selection. 

The literature has revealed the need for exploring 

destructive nodes and their characterization. 

 

3. Characterization of Destructive Nodes 

 
This section explores different kinds of destructive 

nodes or source of attacks or attack causing agents. 

 

3.1 Attackers in Wireless Networks 

Routing disruption attacks and resource wasting 

attacks are two frequent categories for non-

legitimate routing assaults. When it comes to 

resource expenditure attacks, certain disruptive 

nodes may attempt to inject fake information in 

order to use the network resources; in the routing 

interruption model, the attacks aim to disrupt the 

routing mechanisms by redirecting packets of 

erroneous pathways. 

As presented in table 2, different kinds of attacks and 

their characterization dynamics are provided. This 

information provides required knowhow on the 

attack space in wireless networks that are prone to 

various security risks.  

 

3.2 Data Modifier Attack (DMA) 

DMA attack involves the alteration of a small 

number of control packet fields in the data 

transmitted between nodes, which can lead to packet 

transmission errors, lost packets, or altered data. A 

handful of these malevolent attacks are covered in 

the next sections.  

Erroneous sequence numbers for packets Sqn:  
In order to display a new path, attackers can alter the 

Sqn in path request or path reply messages. 

Attackers who misbehave occasionally get a path 

request (PREQ) intended for destination D from 

source S or intermediate I. When the attackers have 

the path reply PREP, they unicast to the next node, 

which has a maximum destination Sqn greater than 

the last Sqn that D announced. After agreeing to the 

PREP, node S sends the data packets to D via A. If 

the destination Sqn is less than the one broadcast by 

M when the initial PREP from D reaches S, S will 

reject that packet as a stale entry. Until an 

appropriate PREP with a maximum Sqn greater than 

that of A is received by source S, the state will 

remain unchanged. False hop count: By structuring 

a PREQ's hop count (HC) field differently from the 

minimum hop count, an attacker of this type can 

maximize the possibility that they are united in a 

freshly created path. Comparably, the HC field in the 

routing messages is altered to draw in the data 
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Table 2: Different attacks and characterization 

 

 

 
 

Figure 2: Illustrates path collapse attack scenario 

 
packet, just like in the Sqn path-changing attack. 

False route: The route collapse attack behaviour 

depicted in figure 2 makes it evident that the 

shortest path was found to connect S and D. It is 

also presumed that nodes C and X cannot hear one 

another, nor can B and D hear one another. Node 

M is an unruly node that is attempting to launch a 

denial of service (DOS) assault. Assume that S 

delivers data along the path S-A-B-C-D to D. This 

data packet is sent to B and C is removed from the 

routing list if M intercepts it. Since B cannot hear 

D, it is unlikely that B will convey this to D. Thus, 

M has successfully initiated a denial-of-service 

attack on D in an attempt to bring down the 

network. 

 

3.3 Denial of Service  

Similar to figure 3, the goal of this kind of attack is 

to stop authorized and legitimate users from using 

the network's services. Nodes were unable to 

communicate with a system during the DOS  

Attackers Types of Attacks Characterization 

Active 

Attacks 

Data Modifier 
This assault alters the valid data structure and attempts to make illegal 

changes to the data 

Denial of service 
Prevent the normal usage of the channel by sending constant fake 

packets. 

Playback Attack 
A playback attack involves reproducing the same data repeatedly or 

attempts to delay the delivery of the data. 

Duplication 

Attempt to misuse the network resources 

Node ID duplication is a significant corruption technique involving 

duplication of nodes.  

Repeated data can be stored in memory to take up memory space. 

Passive 

Attacks 

Man in the Middle 

Attack 

Attacks are positioned between two nodes and passively intercept the 

communication of messages. 

Packet analyser Attack 

Examines the node's position based on the packet flows between 

nodes, Retrieve packet from encrypted format 

Knows the frequency and length of the packet  

Adaptation 

Misrouting Packet 

attackers 

Redirect the data packet from its initial route to the wrong directions 

spoofing attacks 

Spoofing attacks involve impersonating another node by intercepting 

IP, AR, or server activities. 

It has the ability to take data, circumvent network control, and 

distribute malware throughout the network  

Grabbing 

Wormhole attacks 

In the wormhole attack, a worm node intercepts the packets at one 

location and transfers them to another location, where it may either 

partially or totally discard the packets. 

Black hole attacks 

Packets are frequently dropped from an unreliable network; the black 

hole attack is difficult to detect and prevent. It raises its destination 

sequence number and behaves as a destination at times. It can 

randomly drop packets at random intervals. 

Untruth 

Attack 

Deficiency attacks 

The primary goal is to utilize a significant amount of resources such 

as energy and bandwidth by keeping them active without any valid 

reason. 

Path rescue attacks 
Data packets may fail to reach the intended destination due to the 

wireless nature, link loss, or the presence of an attacker. 

Breaking 

attacks 

Packet droppers 
The packet droppers have the ability to directly disrupt the control 

packets. 

Flooding attacks 
Challenger could disrupt the normal transmission process by sending 

an excessive amount of unnecessary packets to the destination. 

Non-Cooperative 

attacks 

Lack of cooperation from the neighbours and routing nodes to 

complete the network operations initiated by the attackers 



Srinivas Aluvala, V. Srikanth / IJCESEN 10-4(2024)1584-1593 

 

1589 
 

 

 
Figure 3: Illustrates modus operandi of DoS attack 

 
assault. Current DOS attacks have left many 

websites unreachable to users for a period of time, 

resulting in important reputation, economists and 

some other losses.The behaviour of DOS attacks 

discussed below. The utilization of restricted 

resources, including network connectivity and 

capacity. Information on high sequence number 

configuration devastation or change. Potential harm 

or modifications to the network infrastructure. A 

defence against DoS assaults can be provided by the 

following real-world occurrences such as 

identification and removal, prompt protocol 

revision, separation of nodes and networks 

monitoring of flow. 

 

3.4 Hijacking Communication Session 

Attackers first extract the destination or forwarding 

node's IP address in order to get the precise sequence 

number. After then, the victim is treated like a DOS 

by the attacker. The destination thus gets crowded 

for a while. Thus, using the other node as a valid 

object, the hijacker continues the session. 

 

3.5 Resource Utilization Attack 

Because wireless networks are dynamic and each 

node's coverage area is limited, security is a 

significant concern. The depletion of network 

resources, such as bandwidth, energy, and node 

queue, is achieved by the malicious node by 

persistent broadcasting of control packets, which is 

known as a denial-of-service attack (DOS). This 

decreases performance. Detection of this attack can 

be found through nodes exchanging resource 

information and track heavily resource-used nodes 

using a protocol.  

 

3.6 Duplication Attacks 

Attacks that replicate data in a network to violate 

privacy and sincerity. It is possible for an attacker to 

alter someone's perception of the network by 

copying the node address of another device. Figure 

4. lists the following as possible attackers. 
 

 
Figure 4: Illustrates dynamics duplication attack 

 
Node S initiates a PREQ procedure with the 

intention of sending data to X. The misbehaving 

attacker M duplicates the destination ID X as 

misbehaving node ID X' since he is closer to S than 

X. S receives PREP from the misbehaving node. 

Without verifying the authenticity of the PREP, 

Source S starts sending data to the misbehaving node 

because it believes the path to the PREP. A route 
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loop between a few network nodes may result from 

this sort of malicious activity. 

 
3.7 Grabbing Attack 

Grabbing attacks attempt to stop a process by 

injecting control packets or fake messages. These 

attacks are challenging to keep an eye on in a 

network as the data appears to the nodes distributing 

it as authentic communications. A fabrication assault 

is demonstrated in figure 5. 
 

 
Figure 5: Illustrates scenario of grabbing attack 

 
In order to receive the path to X, Source S must 

broadcast PREQ in order to convey data to X. 

Misbehaving node M sends PREP to the S while 

pretending to have a cached route to the X. Without 

verifying the PREP, the S node accepts it and begins 

sending data to M. Furthermore, misbehaving nodes 

may provide route errors that encourage a network's 

link to detach from a particular node. 

 

3.8 Tunnelling Wormhole Attack 

A severe kind of assault known as a "wormhole 

attack" allows two worm nodes to exchange packets 

via a private "tunnel" within the network, as 

illustrated in figure 6. A worm1 node accepts control 

and data packets at one location in the network and 

tunnels them to the next location, where they are 

transmitted out into the environment, while the 

worm is present in the network. Wormholes are the 

tunnelling between two linked attackers. 

 

 
 

Figure 6: Illustrates tunnelling wormhole scenario 

 

The two worm nodes in this instance, M1 and M2, 

join via a private link. Every packet that M1 receives 

from the source is then passed via a linked "worm 

node" called M2. A worm node uses tunnelling to 

stop routing and provides the shortest path. These 

kinds of malicious activity can severely disrupt 

node-to-node communication and are difficult to 

detect in a network. Detection of such attack can be 

done through the detection method of neighbour list 

analysis, detection based on hop counts, route-based 

detection based on time and location-based 

identification of worm nodes.  

 

3.9 Black Hole Attack 

By pretending to be a destination, the node tries to 

attract packets to itself in this attack. All nodes in the 

vicinity of the black hole must route data towards it 

since a node reports a zero value for each destination 

result. Any wireless protocol may be attacked by a 

black hole assault of this kind. In a flooding-based 

environment, a black hole attends to the route 

demands for the networks. The black hole enters the 

pathway to interact with the packets passing between 

it and, upon hearing a path request for a path to the 

destination, creates a reply with an incredibly short 

route. The steps for finding a black hole are listed 

below. Step 1: The destination sequence number is 

validated. Step 2: Distributing valid certificates 

between authorised nodes in order to safeguard the 

packet metrics. Step 3: Legitimate nodes keeping an 

eye on harmful purpose nodes. Step 4: By comparing 

them with the certificates that are contained in their 

directory and all path lengths, the source and 

destination verify the authenticity of the paths and 

documents. 

 
3.10 Jamming Attack 

When launching a jamming assault, the attacker 

begins monitoring the communication channel to see 

how frequently packets from the source are arriving 

at the target. 
 

 
Figure 7: Illustrates the scenario of jamming attack. 

 

As seen in figure 7, the attacker then begins to send 

the packets with that frequency, causing error-free 

reception at the destination to halt. 
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3.11 Vampire Attack 

A challenger creates messages using deliberate 

launch routing loops in our vampire assault. Given 

that figure 2 illustrates how it distributes packets in 

a circular loop, we refer to it as the vampire attack. 

By creating limited confirmation of packet headers 

at forwarding nodes, it seeks to contaminate routing 

by permitting some packets to repeatedly flow via 

the same nodes. Additionally, as figure 8. illustrates, 

it lengthens the path to rapidly deplete the node's 

lifetime. 
Numerous studies investigate various mitigating 

strategies to minimize vampire injury and discover 

that although the assault may be easily avoided with 

very little control overhead, the wider vampire attack 

remains extremely difficult. The first safety method 

we covered was routing, in which any intermediary 

node that knows a quick path to the destination might 

resend the data packet. We switch from detection to 

assurance that a packet travels over the network in 

the second validation. Every node ensures that the 

packet makes it across every hop that gets it closer 

to its final destination. 

 

 
 

Figure 8: Illustrates dynamics of vampire attack. 

 

The dynamic nature of wireless networks and the 

limited coverage areas of individual nodes provide 

significant security challenges. The effect of 

resource usage assault is similar to a denial-of-

service attack (DoS) in which a malicious node 

continuously broadcasts control packets to lower 

network resources including bandwidth, energy, and 

node queue in an effort to limit performance. A 

number of other attacker behaviours are present in 

network communications. Several of these were 

covered previously. The next section covers two 

secure routing methods for ad hoc wireless 

networks. An attacker can depart from the regularity 

of the network by using similar behaviour and 

different ways of being present. Wireless 

communication is often considered to be very unsafe 

if the built-in protocol lacks security awareness. 

Every regular node should be constructed with a 

security monitoring knowledge protocol directed 

towards all neighbouring and route nodes. By doing 

this, network degradation and loss are avoided. 

Security is important and used in different works 

[31-40]. 
 

4. Conclusion and Future Work 

 
With varying attackers and a large number of 

misbehaving nodes, the attackers may disrupt the 

network significantly. They are skilled at creating 

malicious scenarios and misbehaving nodes. The 

ultimate goal of a protocol is to transfer data from 

source to destination in an efficient manner; in this 

case, receiving packets from legitimate nodes is 

quite simple and there is no malicious node present. 

Once an attacker has established a variety of 

maladaptive settings inside the network, the impact 

of network damages may be verified by comparing 

the received packets with the previous packets, 

which can disclose the packet loss based on the 

overhead values. This occurs when data is sent in the 

wrong way by an attacker or unknown source; in 

certain situations, packets may be discarded as a 

result of inappropriate behaviour. This leads to the 

conclusion that routing methods need to be designed 

with knowledge of secure transmission while 

keeping an eye on network changes. The design of 

the wireless protocol could prevent different attacks 

requires further research. In future we intend to 

develop a secure protocol for wireless networks. 
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