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1. Introduction 

VANETs can be considered a special type of MANET 

where communication is accomplished between 

vehicles, as well as between vehicles and roadside 

infrastructure to enhance road safety, traffic 

management, and infotainment services in real-time 

with the help of data exchange between vehicles. As 

network nodes are vehicles equipped with wireless 

communication devices, the VANETs tend to create a 

dynamic and very mobile topology. VANETs leverage 

technologies like DSRC and cellular networks to 

facilitate V2V and V2I communications. The 

challenge presented by the reliable communication is 

inherent in the high mobility, frequency of topology 

change, and stringency of the latency requirements 

inherent in the system itself. It ranges from avoiding 

collisions and reporting emergencies to the 

optimization of traffic and Internet access on the move. 

With the advent of 5G and edge computing, VANETs 

have been evolving toward more autonomous and 

intelligent transportation systems. Security and 

privacy are major issues because VANETs are an open 

and distributed system. Future research in the area of 

VANETs has to focus on efficient protocols, robust 

security mechanisms, and scalable architectures to 

sustain future intelligent transportation systems. Over 

the last few decades, many studies that have been 

conducted under the domain of secure journeys have 

made it bundantly clear that if adequate precautions for 

roadways are not taken, it can lead to numerous 

fatalities or catastrophic injuries, significant damages 
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for companies that rely on transit, and various other 

calamities [1]. Thus, in order to prevent this regrettable 

events, intelligent transportation systems (ITS) 

employ an encrypted connection technology called the 

VANETs which gives an extensive variety of 

automobiles in cities instantaneously alerting of traffic 

jams, roadway conditions, the climate, violations of 

traffic laws, pedestrian crossings, ambulances, and 

road intersections. Like MANETs, VANETs are also 

decentralized, ad-hoc networks that are not based on 

any infrastructure while each vehicle will be a mobile 

node [1]. V2X transmission refers to the type of 

interaction where an automobile is able to interact 

among other automobiles as well as underlying 

environment [2]; this type of interaction includes 

combined V2V and V2I interactions. Of course, the 

most important safety standards for automobiles in a 

VANET are safe interaction, shared authorization, 

confidentiality, and non-repudiation. Authenticity and 

privacy are offered by digital certificates and 

encrypting it correspondingly [3]. There is increased 

computing expense and transmission latency when 

both computations—digital identity and encryption—

are carried out separately. In this work, we develop a 

highly effective shared authentication mechanism that 

preserves confidentiality and makes certain only those 

cars that have been verified are allowed to view the 

data provided by the trustworthy entity has broadcast.  

Furthermore, our method ensures safe, verified 

interactions between vehicles [4]. We additionally 

presented a new distributed key scheme that uses star 

topology. In our method of transmission approach, the 

set of key that is utilised for multicasting is generated 

by TA using the encryption attributes of every valid 

automobile [5]. 

 

2. Literature Survey 

Many authors have presented different techniques [6-

22]. Limbasiya et. al. [6] have designed an efficient 

V2V communication scheme to overcome issues 

regarding latency of transmission, security, and 

privacy. With their strategy, they are employing 

several cryptographic operations to enhance the 

security. Their technique has the advantage of 

protecting the whole network from some hazardous 

behaviors and providing better computational and 

communication cost. Al-shareeda et. al. [14] has 

proposed a conditioned privacy oriented verification 

method using ECC. They have used ECC in their 

scheme to provide authentication throughout the 

conversation. They have minimized the costs of the 

computation and interaction in their system. The 

limitations are that the overall safety of the network 

and the computational cost needs to be enhanced. For 

the sake of enhancing confidentiality throughout 

mutual authentication, Wu et. al. has brought forth a 

very effective method of verification. Wu et. al. [15] 

has suggested an efficient verification method. Their 

approach solves efficiency and security problems. 

They have used an ID-based system for the protection 

of private data during communication between cars. 

Their technique effectively satisfies the main safety 

requirements by solving the safety issues using BAN 

logic. Their technology, therefore, provides better 

performance in terms of transmission cost and RSI 

lifetime. Fatemidokht et al. [9] have designed an 

important routing protocol that makes use of artificial 

intelligence and also reduces costs based on 

topological dynamism and security breaches. Inside 

the system, they have two types of routing protocols, 

VRU_vu and VRU_U which carry messages across. 

One benefit of their technique is that it can identify 

and separate malicious vehicles from the network. Its 

limitation is that its effectiveness has only been 

realized in urban conditions.Raja et. al. [17] has 

designed an efficient software-based approach to 

reduce the load on networks and security-related 

issues. The collective approach was used in their 

network in the initial stages to produce a set of key 

for encryption during communication with RSI. 

Moreover, an integrated intrusion detection system 

has been implemented to ensure confidentiality 

during the transmission period. Its performance is 

better and reliability is improved in comparison to 

other present systems [14]. Mingming Cui et al. [11] 

have proposed an efficient validation technique to 

address issues related to latency, transmission delay, 

validation duration, and overall delay. Their approach 

leverages a certificate-less mechanism to minimize 

total time while incorporating internet cryptography to 

reduce data and time requirements [13]. Consequently, 

their network achieves improved performance through 

optimized QoS settings, as well as efficient signature 

generation and verification processes [19][20]. The 

analysis's outcome supports the claim that their 

method offers greater safety with lower computing 

costs for signing it, a quicker validation process, and 

less networking latency. 

 

2.1 System Architecture 

Four components make up the proposed system: the 

RU, RCL, and OB. The RCL is mainly focused on 

obtaining a entire information from the RU and OB 

and verifies and aggregate the information and sent to 
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CE. For the CLE to realize data collecting privacy, it 

first needs to use a cumulative set of its encrypted text 

before perceiving further information. There are 

many intelligent OB in each smart vehicle and an 

intelligent sensor in each RU. The RCL oversees the 

real-time generation, management, and evaluation of 

data by the OB. It is also tasked with creating and 

transmitting various requests and system parameters to 

the CLE. Its role involves collecting, analyzing, and 

transmitting information and messages between the 

RU and OB, including interface requirements and 

energy data. To enhance reliability and computational 

efficiency, the CLE is typically positioned near the 

intelligent RCL. Currently, several components are 

available, with some being considered potential 

elements for cloud nodes. Table 1 shows  

abbreviations and their expansions. 

 
Table 1.  Abbreviations and their expansions 

 

3. Methodology 

The proposed system follows a multi-phase 

methodology to ensure secure initialization, 

registration, data management, and extraction. The 

process begins with system initialization, where initial 

variables are defined, prime numbers are generated, 

security parameters are set, and ECC is computed. 

Private and public keys are generated, and the data is 

sent to the CE, which produces a signature to establish 

a secure foundation. In the OBU and RC registration 

phases, private and public keys are computed, and 

registration data is transmitted to the CE, where 

signatures are generated. The RC registration also 

involves data collection from the Roadside Unit (RSU) 

and the On-Board Unit (OBU). During the data 

aggregation phase, the RC validates the legitimacy of 

transmitted data and signatures to ensure integrity. 

Finally, in the data extraction phase, decrypted data is 

collected, and the total data is computed for further 

analysis, ensuring efficient and secure system 

performance. Figure 1 represents the system 

methodology. 

 
Figure 1.  Proposed System Architecture 

The system incorporates advanced cryptographic 

techniques to ensure performance, security, and data 

integrity: 

3.1 Key Management 

The methodology uses a hybrid cryptographic 

approach, combining symmetric and asymmetric 

cryptography to optimize security and efficiency. 

Figure 2 represents Optimizing Security and 

Efficiency using key management. 

 Asymmetric Keys: Elliptic Curve Cryptography 

(ECC) is employed, specifically ECC-256, which 

offers strong security comparable to RSA-3072 but 

with lower computational costs. ECC is ideal for 

resource-constrained environments like IoT. 

 Rationale: ECC provides an optimal balance 

between performance and encryption strength, 

enhancing system efficiency. 

3.2 Digital Signature Methods 

The Elliptic Curve Digital Signature Algorithm 

(ECDSA) is used to authenticate and ensure the 

integrity of data. 

 ECDSA-256: Chosen for its efficiency in 

generating smaller signatures with reduced 

computational and bandwidth overhead compared 

to RSA. 

Abbreviations Expansions 

RCL  Reliable Control 

RU Road Side Unit 

CLE Cloud Environment 

IoT  Internet of Things 

OB On Board Unit 

CRT Chinese Remainder Theorem 

ECC Elliptic Curve Cryptography 

ECDSA Elliptic Curve Digital Signature 

Algorithm 

PRK Public Key Encryption 

ITS Intelligent Transportation System 

PBK Public Key 

PVK Private Key 
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Figure 2.  Optimizing Security and Efficiency using key 

management 

 Rationale: ECDSA’s space and computational 

efficiency make it suitable for systems with 

performance and bandwidth constraints, such as 

IoT networks or distributed systems. 

3.3 Hash Functions 

The Secure Hash Algorithm 3 (SHA-3) family is 

utilized for secure data hashing[18]. Figure 3 

represents Hybrid Cryptographic approach which 

combines the effective approaches like digital 

signatures and hash functions. 

 Hash Length: SHA-3-256 is implemented, 

offering robust protection with a 256-bit output. 

 Rationale: SHA-3 was selected for its enhanced 

resistance to collision attacks and improved 

robustness compared to SHA-2, ensuring long-

term security against cryptographic vulnerabilities. 

4. Results and discussion 

This section assesses the technique's effectiveness by 

analyzing its computational and communication costs. 

The evaluation involves simulating the data 

aggregation process to measure the time required by 

Java 1.7.0 to complete specific encryption tasks. Next, 

we examine the costs associated with the computation 

generated by these operations - RU, OB, RCL and 

CLE. Figure 4 represents the computing costs 

generated by RC in various methods. We compare our 

proposed approach with several existing techniques 

referenced in [10,14,17,19,22]. Figure 5 represents the 

comparison  of security metrics across the proposed  

certificate-less method, Certificate based ECC and   

 
Figure 3. Hybrid Cryptographic approach  

 

traditional RSA. Figure 6 shows the comparison of 

energy efficiency across the proposed certificate-less 

method, Certificate based ECC and traditional RSA. 
The energy consumption is broken down into 

Encryption, Decryption, and Communication 

categories. Evaluation of the proposed certificate-less 

authorization system for secure communication in 

VANETs showed great improvement in both 

computational efficiency and security. Advanced 

cryptographic techniques, like ECC-256 and SHA-3-

256, are adopted in the system to significantly reduce 

computational costs and latency compared with the 

traditional certificate-based scheme. In particular, this 

hybrid cryptographic approach integrated symmetric 

and asymmetric encryption techniques to optimize 

performance in resource-constrained IoT 

environments. As a result, the proposed method 

decreased the overall communication delay by about 

25% and reduced the encryption overhead, which 

provides smooth real-time data exchange in vehicular 

networks. Figure 4 shows the computational costs of 

different methods, indicating the superiority of the 

proposed approach over existing ones. In addition to 

the computational efficiency, the system proved to be 

secure, ensuring data confidentiality, integrity, and 

authenticity with a certificate-less design. By 

implementing ECDSA-256, signature verification was 

significantly improved; the validation time was 

reduced, and the whole system became more 
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responsive. Also, the proposed scheme effectively 

overcame some of the major issues of VANETs, 

namely, latency and scalability, and hence it has great 

potential to be applied in highly dynamic VANET 

environments. A comparative analysis of the proposed 

scheme with some of the existing schemes, such as 

those referred to in [10], [14], and [22], proved that the 

proposed system is superior in terms of security and 

computational performance. These results underline 

the potential of this certificate-less authorization 

framework in leading the way to secure and efficient 

ITSs. 

5. Conclusion 

The proposed article presents an efficient and reliable 

secure data aggregation method tailored for computing 

devices in the IIoT, with a focus on safeguarding 

sensitive RS and OB information. The solution ensures 

data integrity and reliability across RS, OB, RCL, and 

CLE by leveraging advanced authentication. 

Additionally, it enables RCL and CLE to utilize batch 

verification and signature techniques for rapid and 

efficient identity validation. An evaluation of the 

proposed security features demonstrates compliance 

with several established safety standards. 

Furthermore, the approach is well-suited for smart 

systems with limited transmission and computational 

capabilities. 
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