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Abstract:

With Smart Devices emerging as a potentially game-changing technology in the future,
it is anticipated that it will generate a massive volume of data that may be vulnerable to
security vulnerabilities. Therefore, lightweight cryptography has been identified as one
of the acceptable mechanisms for protecting Smart Devices applications from hackers.
This is since lightweight cryptography is designed to fulfill security demands in hardware
and software that are resource constrained. When it comes to building lightweight
cryptography for Smart Devices applications, specifically for integrity and authentication
algorithms, the purpose of this study is to conduct an analysis of the existing security
requirements. There was a four-step approach that was utilized to adopt the Kitchenham
systematic review method. In this investigation, the articles that were chosen for research
were retrieved from four credible databases, and after meeting the selection criteria, 57
of them were declared appropriate for subsequent analysis. A significant portion of the
research was concentrated on assaults directed against Smart Devices applications,
system security needs, and techniques for lightweight authentication. For the purpose of
achieving the desired security requirements for sustainable security management in Smart
Devices, this study may provide researchers with a reference for building user

authentication algorithms that are lightweight.

1. Introduction

In the cutting-edge idea known as the Smart Devices,
commonplace items like home and business
appliances are connected to the web and may
exchange data and instructions with one another. As
aresult, RFID tags, cell phones, smart environments,
and other wearable tech can all be directly integrated
[1]. Smart cities, healthcare, environmental
surveillance, intelligent transportation systems, and
military relations are some of the application sectors
that have been rapidly developing thanks to the
Smart Devices [2] According [3] over one billion
smart objects, including sensors, actuators, GPS
devices, mobile phones, and more, were anticipated
to be connected to the Internet in 2020. Smart
Devices has seen a meteoric rise in the number of
devices connected to public networks, and these
systems are constantly exchanging data with one
another to reflect the actual environment. According
to [4], the data is collected from authorized users and

transmitted to terminal nodes using a wireless
network. Data storage and transmission to the central
platform are responsibilities of the terminal nodes.
Cyber-attacks can penetrate these several levels of
the communication process if a security system is
not put in place [5]. Therefore, to guarantee the
security of data during connection, mutual
authentication is essential. The security of Smart
Devices relies heavily on mutual authentication. An
unsecured perimeter leaves nodes vulnerable to
distant users employing hacking tools [6]. Specific
nodes can have their unique information extracted
after they are coupled. Deploying resourceful
gateway nodes in Smart Devices networks will boost
system efficiency in terms of processing capacity,
battery backup, memory, speed, and other aspects,
which is why remote-user authentication is crucial
[7]. In comparison to conventional wired networks,
the design, features, and uses of the Smart Devices
are unique. Devices with limited resources cannot
use traditional encryption methods. Lightweight
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algorithms have thus become one of the most
effective ways to encrypt data in these devices
without significantly increasing their power
consumption [8].

Protecting the information necessary for the Smart
Devices to function requires the use of cryptography
in smart devices. This is to make sure that only the
devices that are meant to receive the data can access
it during wireless transmission. An encryption
algorithm can be employed to code and decode the
data, ensuring its security [9]. Although encryption
can be employed to guarantee data authenticity and
integrity, conventional cryptography methods
necessitate substantial resource allocation. Since
Smart Devices have limited resources like
processing power, memory, and battery life, new
methods of network security are needed [10]. In
response to these constraints, lightweight
cryptography was developed to oversee the
protection of devices with little resources. In
addition to protecting data, lightweight cryptography
keeps memory and power consumption in Smart
Devices to a minimum [11]. Hospitals employ Smart
Health, sometimes called e-health, as an example of
lightweight cryptography technology that has been
extensively studied. Electronic health records allow
for continuous monitoring of a patient's status.
Secure transmission of patient data between e-health
devices is, hence, of the utmost importance [12].
Even when they aren't on the clock, doctors may find
value in reading patients' medical records. Insecure
hospital Smart Devices systems leave patients
vulnerable to hackers who could take control of their
devices, alter the data they collect, and even steal
patient information. There is a risk that patients
could suffer harm due to treatment delays or errors
caused by altered or compromised data.

One way to lessen the likelihood of data privacy
breaches in Smart Devices applications is to use
lightweight cryptography. Data interchange over the
Internet is the initial step in Smart Devices. Hackers
often aim their attacks at this weak point in the
system. The data transmitted by a certain endpoint
might not be a cause for worry in terms of privacy
on its own. Yet, when collected, processed, and
analysed, incomplete data from several sources
might reveal confidential information. Following a
systematic literature review (SLR) defined by [13]
as "a means of identifying, evaluating and
interpreting all available research relevant to a
particular research question or topic area or
phenomenon of interest,” this paper reviews the
lightweight authentication algorithm. Due to its
evidence-based nature and the superiority of its
results over subjective opinions or casual
observations, a systematic review has gained
widespread recognition and application outside of
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software engineering and medical research [14]. To
gain people's trust in the Smart Devices, which will
soon be the standard, a solid security system is
required. Therefore, it is essential that every Smart
Devices device has a unique identifier that can be
checked whenever it attempts to establish a
connection to a hub or main server. Keeping tabs on
every device that connects to a system is crucial for
IT system administrators. Consequently, this study
aims to:

(1) Assess the existing research on integrity and
authentication for lightweight algorithms in Smart
Devices applications.

(2) Investigate the algorithms' needs for integrity and
authentication and

(3) Examine the algorithms that are currently being
used. Possible uses of the findings from this study
include:

(a) Improving existing lightweight algorithms

(b) Outlining appropriate safety standards for
lightweight algorithms and

(c) Analyzing the merits and shortcomings of prior
research on these algorithms

2. Material and Methods

Figure 1 depicts the review process. Making a list of
potential research topics was the first step. Next,
using inclusion-exclusion criteria, we searched for
publications that provided details on the
publications' selection process as well as keywords.
The last step was to compile a list based on the
extracted information from the chosen articles.

2.1 Formulation of Research Questions

Tabulated in Table 1 are the research questions
(RQ). When it came to RQ1, the question aimed to
provide an overview of the current research trend on
the security of Smart Devices applications using a
lightweight authentication mechanism. The number
of journals and conferences that published papers
between 2013 and 2021 was determined in order to
answer RQ1. Research Questions 2 and 3 looked at
the present state of lightweight algorithms utilized in
Smart Devices applications and the requirements for
their integrity and authentication.

2.2 Search Process

The hunt is the most important part of an SLR. As
shown in Figure 2, the following databases were
searched for English-language articles in seven
stages:
. Google Scholar
Scopus

Springer/Elsevier
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° IEEE Digital Library

The search method is illustrated in Figure 2.
Beginning with a broad literature search utilizing
terms such as "authentication,”" "integrity," "Smart
Devices application,” and "lightweight
cryptography,” the second phase involved more
specific searches. Phase 2 involved downloading all
papers that had the keywords in the title and abstract.
After the third phase, which involved reading all of
the downloaded materials, the articles were
organized by topic, including security, architecture,
and algorithms. After selecting 52 articles in Phase
3, the following phases narrowed the search using
synonyms of keywords from Phase 1 (e.g.,
"authentication" was changed to "verification").
Following these steps, five articles were identified
that were similar to the synonyms used in the SLR.

2.3 Inclusion and Exclusion Criteria

Articles were reviewed in Phase 6 for inclusion and
exclusion criteria before they were accepted as main
articles. Papers were selected for primary analysis
based on the inclusion criteria listed in Table 2.
Afterwards, items that did not meet the criteria
outlined in Table 3 were not included.

3. Results and Discussions
Consistently obtaining outcomes to answer the

review questions was the purpose of data extraction
following final article selection in Phase 7.

Research Search
questions Process

Figure 1. The steps of the SLR described by Kitchenham
et al. (2004) [39]

Data
Extraction

Inclusion

Exclusion

and
Quality

Criteria

3.Full
Article
Selection
Post

1.Literature

2.Title
and
Abstract

4 Lite
rature

search

5.Addi
tional
Article
Selecti

7. 6.
Inclusio

Final

Selerti n

Figure 2. Search process of SLR

To accurately and fairly collect data from chosen
articles, a data extraction form needs to be filled out.
In accordance with the quality assessment standards
employed by [15,16] five criteria were listed in
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Table 4 to determine the quality of the chosen
articles. Various ratio scales were employed: One
point for yes, zero for no, and half a point for
partially.

3.1 Data Extraction and Quality Assessment
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Figure 3. Numbers of articles after inclusion and
exclusion criteria (2011-2022)

The results of the SLR are given here. Table 1's
research questions were addressed in each
subsection.

Question 1: How is the state of the art in the field of
authentication and integrity algorithms for Smart
Devices applications?

The quantity of publications provided between 2013
and 2022 prior to the quality assessment is depicted
in Figure 3. Lightweight authentication in Smart
Devices apps was not a top concern between 2013
and 2014, as shown in the figure. In 2015 and
beyond, the quantity of publications skyrocketed due
to the widespread use and decreasing prices of smart
devices [17].  Also, studies on lightweight
algorithms were in their infancy between 2013 —
2014. Potential threats to Smart Devices
applications, necessary security measures to
safeguard these applications, and recommended
algorithms constituted the bulk of the article content.
As shown in Figure 3, a total of 103 articles were
located using the following keywords: lightweight
cryptography, authentication, integrity, and Smart
Devices applications. A total of 109 papers met the
criteria set out by the keywords. After careful
selection utilizing the inclusion-exclusion criteria
and quality assessments shown in Tables 2, 3, and 4,
atotal of 57 articles were obtained. Of these, 52 were
in the first search, and the remaining five were
selected from the second search using the phrase
"verification." Figure 4 is a pie chart displaying the
total number of publications categorized as follows:
assaults, security methods, and algorithms; these are
the three main areas of Smart Devices security.
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There were 18 pieces dealing with assaults, 26 with
security needs and procedures, and 13 with
lightweight cryptographic algorithms. Reading up
on authentication and integrity-related articles about
Smart Devices vulnerabilities helped shed light on
how light weight cryptography protected Smart
Devices systems. To identify security holes in Smart
Devices applications and the measures to close them,
these attacks could be used. Moreover, security
requirements have shown how critical it is to enforce
security regulations in Smart Devices systems. We
could construct the appropriate algorithms when we
had determined the security requirements.

@ Attacks

@ Security
Requirements

) Authentication
Algorithm

Figure 4. Classification of articles (2011 to 2023)

3.2 Research Question 1.1: Which threats could
compromise the security of Smart Devices
applications?

Smart Devices has been the target of several
assaults. Applications' credibility and security would
be the primary targets of the assaults discussed in
this article. Based on an examination of the 52 main
articles, many occurrences included spoofing, data
manipulation, side-channel attacks, unauthorized
access, hash collision, and man-in-the-middle
(MIM) attacks. Eighteen of the main papers
addressed the assaults that posed a risk to the
security of apps built for the Smart Devices. Here is
a summary of the publications that covered the
specific assaults and how they worked (Table 5).

It appeared that most often, hackers would launch
MIM assaults, in which they would hijack the data
flow that goes between devices and cloud-based
services. Based on previous research [19,20] it is
possible for a hacker to intercept and manipulate
data transmissions across systems. Given that the
scale of harm may range from negligible to massive,
depending on the hackers' intentions, MIM posed a
real danger to Smart Devices applications. Smart
Devices applications are vulnerable to this type of
vulnerability attack, particularly if the authentication
measures were inadequate. In addition, an attacker
could be able to obtain login passwords and personal
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information using MIM. Because a hacker may
execute fraudulent outputs by sending command-
and-control instructions to insecure Smart Devices
applications, MIM assaults would be encouraged. A
strong client-server encryption technique was
employed by [21] to address MIM attacks. After the
server verified the client's request using a digital
certificate, the connection could be formed.
According to [22] the danger of unauthorized access
and sensitive data leaks will develop in direct
proportion to the number of interconnected links
between data sources and Smart Devices
applications. This kind of assault happened when
incomplete data identification was the outcome of
intercepting and cross-referencing many data
sources [23]. Hackers could use the stolen
information without affecting the Smart Devices
apps directly. Worst case scenario: unauthorized
access leads to data and information leakage. The
security of Smart Devices applications might be
jeopardized if hackers could alter, delete, or copy
data. According to one of the most effective ways to
protect data kept on a physical server or in the cloud
against unauthorized access is to use physical
security measures. Security measures may include
the use of guards, physical barriers, closed-circuit
television, and locks for computers and other
devices. It is also a good idea to combine physical
security measures with Smart Devices technology
when using connected sensors and actuators [21].
According to [22], data manipulation takes place
when records are altered because of hacking.
According to [23], once hackers intercept or access
data, they would alter the material for their own
benefit. Two instances of data alteration were taking
advantage of deficient security measures (such as
tiny or weak passwords) and exploiting numerous
vulnerabilities in Smart Devices apps (such as SQL
injection and cross-site scripting) [23,24] found that
encrypted storage methods could prevent data
breaches in the Smart Devices. The Shamir Secret
Sharing method was one cryptographic-based
storage strategy that could securely store aggregated
data from the Smart Devices in an object [25].
Long-term security for Smart Devices data can be
achieved without the requirement for encryption
using non-cryptographic-based approaches like
POTSHARDS [26]. The method's security rested on
distributing data among several storage servers after
dividing it into numerous pieces, each with its own
pointer. The attacker faced a significant challenge in
retrieving data from individual segments because to
the dispersed nature of the segment pointers, which
were difficult to get [27]. According to [28], a side-
channel attack is based on discovering information
by analysing accessible side aspects of an
algorithmic implementation, such as process timing,
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power usage, and even accompanying sounds. An
insecure method of processing and storing data on
the Smart Devices, such as leaving data unencrypted
in the cloud or on Smart Devices apps, might lead to
this kind of assault. 10] discussed data leakage
attacks against Cascading Style Sheets (CSS),
including file confirmation and comprehending the
content of files.

File confirmation might be used by an attacker who
knew the file's plaintext content to find out if a copy
had been saved somewhere else in the CSS [29].
Since the hacker was already familiar with most of
the file's contents, he could potentially gain access to
sensitive information by deciphering it using
techniques like comparing the encrypted output to
the deciphered cipher text [20]. Using temporary
data storage was one of the methods to reduce the
impact of side-channel attacks. One definition of
transient data storage is the capacity to retain or
delete data once a system has finished processing it.
However, management of transient Smart Devices
data generated during system execution has only
been the subject of a few research [21]. Data

processing during system execution would create
new copies of data that users might save or remove
according to their requirements; here is where
transient data would become significant [20].
advantage of deficient security measures (such as
tiny or weak passwords) and exploiting numerous
vulnerabilities in Smart Devices apps (such as SQL
injection and cross-site scripting) [51-74].

Yu and Guo (2016) found that encrypted storage
methods could prevent data breaches in the Smart
Devices [75]. The Shamir Secret Sharing method
was one cryptographic-based storage strategy that
could securely store aggregated data from the Smart
Devices in an object [68]. Long-term security for
Smart Devices data can be achieved without the
requirement  for  encryption  using  non-
cryptographic-based approaches like POTSHARDS
[56]. The method's security rested on distributing
data among several storage servers after dividing it
into numerous pieces, each with its own pointer. The
attacker faced a significant challenge in retrieving
data from individual segments because to

Table 1. Three research questions to address in this study

No.

Details

1. What is the current research trend in integrity and authentication algorithms of Smart Devices applications?

RQ1 1.1 What are the attacks that can jeopardize the integrity of Smart Devices applications?
2. What are the security requirements and mechanisms needed to resolve integrity and authentication attacks?
RQ2
3. Which lightweight algorithm is suitable to achieve integrity requirements in Smart Devices?
RQ3
Table 2. Criteria used in accepting searched articles
S.NO: Authors Attacks Mechanism
1 [49]
2 [18]
3 [29]
4 [37]
5 [20]
6 [10] Man-in-the- middle The hacker intercepts a communication
7 [7] attack between two systems and tricks the
8 [5] recipient into thinking they are still getting a
9 [21] legitimate message.
10 [29]
Table 3. Criteria used in excluding searched articles
S.NO: | Authors | Attacks Mechanism
1 [42] Linkage The hacker manipulates the intercepted
2 [51] attack \data without interfering with the actual Smart Devices applications,
3 [20] stealing critical information in the process recipient into thinking they are
still getting a legitimate message
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Table 4. Data extraction and quality assessment

Item Answer
QAL: Was the article peer-reviewed? Yes/No
Yes/No/
QAZ2: Was there a clear statement of the objectives? Partially
Yes/No/
QA3: Was there adequate description of the context in which the research was Partially
carried out? For example, did it clearly state the problems that led to the research,
descriptions of research methodology used, etc.
Yes/No/
QA4: Was the data collection performed thoroughly? For example, did the evaluation Partially
of the proposed approach answer the research questions? did the article provide a
thorough discussion of results?
Yes/No/
QADS: Was the simulation results rigorously analyzed? Partially

the dispersed nature of the segment pointers, which
were difficult to get [5].

According to Harnik et al. (2016), a side-channel
attack is based on discovering information by
analyzing accessible side aspects of an algorithmic
implementation, such as process timing, power
usage, and even accompanying sounds [33]. An
insecure method of processing and storing data on
the Smart Devices, such as leaving data unencrypted
in the cloud or on Smart Devices apps, might lead to
this kind of assault. Aleisa and Renaud (2017)
discussed data leakage attacks against Cascading
Style Sheets (CSS), including file confirmation and
comprehending the content of files [10].

File confirmation might be used by an attacker who
knew the file's plaintext content to find out if a copy
had been saved somewhere else in the CSS [5]. Since
the hacker was already familiar with most of the
file's contents, he could potentially gain access to
sensitive information by deciphering it using
techniques like comparing the encrypted output to
the deciphered cipher text [20].

Using temporary data storage was one of the
methods to reduce the impact of side-channel

attacks. One definition of transient data storage is the
capacity to retain or delete data once a system has
finished processing it. However, management of
transient Smart Devices data generated during
system execution has only been the subject of a few
of research [33]. Data processing during system
execution would create new copies of data that users
might save or remove according to their
requirements; here is where transient data would
become significant [20]. A hacker commits spoofing
when he or she gains unauthorized access to a system
by masquerading as a legitimate user. Smart Devices
devices are tricked into thinking the data came from
a trusted source when in fact it was being sent by the
hacker. Because of this, the gadgets would be
completely susceptible to the attacker's control [34].
An assault known as "replacing” involves using a
second "duplicate call' to mimic previously
authorized commands [42]. The receiver could be
tricked into performing the hacker's bidding if the

data was captured during a secure network
communication utilized by Smart Devices,
fraudulently delayed, or reissued. [43] noted that
replay attacks pose an additional risk because, once

Table 5. Articles that discuss attacks on the integrity of Smart Devices applications

Authors Attacks

o

Mechanism

Man-in-the-
middle attack

[50]
[18]
[29]
[37]
[20]
[10]
[7]
[5]
[21]

©olo|N|o|ua b w|N(k| =

The hacker intercepts communication between two systems and tricks the
recipient into thinking they are still getting a legitimate message
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they get a message from Smart Devices and
networks, hackers do not even require specialized
expertise to decipher it.

3.3 Question 2: How can we prevent and deal with
assaults on authentication and integrity?
What are the necessary security measures?

Attacks on the integrity of Smart Devices
applications are addressed in this section, along with
the security requirements and procedures to resolve
them. Security needs and processes are covered in 21
articles. Articles discussing the need for security in
Smart Devices applications are listed in Table 6.
Five authentication and integrity-related security
criteria have been identified from the articles. The
necessity to set up authentication mechanisms and
their role in maintaining security rules were both laid
forth in these standards.

The restricted nature of gadgets should be
considered when developing lightweight solutions.
According to [66], the applications' ability to
implement cryptographic algorithms and protocols
could be hindered by computational limitations.
Lightweight security systems need to find a happy
medium between power needs and device battery
capacities in order to optimize energy use. An
efficient security method with low memory and
power consumption and fast command execution is
required for Smart Devices applications.
Finally, end-to-end security is another practical
consideration. The Smart Devices would use a
maze of administrative domains for communication.
According to it is essential to ensure security across
the entire relationship, including safe storage,
communication, content, authentication, and system
integrity [27]. Concerns about user data and
information exposure in a Smart Devices setting
arise when the scope and character of the Smart
Devices call for a unique emphasis on privacy

concerns [19]. Verification of identity and
anonymity is necessary for Smart Devices
applications, whether at the device or aggregate
level. Reliable methods of managing user and device
identities, along with the capability to handle
connections between these identities in a flexible
way, are essential components of security [9]. A few
examples of what was involved were the adaptable
support for identity management and mutual
authentication for users, devices, applications, and
related services, and the smooth integration of varied
services across several domains to connect various
users and devices. According to Sharma et al.
(2018), security solutions should take into account
the fact that knowing everyone involved in an
interaction isn't always feasible [60]. This will help
them handle the large number of identities in the
system. Due to the scalability problem, identity
management became more cumbersome and often
involved using a single identity to represent multiple
entities [29]. Although identification is often
considered a basic security measure, the sheer scale
of the Smart Devices would call for creative
approaches to identity management. Authentication
was an area where this requirement really shone
through, allowing various users of Smart Devices
applications to be verified through login credentials,
biometric data, and RFID tags. Given the mobility of
its constituent parts, the Smart Devices has the
potential to perform extraordinarily well on a
massive scale. As a result, needs for mobility were
identified, these systems need to be very dynamic
[62]. Three broad types of mobility exist: location
privacy, dynamic infrastructure, and numerous
jurisdictions. Data transmission routing would be
crucial due to the resource-constrained and dynamic
topology of Smart Devices. According to Deep et al.
(2019), most Smart Devices nodes may connect
through any network, not just the Internet [25].

Table 6. Articles that discuss attacks on the integrity of Smart Devices applications

Authors Attacks Mechanism
1 [42] Linkage The hacker manipulates the intercepted data without interfering with the actual Smart
2 [51] attack Devices applications, stealing critical information in the process
3 [20]

Table 7. Articles that discuss attacks on the integrity of Smart Devices applications

Authors

Mechanism

Roman et al. (2013) [56]

Data Using SQL injection and cross-

Williams et al. (2016) [68]

site manipulation scripting, the

Yu and Guo (2016) [73]

hacker attacks Smart Devices apps

Abdulghani et al. (2019) [5]

directly

Grobauer et al. (2013) [29]

OO AWIN|F

Miorandi et al. (2016) [51]
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Table 8. Studies on security requirements for Smart Devices applications

S.NO | Authors | Security Description
Requirements
1 [12] Lightweight Light-weight security mechanisms must be designed with device limitations
2 [8] mechanism in mind such as energy consumption, limited memory and computational
3 [30] processing
4 [24]
5 [31]
6 [6] End-to-end Provisioning for secure storage, authentication and integrity must be ensured
7 [27] security for communication
8 [28]
9 [19]
1 [15] Privacy Users want to keep their personal information private while getting the
2 [71] services they need
3 [72]
4 [32]
5 [29]
1 [9] Identity Authentication helps to identify users which can be performed through the
2 [20] management login of username, biometrics, etc.
3 [29]
4 [60]
5 [62] Mobility Mobility requires the ability to accelerate tendencies for the device to provide

This included Wireless Sensor Networks (WSN),
Wireless Local Area Networks (WLANSs), and
Personal Area Networks (PANs). The degree to
which structure, location, and architecture vary in a
real-time environment must be considered by the
security approach. In order to make it easier for
linked devices, users, and things to move around,
security solutions were needed that could let data
flow freely across different jurisdictions [52]. A
database's syncing capabilities with mobile devices
allow for precise execution of data regardless of
location, thanks to mobility [25]. It was necessary to
incorporate a security mechanism into every layer of
the Smart Devices architecture. Our goal is to ensure

that every layer is protected with security measures,
making it impossible for any assaults to occur within
that layer. To see how each layer of the Smart
Devices handles security (Table 7). Table 8 is studies
on security requirements for smart devices
applications and table 9 is smart devices layers
concerning security mechanism. The perception and
network layers are vulnerable to MIM attacks, as
shown in Table 7. All three of these levels, plus the
application layer, are vulnerable to unauthorized
access, not only in MIM. Therefore, these two levels
must implement privacy protection through end-to-
end authorization in order to counter this attack.

Table 9. Smart Devices layers concerning security mechanism

Authentication Security
Authors Smart Devices Layer Algorithm Attacks Mechanism
Multiple
authentications Data
using physical manipulation,
[63] Application context spoofing Authentication
Privacy-
Perceptual, network preserving using Unauthorised Privacy
[43] and application ECC access protection
Authentication
and key A man-in-the- Intrusion
management middle attack, detection system
Network and using entity 1D unauthorised Privacy
[53] perceptual and serial number access protection
Two-way
authentication
Perceptual, network using RSA and Data Authentication
[58] and application ECC manipulation key management
Network and Access control Access control
[72] perceptual using ECC Spoofing mechanisms

1427
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Because of the potential for data tampering and
spoofing at the perception, network, and application
layers, authentication key management had to be put
in place. Table 9 shows that in order to safeguard the
Smart Devices system and its applications from
assaults, a robust authentication technique had to be
implemented.

3.4 Research Question 3: Which efficient
algorithm can meet the integrity standards
of the Smart Devices?

The authors' emphasis on the authentication and
integrity of Smart Devices applications led to the
proposal of numerous lightweight techniques. The
algorithms were examined to identify the advantages
and disadvantages of the Smart Devices. Intelligent
service security was defined in relation to
application protocols. The capabilities of Smart
Devices applications were enhanced through the
combination of cross-platform communication,
encryption, signature, and authentication. In
contrast, the Datagram Transport Layer Security
(DTLS) protocol, developed by [41], is situated
between the transport and application layers and
offers two-way authentication protection. It is based
on RSA and was optimized for IPv6 over Low Power
Wireless Personal Area Networks (6LoOWPANS). In
addition, OCARI, an optimization of
communication for ad hoc reliable industrial
networks, was the subject of proposal for a strong
shared authentication protocol for WSNs. OCARI
suggested that all nodes that want to connect to the
network should be authenticated at the OCARI MAC
sub-layer.

Using hash protocols,[66] presented a polynomial
scheme that includes two appropriate key
management systems. The algorithm could protect
against MIM attacks and manage authentication.[69]
later suggested a signature-encryption strategy for
transmission, which met the needs for Smart Devices
security by way of Object Naming Service (ONS)
queries. Users' and the system's data integrity,
trustworthiness of the network, and identity
verification were all guaranteed. For Smart Devices
with low processing power and memory, developed
an authentication protocol that protected user
privacy and prevented spoofing by using lightweight
encryption that relied only on XOR manipulation.
Finally, for the purpose of controlling user
access,[72] suggested an authentication encryption
method based on Elliptic Curve Cryptography
(ECC).

Elliptic Curve Lightweight Cryptography (ECLC)
was suggested by [44] to protect data transmitted by
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the Smart Devices  utilizing key agreements. The
ECLC enabled WSN nodes to establish connections
with one another while consuming little resources in
terms of processing and storage. The authors
suggested ECLC as a solution for MANET because
of the advantages of its small key size and low cost.
Compared to other cryptosystems like RSA,
MANET's key size is significantly cheaper, which
means reduced memory needs, less bandwidth
utilization during key exchange over the
communication  channel, and easier data
administration. Comparing ECC with other public
key cryptography methods, we find that their
computation costs are lower. According to [38], this
method was expected to prolong the lifetime of the
network, in contrast to other algorithms that rely on
exponentiation. These other algorithms could cause
all nodes' power budgets to be used early in the
network's layers.

To secure the authenticity and integrity of Smart
Devices applications, prior publications have
suggested authentication techniques that use hybrid
solution algorithms (Table 10). There were benefits
to using these algorithms to achieve the goals, but
there were also drawbacks that could compromise
the security of Smart Devices systems.

4. Conclusions

We set out to accomplish three things with this
paper. The first goal was to assess where the
lightweight algorithm's integrity and authentication
research stands now. It was found in the reviewed
articles that there were still Smart Devices
applications with authentication and integrity
concerns. Data breaches involving electronic health
records (EHRs) have been reported [24]. These
records may include personal information, financial
details, and medical history. Security researchers
have identified and described vulnerabilities such
MIM assaults, data manipulation, and spoofing that
disturb the integrity of applications; these attacks can
be used to analyze the integrity of the Smart Devices.
Examining the authenticity and integrity needs of
Smart Devices applications was the secondary goal.
In this piece, authentication and integrity were
highlighted as the primary security requirements.
Lightweight solutions, privacy, end-to-end security,
identity management, and mobility were all among
them. Authentication and integrity protocols for
Smart Devices  applications, as well as security
mechanisms for these applications, were also
covered. Finally, the study of lightweight algorithms
and schemes was conducted to accomplish the
intended design need for authentication in Smart
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Table 10. Authentication schemes for Smart Devices

Smart  Devices
Author | Layer Algorithm Strength Weakness
Application Context/multiple Packet encapsulation to reduce the | DoS attack is not considered
credentials using physical | overhead of data resources
[70] context
[38] Network and Assymmetric The cost of ECC computation is | Vulnerable to side channel
perception encryption using ECC lower than that of other public key | attacks
cryptography techniques
[41] Application Encryption/ asymmetric | Low overhead and high Using UDP over DTLS leads
and network using interoperability to unreliable authentication
RSA
Perception Encryption/ symmetric Resistant to replay and some DoS | No performance measurement
asynchronous one time attacks done in comparison with other
[32] password (OTP) schemes
Application, Encryption using AES | Resilient to attacks, Location privacy is not
network and | symmetric data confidentiality, considered
perception access control and client privacy
[69]
Network and | Encryption/ symmetric | Authentication of RFID tags with | Location privacy is not
perception using readers considered
[45] XOR
Network and | Encryption using ECC | Achieve greater efficiency and | ECLC must observe the
perception known as ECLC flexibility lengthy
than the aforementioned | latencies and the
alternatives. They have been | hardware/processing
adopted in a wide overhead compared with
range of applications symmetric lightweight
and in some cases, under cryptography
[44] critical constraints
Network and | Encryption/ symmetric + | Resistant to replay Communication cost is higher
perception hash attacks, man-in-the-middle attacks, | than other schemes
impersonation attacks,
privileged insider
attacks, stolen smart card attacks
[66] and smart card breach attacks
Network and | Encryption/ asymmetric | Resistant to Brief discussion related to
perception using DosS, replay attack, eavesdropping, | attribute-based access control
ECC node capture and man-in-the-
[72] middle attacks

Devices applications. According to Ye et al. (2014),
there was a significant lack of studies on ECC
adoption [72]. Despite its potential inefficiency, this
approach was manageable and could satisfy
authentication security standards.

In conclusion, more and more problems will arise
due to the exponential growth of wireless
technology. Developers and designers of systems for
the Smart Devices are encouraged to use this SLR
as a guide for dealing with authentication and
integrity concerns.

In this piece, authentication and integrity were
highlighted as the primary security requirements.
Lightweight solutions, privacy, end-to-end security,
identity management, and mobility were all among
them. Authentication and integrity protocols for
Smart Devices  applications, as well as security
mechanisms for these applications, were also
covered. Finally, the study of lightweight algorithms
and schemes was conducted to accomplish the
intended design need for authentication in Smart
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Devices applications. According to Ye et al. (2014),
there was a significant lack of studies on ECC
adoption [72]. Despite its potential inefficiency, this
approach was manageable and could satisfy
authentication security standards.

In conclusion, more and more problems will arise
due to the exponential growth of wireless
technology. Developers and designers of systems for
the Smart Devices are encouraged to use this SLR
as a guide for dealing with authentication and
integrity concerns.
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